ORIGINAL

AGREEMENT FOR SERVICES #375-169-M-E2011
AMENDMENTI

394-S1110

This Amendment I to that Agreement for Services #375-169-M-E2011, made and entered into by
and between the County of El Dorado, a political subdivision of the State of California (hereinafter

referred to as "COUNTY") and Turning Point Community Programs, a California Corporation;
(hereinafter referred to as "CONTRACTOR™).

RECITALS

WHEREAS, CONTRACTOR has been engaged by COUNTY to provide a Wellness Outreach
Program for Vulnerable Adults for the County of El Dorado Health Services Department, Mental
Health Division in accordance with Agreement for Services #375-169-M-E2011, dated March 11,
2011, incorporated herein and made by reference a part hereof; and

WHEREAS, the parties hereto have mutually agreed to extend the term of this Agreement,
amending Article III — Term to allow CONTRACTOR sufficient time to provide services, thereby
expending the remaining not-to-exceed balance under the original Agreement; and

WHEREAS, the parties hereto have mutually agreed to amend Article XXI - Administrator;

NOW THEREFORE, the parties do hereby agree that Agreement for Services #375-169-M-E2011
shall be amended a first time as follows:

1) Article III, Term, shall be amended in its entirety to read as follows:

Article IIl.  TERM
This Agreement shall be effective March 11, 2011 and shall expire December 31, 2011, unless
terminated earlier pursuant to provisions under Article X or Article XI herein.
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394-51110
2) Atrticle XXI shall be amended in its entirety to read as follows:
Article XXI.  ADMINISTRATOR
The County Officer or employee with responsibility for administering this Agreement is

Robert Evans, Program Manager, Health Services Department, Mental Health Division, or
SUCCESSOr.

Except as herein amended, all other parts and sections of that Agreement #375-169-M-E2011 shall
remain unchanged and in full force and effect.

REQUESTING DEPARTMENT HEAD CONCURRENCE:

By: M MLK Dated: 4-15-4f

Neda West, Director
Health Services Department
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394-51110

IN WITNESS WHEREOF, the parties hereto have executed this first Amendment to that
Agreement for Services #375-169-M-E2011 on the dates indicated below.

--COUNTY OF EL DORADO--

Y

Dated: ¢ / ¢ Z /4
Terri Daly, Purchasing A@enr !

Chief Administrative Office
'‘COUNTY"

--CONTRACTOR--

TURNING POINT COMMUNITY PROGRAMS
A CALIFORNIA CORPORATION

J/@@Z

Dated: /1 //7 /l*’
Buck

ef Executive Officer

CONTRACTOR'
jw@ ﬁ et L J/711)
Corporate Secretary
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Procurement Contract #394-S1110

AGREEMENT FOR SERVICES #375-169-M-E2011

THIS AGREEMENT made and entered by and between the County of El Dorado, a political
subdivision of the State of California (hereinafter referred to as *COUNTY") and Turning Point
Community Programs (TPCP), a California Corporation, duly qualified to conduct business in
the State of California, whose principal place of business is 3440 Viking Drive, Suite 114,
Sacramento, CA 95827; (hereinafter referred to as '"CONTRACTOR");

RECITALS

WHEREAS, on September 28, 2010 the County of El Dorado Board of Supervisors approved a
Prevention and Early Intervention (PEI) Plan Update for submission to the State of California
that specified a proposed expenditure of Mental Health Services Act (MHSA) funds to support a
Wellness Outreach Program for Vulnerable Adults in the Western Slope of the County for the
Health Services Department, Mental Health Division (MHD); and

WHEREAS, CONTRACTOR has represented to COUNTY that it is specially trained,
experienced, expert and competent to perform the special services required hereunder and
COUNTY has determined to rely upon such representations; and

WHEREAS, it is the intent of the parties hereto that such services be in conformity with all
applicable Federal, State and local laws; and

WHEREAS, COUNTY has determined that the provision of these services provided by
CONTRACTOR is in the public's best interest, and that these services are more economically and
feasibly performed by outside independent contractors as well as authorized by El Dorado County
Charter, Section 210 (b) (6) and/or Government Code 31000

NOW, THEREFORE, COUNTY and CONTRACTOR mutually agree as follows:

HSD contract #375-169-M-E201 |
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Procurement Contract #394-S1110

Article L. SCOPE OF SERVICES

Section .01 CONTRACTOR agrees to provide outreach and engagement services, screening,
assessment, early intervention mental health services, and linkage to appropriate community
based organizations, for vulnerable adults who have risk factors associated with suicide and/or
suffer from mental distress, depression and/or exposure to trauma, isolation, and who may also
have limited support systems. This Mental Health Services Act (MHSA) Prevention and Early
Intervention (PEI) program is intended to address the unmet needs of vulnerable and at-risk
individuals currently not identified and not being served by the Mental Health Division (MHD).
The proper proactive measures (which are not covered under the specialty mental health
spectrum of services), are designed to provide a lower level of chronic disease management,
which may serve to minimize the Client’s future need for specialty care.

Section1.02  The fundamental program goals are:

e To provide early detection and increased access to screening, assessment, early mental
health intervention, and linkage to needed services and supports.

e To provide linkage to the appropriate level (least restrictive) of mental health and other
needed services.

e To provide training, knowledge and skills related to mental health treatment engagement
and services, thereby promoting mental health and independent living.

e Toprovide these services in a proactive and community-based model, thereby reducing
disparities in service access, utilization, and outcomes for vulnerable and isolated adults.

Section1.03  The services listed herein shall be provided by the Early Intervention
Clinicians/System Navigators and a Project Director, as defined in Exhibit A, marked “Turning
Point Community Programs PEI Job Descriptions,” incorporated herein and made by reference a
part hereof, within the context of a prevention and early intervention philosophy of service
delivery.

Section1.04 Community Education and Collaboration - Mental Health Training Sessions shall
be hosted by CONTRACTOR on an as needed basis, as requested in writing by COUNTY.

CONTRACTOR shall submit to COUNTY's Contract Administrator a completed Exhibit B,
“Sign-In Sheet for MHSA Mental Health Training Session™ incorporated herein and made by
reference a part hereof, for any such hosted event.

Section1.05 MHD-referrals for PEI Client Services - CONTRACTOR shall provide outreach
and engagement, screening and/or comprehensive assessments, early intervention mental health
services, and linkage to supports and services for MHD-referred vulnerable and at-risk adults as
requested on the “County of El Dorado MHSA PEI Referral Form” (Exhibit C) incorporated
herein and made by reference a part hereof. Completion of this referral form shall constitute an
authorization for PEI service delivery for the designated services.

HSD contract #375-169-M-E2011
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Procurement Contract #394-S1110

Section1.06  Documentation:

e Completion of Client screening shall be documented on the “Patient Health
Questionnaire (PHQ) Screening Form” (Exhibit D) incorporated herein and made by
reference a part hereof;

¢ Completion of Client assessments shall be documented on the “County of El Dorado
MHSA Assessment Form” (Exhibit E) incorporated herein and made by reference a
part hereof;

» Completion of the “MHSA Client Informed Consent” (Exhibit F) incorporated herein
and made by reference a part hereof, is required for all individuals identified for early
intervention mental health services;

e As needed, CONTRACTOR will use the “Authorization to Use/Disclose Protected
Health Information,” (Exhibit G) incorporated herein and made by reference a part
hereof;

e Completion of an Early Intervention Mental Health Services Plan shall be
documented on the “County of El Dorado MHSA Client Plan” (Exhibit H)
incorporated herein and made by reference a part hereof; and,

o Direct Client activities shall be documented on the “County of El Dorado Health
Services Department, Mental Health Division Progress Note" (Exhibit I)
incorporated herein and made by reference a part hereof.

Section1.07 Program Summary Report - A “MHSA PEI Wellness Outreach Program for
Vulnerable Adults Program Summary Report” (Exhibit J) incorporated herein and made by
reference a part hereof will be submitted by CONTRACTOR with the final Monthly Service
Delivery Report and invoice. Data required for this report will be gathered from the MHSA PEI
Referral Forms and through documentation of the outreach and early intervention services
provided and recorded on the Monthly Service Delivery Reports.

Section1.08  Office Space - CONTRACTOR may utilize, on a part-time basis, a County
provided workstation, phone, internet access, and meeting room space at 670 Placerville Drive,
Suite 1B, Placerville, California.

Section 1.09  If access to the COUNTY computer system applies, CONTRACTOR agrees to
follow the “El Dorado County Computer and Network Resource Usage Policies and Standards
Guide,” marked as Exhibit K, incorporated herein and made by reference a part hereof, or any
update or revision as may be approved by the COUNTY Board of Supervisors. CONTRACTOR
also agrees to have its employees using COUNTY computers sign the “County User Agreement,”
which is contained on page 12 of Exhibit K.

Article IL PERFORMANCE REQUIREMENTS
Section 2.01 By signing this Agreement CONTRACTOR shall ensure that its employees,

contractors, volunteers, and interns providing services under this Agreement shall adhere to the
following:

HSD contract #375-169-M-E201 |
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Procurement Contract #394-S1110

A. Code of Conduct

CONTRACTOR shall establish a written Code of Conduct which shall include, but not be
limited to, standards related to drugs and alcohol; staff relations with Clients; prohibition of
sexual relations with Clients; and conflict of interest. Prior to providing any services pursuant
to this Agreement, all individuals to provide such services shall agree, in writing, to maintain the
standards set forth in the Code of Conduct. CONTRACTOR shall maintain such written
agreements and shall make them available to County’s Contract Administrator upon request. A
copy of the CONTRACTOR's Code of Conduct shall be provided to each Client to be served in
any way hereunder.

B. Cultural Competency

CONTRACTOR shall provide services required under this Agreement in an atmosphere of
cultural competency, offering services that will meet the needs of participants from different
cultural backgrounds. To the extent that it may be needed, free language interpreting services
will be made available for Clients. It is expected that CONTRACTOR will at all times have the
internal capacity to provide the services called for in this Agreement with personnel that have
the requisite cultural/linguistic competence required to achieve the purposes of this Agreement.
However, the interpreting agreement maintained by COUNTY may be used as a backup service
if needed.

C. Confidentiality

D.

Prior to providing any services pursuant to this Agreement, all employees shall agree, in writing,
with CONTRACTOR to maintain the confidentiality of any and all information and records
which may be obtained in the course of providing such services.

HIPAA

Under this Agreement, CONTRACTOR shall provide services to COUNTY and in conjunction
with the provision of such services, certain Protected Health Information (“PHI") may be made
available to CONTRACTOR for the purposes of carrying out its obligations. CONTRACTOR
agrees to comply with all the terms and conditions of Exhibit L, marked “HIPAA Business
Associate Agreement,” incorporated herein and made by reference a part hereof, regarding the
Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and the regulations
promulgated thereunder. Any material breach of the HIPAA Business Associate Agreement
shall be grounds for default termination of this Agreement.

E. Record Retention

Financial and Client records shall be retained by CONTRACTOR for five (5) years from the
date of submission of final payment that pertains to this Agreement. Records which relate to
litigation or settlement of claims arising out of the performance of this Agreement, or cost and
expenses of this Agreement to which exception has been taken by County or State governments,
shall be retained by CONTRACTOR until disposition of such appeals, litigation, claims or
exceptions is completed.

HSD contract #375-169-M-E2011 11-1223.C.7
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Procurement Contract #394-S1110

E. Notification of Occurrences
CONTRACTOR shall notify the COUNTY Contract Administrator, in writing, within twenty-
four (24) hours of becoming aware of any occurrence of a serious nature, including, but not
limited to: accidents, injuries, death, or acts of negligence, related in any way to the provision of
services pursuant to this Agreement.

G. Mandated Reporter Requirements
CONTRACTOR acknowledges and agrees to comply with mandated reporter requirements
pursuant to the provisions of: 1) the California Penal Code Section 11164 et seq., also known as
the Child Abuse and Neglect Reporting Act and/or 2) Welfare and Institutions Code 15630 et
seq. related to elder and dependent adults.

ArticleIII.  TERM

This Agreement shall become effective upon final execution by both parties hereto and shall cover
the period of date of execution to June 30, 2011 unless earlier terminated pursuant to the provisions
under Article X or Article XTI herein.

Article]lV. COMPENSATION FOR SERVICES

Section 4.0l CONTRACTOR shall submit monthly invoices no later than thirty (30) days
following the end of a “service month” except in those instances where CONTRACTOR obtains
written approval from COUNTY Health Services Department Director or Director’s designee
granting an extension of the time to complete billing for services or expenses. For billing
purposes, a “service month” shall be defined as a calendar month during which CONTRACTOR
provides services in accordance with ARTICLE I, “Scope of Services.”

Section 4.02  For services provided herein, COUNTY agrees to pay CONTRACTOR monthly in
arrears and within forty-five (45) days following the COUNTY's receipt and approval of
itemized invoice(s) identifying services rendered, as documented on Exhibit M, marked
“Turning Point Community Programs (TPCP) - MHSA Monthly Service Delivery Report,”
incorporated herein and made by reference a part hereof, which must accompany each invoice
submitted. Payment shall be made only for actual services rendered as documented on said

Ieports.

Section 4.03  For the purposes of this Agreement, the hourly rate shall include wages, benefits
(including leave hours), support staff and overhead (including, but not necessarily limited to,
office supplies, other incidental supplies, mileage, communication expenses, fees, insurance,
postage, printing and duplication, and administrative overhead). Rates charged shall be in
accordance with the following:

Hourly Rate

Project Director $90.96
Early Intervention Clinicians/System Navigators $53.04
HSD contract #375-169-M-E2011 1 1—1223C8
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Procurement Contract #394-S1110

Section 4.04 In addition to those services listed in Section 4.03, reimbursable expenses may
also include relevant training and related travel that is pre-approved in writing by the MHD.
Original receipts, invoices, or other proof of payment must be submitted with any monthly
invoice that includes a claim for reimbursable expenses, noting the purpose for the training and
related travel. Reimbursable travel shall be in accordance with Exhibit N, marked “County of El
Dorado, California, Board of Supervisors, Policy D-1, Travel” incorporated herein and made by
reference a part hereof. The total reimbursable amount for expenses for relevant training and
related travel will not exceed $10,000 (note, however, that any amount not expended for
training/travel may be utilized for other services authorized by this Agreement).

Section 4.05 Invoices are to be sent to the following address:

County of El Dorado

Health Services Department, Mental Health Division
Attn: Accounts Payable

929 Spring Street

Placerville, CA 95667

Section 4.06 Not-to-Exceed: $38,500 over the term of this Agreement.

Article V., DEBARMENT AND SUSPENSION CERTIFICATION

Section 5.01 By signing this Agreement, the CONTRACTOR agrees to comply with applicable
Federal suspension and debarment regulations including, but not limited to Title 45 Code of
Federal Regulations (CFR) 76.

Section 5.02 By signing this Agreement, the CONTRACTOR certifies to the best of its
knowledge and belief, that it and its principals:

A. Are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded by any Federal department or agency;

B. Have not within a three (3) year period preceding this application/proposal/agreement
been convicted of or had a civil judgment rendered against them for commission of fraud
or a criminal offense in connection with obtaining, attempting to obtain, or performing a
public (Federal, State or local) transaction or contract under a public transaction;
violation of Federal or State antitrust statutes or commission of embezzlement, theft,
forgery, bribery, falsification of destruction of records, making false statements, or
receiving stolen property;

C. Are not presently indicted for or otherwise criminally or civilly charged by a
governmental entity (Federal, State, or local) with commission of any of the offenses
enumerated in Paragraph b(2) herein;
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D. Have not within a three (3) year period preceding this application/proposal/agreement
had one or more public transactions (Federal, State or local) terminated for cause or

default;

E. Shall not knowingly enter in to any lower tier covered transaction with a person who is
proposed for debarment under Federal regulations (i.e., 48 CFR part 9, subpart 9.400),
debarred, suspended, declared ineligible or voluntarily excluded from participation in
such transactions, unless authorized by the State; and

F. Shall include a clause entitled, "Debarment and Suspension Certification" that essentially
sets forth the provisions herein, in all lower tier covered transactions and in all
solicitations for lower tier covered transactions.

Section 5.03 If the CONTRACTOR is unable to certify to any of the statements in this
certification, the CONTRACTOR shall submit an explanation to COUNTY.

Section 5.04 The terms and definitions herein have the meanings set out in the Definitions and
Coverage sections of the rules implementing Federal Executive Order 12549 (1986) as amended
by Federal Executive Order 12689 (1989).

Section 5.05 If the CONTRACTOR knowingly violates this certification, in addition to other
remedies available to the Federal Government, COUNTY may terminate this Agreement for
cause or default.

Article VI. CHANGES TO AGREEMENT

This Agreement may be amended by mutual consent of the parties hereto. Said amendments shall
become effective only when in writing and fully executed by duly authorized officers of the parties
hereto.

Article VII. CONTRACTOR TO COUNTY

It is understood that the services provided under this Agreement shall be prepared in and with
cooperation from COUNTY and its staff. It is further agreed that in all matters pertaining to this
Agreement, CONTRACTOR shall act as Contractor only to COUNTY and shall not act as
Contractor to any other individual or entity affected by this Agreement nor provide information in
any manner to any party outside of this Agreement that would conflict with CONTRACTOR's
responsibilities to COUNTY during term hereof.

Article VIII. ASSIGNMENT AND DELEGATION

CONTRACTOR is engaged by COUNTY for its unique qualifications and skills as well as those of
its personnel. CONTRACTOR shall not subcontract, delegate or assign services to be provided, in
whole or in part, to any other person or entity without prior written consent of COUNTY.

Article IX. INDEPENDENT CONTRACTOR/LIABILITY
CONTRACTOR is, and shall be at all times, deemed independent and shall be wholly responsible

HSD contract #375-169-M-E2011
7 of 14 11-1223.C.10



Procurement Contract #394-S1110

for the manner in which it performs services required by terms of this Agreement.
CONTRACTOR exclusively assumes responsibility for acts of its employees, associates, and
subcontractors, if any are authorized herein, as they relate to services to be provided under this
Agreement during the course and scope of their employment.

CONTRACTOR shall be responsible for performing the work under this Agreement in a safe,
professional, skillful and workmanlike manner and shall be liable for its own negligence and
negligent acts of its employees. COUNTY shall have no right of control over the manner in which
work is to be done and shall, therefore, not be charged with responsibility of preventing risk to
CONTRACTOR or its employees.

Article X, FISCAL CONSIDERATIONS

The parties to this Agreement recognize and acknowledge that COUNTY is a political subdivision
of the State of California. As such, County of El Dorado is subject to the provisions of Article XVI,
Section 18 of the California Constitution and other similar fiscal and procurement laws and
regulations and may not expend funds for products, equipment or services not budgeted in a given
fiscal year. Itis further understood that in the normal course of COUNTY business, COUNTY will
adopt a proposed budget prior to a given fiscal year, but that the final adoption of a budget does not
occur until after the beginning of the fiscal year.

Notwithstanding any other provision of this Agreement to the contrary, COUNTY shall give notice
of cancellation of this Agreement in the event of adoption of a proposed budget that does not
provide for funds for the services, products or equipment subject herein. Such notice shall become
effective upon the adoption of a final budget which does not provide funding for this Agreement.
Upon the effective date of such notice, this Agreement shall be automatically terminated and
COUNTY released from any further liability hereunder.

In addition to the above, should the Board of Supervisors during the course of a given year for
financial reasons reduce, or order a reduction, in the budget for any COUNTY department for
which services were contracted to be performed, pursuant to this paragraph in the sole discretion
of the COUNTY, this Agreement may be deemed to be canceled in its entirety subject to payment
for services performed prior to cancellation.

Article XI. DEFAULT, TERMINATION, AND CANCELLATION

Section 11.01 Default

Upon the occurrence of any default of the provisions of this Agreement, a party shall give written
notice of said default to the party in default (notice). If the party in default does not cure the
default within ten (10) days of the date of notice (time to cure), then such party shall be in defaul.
The time to cure may be extended at the discretion of the party giving notice. Any extension of
time to cure must be in writing, prepared by the party in default for signature by the party giving
notice and must specify the reason(s) for the extension and the date on which the extension of
time to cure expires.

HSD contract #375-169-M-E201 |
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Notice given under this section shall specify the alleged default and the applicable Agreement
provision and shall demand that the party in default perform the provisions of this Agreement
within the applicable period of time. No such notice shall be deemed a termination of this
Agreement unless the party giving notice so elects in this notice, or the party giving notice so elects
in a subsequent written notice after the time to cure has expired. In the event of termination for
default, COUNTY reserves the right to take over and complete the work by contract or by any
other means.

Section 11.02 Bankruptcy
This Agreement, at the option of the COUNTY, shall be terminable in the case of bankruptcy,

voluntary or involuntary, or insolvency of CONTRACTOR.

Section 11.03 Ceasing Performance
COUNTY may terminate this Agreement in the event CONTRACTOR ceases to operate as a
business, or otherwise becomes unable to substantially perform any term or condition of this

Agreement.

Section 11.04 Termination or Cancellation without Cause

COUNTY may terminate this Agreement in whole or in part upon seven (7) calendar days written
notice by COUNTY without cause. If such prior termination is effected, COUNTY will pay for
satisfactory services rendered prior to the effective dates as set forth in the Notice of Termination
provided to CONTRACTOR, and for such other services, which COUNTY may agree to in writing
as necessary for contract resolution. In no event, however, shall COUNTY be obligated to pay
more than the total amount of the contract. Upon receipt of a Notice of Termination,
CONTRACTOR shall promptly discontinue all services affected, as of the effective date of
termination set forth in such Notice of Termination, unless the notice directs otherwise.

Article XII. NOTICE TO PARTIES
All notices to be given by the parties hereto shall be in writing and served by depositing same in the
United States Post Office, postage prepaid and return receipt requested.

Notices to COUNTY shall be addressed as follows:

COUNTY OF EL DORADO
HEALTH SERVICES DEPARTMENT
931 SPRING STREET
PLACERVILLE, CA 95667

ATTN: NEDA WEST, DIRECTOR

or to such other location as the COUNTY directs.

HSD contract #375-169-M-E2011
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Notices to CONTRACTOR shall be addressed as follows:

TURNING POINT COMMUNITY PROGRAMS
3440 VIKING DRIVE, SUITE 114

SACRAMENTO, CA 95827

ATTN: JOHN BUCK, CHIEF EXECUTIVE OFFICER

or to such other location as the CONTRACTOR directs.

Article XIII. INDEMNITY

The CONTRACTOR shall defend, indemnify, and hold the COUNTY harmless against and from
any and all claims, suits, losses, damages and liability for damages of every name, kind and
description, including attorneys fees and costs incurred, brought for, or on account of, injuries to or
death of any person, including but not limited to workers, COUNTY employees, and the public, or
damage to property, or any economic or consequential losses, which are claimed to or in any way
arise out of or are connected with the CONTRACTOR's services, operations, or performance
hereunder, regardless of the existence or degree of fault or negligence on the part of the COUNTY,
the CONTRACTOR, subcontractor(s) and employee(s) of any of these, except for the sole, or
active negligence of the COUNTY, its officers and employees, or as expressly prescribed by statute.
This duty of CONTRACTOR to indemnify and save COUNTY harmless includes the duties to
defend set forth in California Civil Code Section 2778.

Article XIV. INSURANCE

Section 14.01 CONTRACTOR shall provide proof of a policy of insurance satisfactory to the
County of El Dorado Risk Manager and documentation evidencing that CONTRACTOR
maintains insurance that meets the following requirements:

A. Full Workers' Compensation and Employers' Liability Insurance covering all employees
of CONTRACTOR as required by law in the State of California; and

B. Commercial General Liability Insurance of not less than $1,000,000 combined single limit
per occurrence for bodily injury and property damage;

C. Automobile Liability Insurance of not less than $1,000,000 is required in the event motor
vehicles are used by the CONTRACTOR in the performance of the Agreement.

Section 14.02 In the event CONTRACTOR is a licensed professional, and is performing
professional services under this Agreement, professional liability (for example, malpractice
insurance) is required with a limit of liability of not less than $1,000,000 per occurrence.

Section 14.03 CONTRACTOR shall furnish a certificate of insurance satisfactory to the County
of El Dorado Risk Manager as evidence that the insurance required above is being maintained.

Section 14.04 The insurance will be issued by an insurance company acceptable to Risk
Management, or be provided through partial or total self-insurance likewise acceptable to Risk
Management.
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Section 14.05 CONTRACTOR agrees that the insurance required above shall be in effect at all
times during the term of this Agreement. In the event said insurance coverage expires at any time
or times during the term of this Agreement, CONTRACTOR agrees to provide at least thirty (30)
days prior to said expiration date, a new certificate of insurance evidencing insurance coverage as
provided for herein for not less than the remainder of the term of the Agreement, or for a period of
not less than one (1) year. New certificates of insurance are subject to the approval of Risk
Management and CONTRACTOR agrees that no work or services shall be performed prior to the
giving of such approval. In the event the CONTRACTOR fails to keep in effect at all times
insurance coverage as herein provided, COUNTY may, in addition to any other remedies it may
have, terminate this Agreement upon the occurrence of such event.

Section 14.06 The certificate of insurance must include the following provisions stating that:

A. The insurer will not cancel the insured's coverage without thirty (30) days prior written
notice to COUNTY, and;

B. The County of El Dorado, its officers, officials, employees, and volunteers are included as
additional insured, but only insofar as the operations under this Agreement are
concerned. This provision shall apply to the general liability policy.

Section 14.07 The CONTRACTOR's insurance coverage shall be primary insurance as respects
the COUNTY, its officers, officials, employees and volunteers. Any insurance or self-insurance
maintained by the COUNTY, its officers, officials, employees or volunteers shall be excess of the
CONTRACTOR s insurance and shall not contribute with it.

Section 14.08 Any deductibles or self-insured retentions must be declared to and approved by the
COUNTY, either: the insurer shall reduce or eliminate such deductibles or self-insured retentions
as respects the COUNTY, its officers, officials, employees, and volunteers; or the CONTRACTOR
shall procure a bond guaranteeing payment of losses and related investigations, claim
administration and defense expenses.

Section 14.09 Any failure to comply with the reporting provisions of the policies shall not affect
coverage provided to the COUNTY, its officers, officials, employees or volunteers.

Section 14.10 The insurance companies shall have no recourse against the County of El Dorado,
its officers and employees or any of them for payment of any premiums or assessments under any
policy issued by any insurance company.

Section 14.11 CONTRACTOR's obligations shall not be limited by the foregoing insurance
requirements and shall survive expiration of this Agreement.

HSD t #375-169-M-E2011
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Section 14.12 In the event CONTRACTOR cannot provide an occurrence policy,
CONTRACTOR shall provide insurance covering claims made as a result of performance of this
Agreement for not less than three (3) years following completion of performance of this Agreement.

Section 14.13 Certificate of insurance shall meet such additional standards as may be determined
by the contracting County Department either independently or in consultation with Risk
Management, as essential for the protection of the COUNTY.

Article XV. INTEREST OF PUBLIC OFFICIAL

No official or employee of COUNTY who exercises any functions or responsibilities in review or
approval of services to be provided by CONTRACTOR under this Agreement shall participate in
or attempt to influence any decision relating to this Agreement which affects personal interest or
interest of any corporation, partnership, or association in which he/she is directly or indirectly
interested; nor shall any such official or employee of COUNTY have any interest, direct or indirect,
in this Agreement or the proceeds thereof.

Article XVI. INTEREST OF CONTRACTOR

CONTRACTOR covenants that CONTRACTOR presently has no personal interest or financial
interest, and shall not acquire same in any manner or degree in either: 1) any other contract
connected with or directly affected by the services to be performed by this Agreement; or, 2) any
other entities connected with or directly affected by the services to be performed by this
Agreement. CONTRACTOR further covenants that in the performance of this Agreement no
person having any such interest shall be employed by CONTRACTOR.

Article XVII. CONFLICT OF INTEREST

The parties to this Agreement have read and are aware of the provisions of Government Code
Section 1090 et seq. and Section 87100 relating to conflict of interest of public officers and
employees. CONTRACTOR attests that it has no current business or financial relationship with
any COUNTY employee(s) that would constitute a conflict of interest with provision of services
under this contract and will not enter into any such business or financial relationship with any
such employee(s) during the term of this Agreement. COUNTY represents that it is unaware of
any financial or economic interest of any public officer or employee of CONTRACTOR relating
to this Agreement. It is further understood and agreed that if such a financial interest does exist
at the inception of this Agreement either party may immediately terminate this Agreement by
giving written notice as detailed in the Article in the Agreement titled, “Default, Termination
and Cancellation”.

Article XVIII. CALIFORNIA RESIDENCY (FORM 590)

All independent contractors providing services to the COUNTY must file a State of California
Form 590, certifying their California residency or, in the case of a corporation, certifying that they
have a permanent place of business in California. The contractor will be required to submit a Form
590 prior to execution of an Agreement or COUNTY shall withhold seven (7) percent of each
payment made to the contractor during term of the Agreement. This requirement applies to any
agreement/contract exceeding $1,500.

HSD contract #375-169-M-E2011
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Procurement Contract #394-S1110

Article XIX. TAXPAYER IDENTIFICATION NUMBER (FORM W-9)

All independent contractors or corporations providing services to the COUNTY must file a
Department of the Treasury Internal Revenue Service Form W-9, certifying their Taxpayer
Identification Number.

Article XX. COUNTY BUSINESS LICENSE

It is unlawful for any person to furnish supplies or services, or transact any kind of business in
the unincorporated territory of County of El Dorado without possessing a County business
license unless exempt under County Code Section 5.08.070.

Article XXI. ADMINISTRATOR
The County Officer or employee with responsibility for administering this Agreement is Christine
Kondo-Lister, Deputy Director, Health Services Department, Mental Health Division, or successor.

Article XXII. AUTHORIZED SIGNATURES

The parties to this Agreement represent that the undersigned individuals executing this
Agreement on their respective behalf are fully authorized to do so by law or other appropriate
instrument and to bind upon said parties to the obligations set forth herein.

Article XXIII. PARTIAL INVALIDITY

If any provision of this Agreement is held by a court of competent jurisdiction to be invalid, void or
unenforceable, the remaining provisions will continue in full force and effect without being
impaired or invalidated in any way.

Article XXIV. VENUE

Any dispute resolution action arising out of this Agreement, including, but not limited to,
litigation, mediation, or arbitration, shall be brought in the County of El Dorado, California, and
shall be resolved in accordance with the laws of the State of California.

Article XXV.  ENTIRE AGREEMENT

This document and the documents referred to herein or exhibits hereto are the entire Agreement
between the parties and they incorporate or supersede all prior written or oral Agreements or
understandings.

REQUESTING DEPARTMENT HEAD CONCURRENCE:

I

Neda West, Director
Health Services Department

HSD contract #375-169-M-E2011 13 of 14 11-1223.C.16



Procurement Contract #394-S1110

IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the dates

indicated below.

--COUNTY OF EL DORADO--

% M(/ Dated: 5//// 2

heresa R. Daly, Purchasing Ageéf
Chief Administrative Office
‘COUNTY"

--CONTRACTOR--

TURNING POINT COMMUNITY PROGRAMS
A CALIFORNIA CORPORATION

%QM Dated: 3/40 / Y/

Buck
Chlef Executive Officer
*CONTRACTOR"

BY&L’VA ﬁ?@t‘ Dated: /’ /;ﬂ"/’/

Corporate Seo{etary

HSD contract #375-169-M-E2011
14 of 14
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EXHIBIT A

Turning Point Community Programs
PEI Job Descriptions

Turning Point Community Programs (TPCP) will provide outreach and engagement services,
early identification, screening, assessment, service linkage, and safety net brief mental health
services in support of the El Dorado County Mental Health Services Act (MHSA) Prevention
and Early Intervention (PEI)-funded Wellness Outreach Program for Vulnerable Adults. Work
will be coordinated and conducted by TPCP employees, whose qualifications and job functions

are described below:

1. Early Intervention Clinician/System Navigator:
¢ Qualifications:

o

0O 0O o o

Master’s degree in Sociology, Social Work, Counseling, Family and Marriage

Counseling, Psychology or other related field
Licensed or License eligible as either a Licensed Clinical Social Worker (LCSW),

Marriage and Family Therapist (MFT), Associate Clinical Social Worker
(ACSW) or Marriage and Family Therapist Intern (MFTI)

Four (4) years experience as a consumer or provider of mental health services
Two (2) years experience in supervision/management

Must not have any felony convictions

TB testing required

» Job Functions:

(o}
o
o

Provide outreach to Mental Health Division (MHD)-referred clients

Provide community-based engagement services

Collaborate with the MHD and other community partners in serving referred
clients

Provide community education related to impacts of mental illness and distress
Provide early intervention mental health services (supportive counseling, brief
treatment, and service linkage for mental health issues, substance use disorders,
and referrals to primary care services, in addition to linkage to support services,
such as obtaining benefits, transportation, and for culturally-specific needs)
Provide support and intervention in the event of a crisis both to stop the crisis
and to notify, when indicated, persons and agencies necessary for the resolution
of the crisis situation

Provide screening for MHD-referred clients (Exhibit D)

Develop comprehensive client assessments, using the County of El Dorado MHSA
Assessment form (Exhibit E)

Develop an early intervention Client Plan (Exhibit H) and provide related early
intervention mental health services -

Complete and submit all documentation and reports as required in a timely
manner

Attend County of El Dorado MHD meetings when indicated/needed to provide

support

Page | of 2
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2. Project Director:
» Qualifications:
Master's degree in Sociology, Social Work, Counseling, Family and Marriage
Counseling, Psychology or other related field
o Valid registration with California Board of Behavioral Sciences with an active
(clear) license as either LCSW or MFT
Knowledge of psychosocial rehabilitation’s treatment and programming
Knowledge of and commitment to principles and goals of the “self-help model’
and the “consumer-driven model”
o Must not have any felony convictions
TB testing required

o

1)

» Job Functions:
o Provide program planning, implementation and oversight, to include service

coordination, applying program goals and guidelines, monitoring program
effectiveness, and ensuring timely completion/submission of deliverables

o Ensure compliance with State laws and regulations, including MHSA, PEI
program guidelines and objectives, and all requirements of County Agreement for
Services '

o Supervise staff, delegate responsibility and provide leadership and training

o Work with MHD in successful contract management, and provide oversight of

service records

Page 2 of 2
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EXHIBIT B

Sign-In Sheet
For MHSA Mental Health Training Session
Turning Point Community Programs (TPCP)

Date of Event: Start Time: End Time:

Location:

TPCP Host:

Description of Event:

a Primary topic(s):

Attendees (first & last name) Agency/Group Affiliation Contact (phone or email)

Page 1 of 1
11-1223.C.20



Turning Point Community Programs

EXHIBIT C

County of El Dorado MHSA PEI Referral Form

To be completed by the Mental Health Division Coordinator/Supervisor:

Client Name:

Address:

Phone:

Reason o Outreach & Engagement

for Referral o Screening
o Assessment
o Early Intervention Mental Health Services
o Services and/or Supports Linkage

¢ Gender: o Male o Female

¢ Age Group: o Adult (19-59) o Older Adult (60+)
o Also TAY (18-25)

¢ Race/Ethnicity: o Hispanic o White o Native American
o African American o Asian o Pacific Islander
a Multi o Other:

¢ Primary o Spanish o English o Vietnamese

Language: o Cantonese o Mandarin o Tagalog

g Cambodian o Hmong o Russian
o Farsi o Arabic o Other:

¢ Other Cultural o LGBTQ o Other:

Groups:
¢ Veteran: o Yes a No
Staff Signature: Date:
Page 1 of |
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EXHIBIT D

PATIENT HEALTH QUESTIONNAIRE (PHQ)

This questionnaire is'an important part of providing jou with the Best health care possible

in uidérstanding problems thatyou may have: Please answer ev.
are requested to skip over.a'question, =

-

e;[y questiqq to'the best of; your ability unl§§§ yo

our answers wili’ﬁeg

a3
© vl

Name Age Sex: [JFemale [JMale Today's Date
1. During the last 4 weeks, how much have you been Not Bothered Bothered
bothered by any of the following problems? bothered alittle alot
a. Stomach pain O O O
b. Back pain O O O
c. Painin your arms, legs, or joints (knees, hips, etc.) O O O
d. Menstrual cramps or other problems with your
periods ] ] J
e. Pain or problems during sexual intercourse O O O
f. Headaches O O O
g. Chest pain O O O
h. Dizziness J O O
i.  Fainting spells O O O
j.  Feeling your heart pound or race O O d
k. Shortness of breath O d O
. Constipation, loose bowels, or diarrhea d O d
m. Nausea, gas, or indigestion d O O
2. Over the |ast 2 weeks, how often have you been bothered Not More
by any of the following problems? Several thanhalf  Nearly
at all days the days every day
a. Little interest or pleasure in doing things O O O O
b. Feeling down, depressed, or hopeless O O O O
c. Trouble falling or staying asleep, or sleeping too
much O O O] O
Feeling tired or having little energy d d O O
e. Poor appetite or overeating O O O O
f. Feeling bad about yourself — or that you are a failure or
have let yourself or your family down O O O O
g. Trouble concentrating on things, such as reading the
newspaper or watching television d O d O
h. Moving or speaking sa slowly that other people could have
noticed? Or the opposite — being so fidgety or restless that
you have been moving around a lot more than usual d O O
i.  Thoughts that you would be better off dead or of hurting
yourself in some way | O O

FOR OFFICE CODING: Som Dis if at least 3 of #1a-m are “a lot” and lack an adequate bicl explanation.
Maj Dep Syn if answers to #2a or b and five or more of #2a-i are at least "More than half the days" (count #2i if present at alil).
Other Dep Syn if #2a or b and two, three, or four of #2a-i are at least “More than half the days® (count #2i if present at all).

PHQ 1/3
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3. Questions about anxiety.

In the last 4 weeks, have you had an anxiety attack —
suddenly feeling fear or panic?

if you checked “NO”, go to question #5.

YES

b.

Has this ever happened before?

c.

Do some of these attacks come suddenly out of the blue —
that is, in situations where you don't expect to be nervous or
uncomfortable?

Do these attacks bother you a lot or are you worried about
having another attack?

O

4. Think about your last bad anxiety attack.

YES

Were you short of breath?

Did your heart race, pound, or skip?

Did you have chest pain or pressure?

Did you sweat?

Did you feel as if you were choking?

Did you have hot flashes or chills?

al~olajo|glw

Did you have nausea or an upset stomach, or the feeling that
you were going to have diarrhea?

Did you feel dizzy, unsteady, or faint?

Did you have tingling or numbness in parts of your body?...

Did you tremble or shake?

L0000 (Ooooog

L0000 (Oooooo

x|

Were you afraid you were dying?

5. Over the last 4 weeks, how often have you been bothered by
any of the following problems?

Not at all

Several
days

More than
half the
days

a.

Feeling nervous, anxious, on edge, or worrying a lot about
different things.

if you checked “Not at all”, go to question #6.

O

a

|

b.

Feeling restless so that it is hard to sit still.

Getting tired very easily.

Muscle tension, aches, or soreness.

Trouble falling asleep or staying asleep.

= o|ale

Trouble concentrating on things, such as reading a book or
watching TV.

OOy oioia

() o | |

gOooo

g.

Becoming easily annoyed or irritable.

O

O

O

FOR OFFICE CODING: Pan Syn if ail of #3a-d are 'YES' and four or more of #4a-k are 'YES'. Other Anx Syn if #5a and answers to three or
more of #5b-g are “More than half the days".

PHQ 2/3
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6. Questions about eating.
a. Do you often feel that you can't control what or how much you NO YES

eat? O 4

b. Do you often eat, within any 2-hour period, what most people
would regard as an unusually large amount of

food? J O

f vou checked “NO” to either #a or #b, go to question #9.

c. Has this been as often, on average, as twice a week for the last 3

months? d O
7. In the last 3 months have you often done any of the following in order to NO YES
avoid gaining weight?
a. Made yourself vomit? 0 O
b. Took more than twice the recommended dose of laxatives? O O
¢. Fasted — not eaten anything at all for at least 24 hours? O d
d. Exercised for more than an hour specifically to avoid gaining 0 0
weight after binge eating?
8. If “ " . g0 NO YES
. Ifyou checked “YES" to any of these ways of avoiding gaining weight,
were any as often, on average, as twice a week? U U
9. Do you ever drink alcohol {including beer or wine)? NO YES
if you checked “NO” go to question #11. O O
10. Have any of the following happened to you
more than once in the last 6 months? NO YES
a. You drank alcohol even though a doctor suggested that you stop
drinking because of a problem with your health. O O
b. You drank alcohol, were high from alcohol, or hung over while you
were working, going to school, or taking care of children or other
responsibilities. O O
c. You missed or were late for work, schooi, or other activities
because you were drinking or hung over. d d
d. You had a problem getting along with other people while you were
drinking. O d
e. You drove a car after having several drinks or after drinking too
much. O O

11. If you checked off any problems on this questionnaire, how difficult have these problems
made it for you to do your work, take care of things at home, or get along with other people?

Not difficult Somewhat Very Extremely
atall difficult difficult difficult
O O O] O

FOR OFFICE CODING. Bul Ner if #8a,b, and-c and #8 are all 'YES’, Bln Eat Dis the same but #8 either 'NO' or left blank.

Alc Abu If any of #10a-e is 'YES'.

Developed by Drs. Robert L. Spitzer, Janet B.W. Williams, Kurt Kroenke and colleagues, with an educational grant from Pfizer
Inc. No permission required to reproduce, translate, dispiay or distribute.

PHQ 3/3
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Count, .fEl Dorado MHSA Assessment Form

CLIENT NAME: Sex: DOB8: Age Today: SSN:
Om OF

Phone: Address: City: Zip:

LPS Conserved? Public Guardian's Phone:

(] other:

CJMHD

[ Physician

(] Probation

] Court

7 self

REFERRAL SOURCE:

LEGAL STATUS AND SPECIAL POPULATIONS:

[J Voluntary O on probation Comments:

[ Alla/ Regional Cr [ on parole O] Other__ _

Language spoken most frequently in the home (check only one):

[3J 1 - Cambodian [3J4 - Hmong 07-Lao {10 - Romanian [J 13 - Spanish [J 16 - Tongan

[ 2 - Cantonese 5 - Japanese [ 8 - Mandarin [ 11 - Russian [ 14 - Tagalog [ 17 - Vletnamese
[d 3 - English [ 6 - Korean d9-Men [ 12 - Samoan {J15- Thal 18-

ASSESSMENT OF CLIENT’S PROBLEM AREAS:
Rate the following prablem areas. Problems marked ‘Severe” must be followed up on immediately. Provide details In the PRESENTING PROBLEMS section and an action plan in the CASE FORMULATION section.

Problem Severity In Past 2 Months Potentlal Risk (immediate future, up lo 60 days)

PROBLEM AREAS: A
None _Insignificant Mild  Moderale Severs | None _lInsignificant Mid  Moderate Severe

1. Self-harm (e.g., cutting, high risk behaviors) 0 0 0 0 0 O O o o o

a
a
a
a
a
a
a
a
a
a

2. Suicidal ideation/attempt

3. Perpetration of violence (e.g., fighting, aggression, physical

assault, sexual assault)

4. Homicidal ideation/behavior

5. Psychiatric hospitalization / use of crisis services

6. Rlsk of homelessness

7. Exposure to domestic violence / viclent environment

8. Legal trouble

9. Drug or alcohol use / abuse

10. Drug or alcohol addictlon

11. Trouble with employment

12. Destruction of property or vandalism

13. Gang activity or association

14. Isolation, rejection by peers, compulsive or odd behavior

15. Personal hygiene

o|o|lo|jo|o|lofjof|o|ololo|ofolo
0|o|o|o|lololofo|o|ololo|o|o
o|olo|o|oio|ojo|ofof{o|ol|o|o
o|o|o|o|lolojo|oflololo|ololo
olo|lofo|lolo|olo|ofolo|ol|olo
oDlof(oflojolo|lo|lofo{ol|lo|olo o
olojo|jolo|lojo|lolololololo|lo
olojo|o|o|lojo|olo|olo|lolalo

olo|o|o|olofofo|o|o{o|o oo
oD|o|lo|lojolofofofololo|o|olo

16. Other problem area (specify):

County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT {MHD Case #:
CONFIDENTIAL PATIENT/CLIENT INFORMATION See W&{ Code 5328 "
Provider Name:
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LUrNNgE rule Lommunity rrograms

County _. El Dorado MHSA Assessment Form

PRESENTING PROBLEMS/ SYMPTOMS / REASONS FOR REQUESTING SERVICES:

o Clinical presentation

o History of presenting
problem

o Immediate risks
¢ Relevant cultural
explanations for

problem

e Problem identified by
the referral source

Other factors client andlor caregiver belleves contribute to current problems (check all that apply and explain below):
O Biological or physical factors  [J Personal relationship or family factors [ Flnancial factors [0 Social or political factors ~ (J Cultural, spiritual, or religious factors

[ School Factors [ Other factors (explain):

Other factors:

County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT |MHD Case #:

CONFIDENTIAL PATIENT/CLIENT INFORMATION. Sce W&! Code 5328 N
Provider Name:
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LUrnIng Fule cuinmunily rrograms
Count, . El Dorado MHSA Assessment Form

PSYCHOSOCIAL HISTORY:

¢ Family hx of MH problems
e Hx of suicide in family?
" o Socio-economic impacts of poverty,
access lo education
+ » Marriage/Divorce/Children
: o Spiritual and religious ba;:kground
’ o Client's cultural reference group
o Language or literacy issues
o History of abuse
o Gender identity or sexual orientation

issues

Experiences of discrimination

RELATIONSHIP TO CLIENT

County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT |MHD Case #:
CONFIDENTIAL PATIENT/CLIENT INFORMATION: Sce W&! Code 5328 "
Provider Name:
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LUrning roint Lommunity Programs
Coun,, Jf El Dorado MHSA Assessment Form

INCLUDE:

CLIENT MENTAL HEALTH HISTORY:

o Eariest symptoms
* Age atonset

» Family's perception of the
problem

o Client's perception of the
problem

o Other supports/ stressors at
the time of onset

o Response to previous
Ireatment

[ Yes [0 No Previous outpatient mental health services? When/where?
[0 Yes [ No Previous use of crisis services? Number of crisls unit visits without hospitalization In past6 months: [J0 [J 1 [J 2 or more Most recent date:
[ Yes [ No Previous psychiatric hospitalization? Number of psychiatric haspitalizations in past6 months: [J0 [J1 [J 2 ormore Most recent date:
Number of days hospitalized in the past 6 months:
O Yes [J No Use of altemative healing practices (describe, with results):
Current Psychiatric Medications (check all categories that apply and list names & doses below): O None
Drug Names Dosages Month/Year Prescribed Physicians

County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT |MHD Case #:

CONFIDENTIAL PATIENT/CLIENT INFORMATION See W&! Code 5328

Provider Name:
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Couny, .f El Dorado MHSA Assessment Form

AGE AT

TYPE OF SUBSTANCE FIRST USE CURRENT SUBSTANCE USE _ ' i
Checf clent over usa o | cmn | o | oo | n e
; | ] i

[J ALCOHOL o | O l (] i a ! (] i Yy ~O
[0 AMPHETAMINES (SPEED/ UPPERS, CRANK, RITALIN) a O a O | a Yy NOI
[J COCAINE / CRACK a O a O a yd NO
[J OPIATES (HERQIN, OPIUM, METHADONE) a O O a a ya NQOdO
[ HALLUCINOGENS (LSD, MUSHROOMS, PEYQTE) g a a a ] yd NQO
(] SLEEPING PILLS, PAIN KILLERS, VALIUM, OR SIMILAR O a a O a Yy NQO
[J PCP (PHENCYCLIDINE) OR DESIGNER DRUGS (GHB) a a a a a Yy NQO
[ INHALANTS (PAINT, GAS, GLUE} a a a a a Yyo ~NO
I MARIJUANA / HASHISH a a a a a Yy NQO
[J TOBACCO / NICOTINE a a a a a vy NO
[ CAFFEINE (ENERGY DRINKS, SODAS, COFFEE, ETC.) a O a a a Yy NO
{7 OTHER SUBSTANCE: O a a O O yag NO

Is client receiving alcohol and drug services: O Yes, from this program O Yes, from a different program O No

If yes, type of alcohol and drug services: O Residential O Outpatient O Community/Support Group

Name of Program / Contact Person / Phone Number:

LIST CLIENT'S SUBSTANCE ABUSE GOAL(S) AND ANY ADDITIONAL COMMENTS (including perceived benefits and abstinence/recovery issues):

County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT [MHD Case #:

CONFIDENTIAL PATIENT/CLIENT INFORMATION. See W&I Code 5328 N
Provider Name:

Page 5 of 8
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COMMUNITY FUNCTIONING OUTCOMES:

Lurnmng rou vonmunity rrograms
Couny, of El Dorado MHSA Assessment Form

1. LIVING ARRANGEMENTS

SITUATION CODES: 1-transitional house 2-Independent 3- Licensed Board and Care 4-Room and
Board 5- IMD 6-Homeless 9-Incarcerated 11-Other

Current living situation:

Is client currently at risk for loss of homelessness? (If yes, assess for FSP level

of care) — O Yes I No [] Unknown

Are client's basic needs {food, clothing, shelter, support) consistently supplied? ] Yes [ No [J Unknown

Client feels safe in their current living situation: ] Aways [ Often [] Sometimes [ Never  [[J Unknown

Client feels safe in their neighborhood: [J Aways [ Often [ Sometimes  [J Never  [] Unknown

Client likes their current living situation: ] Always ] Often ] Sometimes [ Never  [] Unknown

Client has positive relationships with others in their current living situation: ] Atways O often [J Sometimes  [JNever  [] Unknown

Client's behavior is disruptive in their current living situation: ] Always [ often [ Sometimes ] Never (] Unknown
2. LEGAL ISSUES

Number of times client has been cited, arrested, or violated probation in past 6 months: [ Unknown

Number of times client has been taken into custody in past 6 months: [J Unknown

Number of days client has spent in custody in past 6 months: [J Unknown
3. MEDICAL

Eye

What health care visits has client had in past 6 months? "] None ] Physician / Nurse ] Dentist O E)):am ] Other

Name of primary care physician/clinic: Phone #:
County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT |MHD Case #:

CONFIDENTIAL PATIENT/CLIENT INFORMATION: Sce W&I Code 5328

Provider Name:

Page 6 of 8
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County El Dorado MHSA Assessment Form

MENTAL STATUS EXAMINATION (choose at least one descriptor) Note Cultural & Age explanation for descriptors when applicable:

APPEARANCE (TNomal for cullure and age (] disheveled [T meticulous (I poor hygiene Comments:
Oeccentric [ seductive [ inappropriate ] oiderfyounger than stated age

ATTITUDE [Tengaging [Jcooperative L] uncooperative [ angry/hostile [J guarded Comments:
O provocative [J sarcastic [ irritable [ apathetic O shy#timid
Ossillyinaive  [Jmanipulative [ dependent {0 demanding O impulsive
0 callous O evasive [ sensitive 1 tearful {1 ovedy dramatic

BEHAVIOR Eating level: L] Above Nommal [J Normal {7 Below Normal Comments:
Energy level: (J Abave Normal [ Normal ] Below Normal
Sleeplng level: (J Above Normal [J Normal ] Below Normal

O nightmares

MOTOR ACTIVITY T calm/nomal [ iethargic [ panicky [Trestless, pacing (] repelitive Comments:
3 tics [ tremors O posturing [T hyper-active [ unusual gait
Eye contact: [Jdirectigood  [J slaring [ evasive O poor

SENSORIUM O alert O ciouded {3 confused [ disoriented [ stuporous Comments:
Orlentation:  (J person 3 place [ day/datelyear [ situation
INTELLIGENCE (by Impression): (] average [ above average [ below average

MOOD T euthymic (normal range) [T depressed (extremely sad, despondent) Comments:
O sad (] elevated {more cheerful than normal)
O iritable [ euphoric (exaggerated feeling of weli being)
[ anxious

AFFECT [ broad (within nommai limils} [T restricted [Tbiunted (severely reduced intensity) Comments:
{7 fiat (Iack of &ffective expression) {1 iablie (rapid shifts in mood, unstabie)
0 moﬁm‘:ngruent

r N

PERCEPTION CIWithin Normali Limits Comments:

Hallucinations: [ visual [ auditory O other

Other Perceptual Distortlons:  [J derealization [ depersonaiization [ dissociation
0 distortion of body image

THOUGHT [ iogical [T linear CTtangential LI circumstantial [ foose Comments:
FORM/PROCESS [ scattered [ blocked O fragmented  [Jfightofideas  (J perseverative
{3 racing thoughts
THOUGHT £ Within Normal Limits Comments:
CONTENT Deluslons:  [Jgrandicse  [J paranoid {1 somatlc {1 jealous
O erotomanic [ thought broadcasting 3 other
Other Thought Distortlons: {J obsesslons  [J compuisions O hypervigilance
0O suspiciousness ] phobias ] magical thinking / ideas of reference
O religiosity O guilt 1] sexual preoccupation
SPEECH LT Within Normal Limits CJincoherent [ haiting Cmute Comments:
Oioud O soft O rapid {1 pressured 0 slurred
[]stammer [Jmonotone  [Jmonosyllabic [ rambling O echoialia
[ word saiad [ clanging [ impoverished [ excessive profanity
MEMORY Remote (history, life events) (TAdequate  [JFair {1 Poor Comments:
Recent {past 24 hours) [ Adequate O Fair O Poor
Immedlate (past 5-10 minutes)  [J Adequale d Fair O Poor
CONCENTRATION {JAttentive (] Distracled  [J Unabie to concentrate Comments:
JUDGMENT T Good I Fair 0 Poor Comments:
INSIGHT {“T Appropriate seil-awareness (Understanding of own challenges and motivation) Comments:
[] Blames others or extemal factors for problems  (J Denles illness | disability
ABSTRACT 7 intact {7 Significant limilations {7 Very concrele .
THINKING Comments:
MSE Summary Comments:
County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT |MHD Case #:

CONFIDENTIAL PATIENT/CLIENT INFORMATION Sce W&I Code 5328 B
Provider Name:

Page 7 of 8
11-1223.C.31



County  El Dorado MHSA Assessment Form

Consider Assets, Slrengths |

CLIENT AND FAMILY STRENGTHS and ASSETS:
in the following areas:

¢ Motivation/Insight

o  Family/Support
System

o  Special Talents

o Abilities/Interests

DIAGNOSTIC FORMULATION ( symptoms supporting primary diagnosis) * f°m|m”""y

nvolvement
e  Social/lnterpersonal
o Cultural/Spiritual

Axis | Substance Abuse Diagnosis: [_] NA
(consider stages of remission)

Signature and discipline of person completing 5-Axls Diagnosis:

Primary Axis |

Primary Axis |

Secondary Axis |

Secondary Axls |

Primary Axis [l Secondary Axis Il

Axis [ll

Axis IV [J A - Primary Support JF - Economic
[ B - Soclal Environment [ G- Access to Health Care Services
[J ¢ - Education CIH- Interaction with Legal System/Crime
[J 0 - Occupation 31 - Other Psychosocial & Enviranmental Problems
[J E - Housing 30 - Unknown or Not Available

Current GAF Past Year GAF

SUMMARY: Impairments In functioning that will be focus of treatment:

—

Planned services: (Indicate All Applicable) (3 MHS 0 MS [ Case Management [ Other:
Immediate safety plans for severe risk factors identified in this assessment:

Anticipated duration of services (# of months)

Date:

Signature of staff completing this assessment:

- - ' For additional space, check here and
Date: attach Additional Page(s) []

Licensed Co-Signature if required:

County of El Dorado Client Name:

MENTAL HEALTH CONPREHENSIVE ASSESSMENT |MHD Case #:
CONFIDENTIAL PATIENT/CLIENT INFORMATION: Sce W&I Code 5328 "
Provider Name:

Page 8 of 8
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COUNTY OF EL DORADO
MHSA CLIENT INFORMED CONSENT

In order to provide you or your child outpatient mental health services it is necessary to obtain your INFORMED
CONSENT. Informed consent means first, that you fully understand; 1) The nature of treatment being offered,
including possible risks and alternatives, 2) the guidelines, rules and procedures of providing treatment that apply to
you and us, 3) the financial responsibility you have for services and 4) limits of confidentiality and rights of clients,
and second, that you freely choose to participate with mental health services.

O LIMITS OF CONFIDENTIALITY: All communication with you regarding your treatment is confidential. We can
share confidential information if you authorize us to do so in writing or if ordered by the court. The law requires us to
report any incident of child or elder abuse including physical abuse, sexual abuse and neglect. We also have a duty to
take reasonable action to prevent someone from harming themselves or others, wam an intended victim and notify the
police of threats to harm another. I hereby acknowledge that I have been provided with a copy of El Dorado County’s

Notice of Privacy Practices on this date.

[J RECORD KEEPING SYSTEM: We will create and maintain confidential records of your treatment. If you have an
interest in seeing your records or obtaining copies, please contact your service provider.

U TITLE, TRAINING & EXPERIENCE: Staff who provide services will share with you their title, training and
experience. Please don’t hesitate to ask additional questions about the qualifications of staff,

0 TYPE and LENGTH OF SERVICES, RISK OF SERVICES PROVIDED and ALTERNATIVES TO SERVICES:

In your intake interview, staff will share with you 1) the type and amount of mental health services that have been
authorized, 2) any risks involved in participating in these services and 3) any alternatives to the services we offer. Your
signature below indicates that you understand the nature of services, risks involved and alternatives to treatment and
that you wish to obtain mental health services from us.

(0 FEES AND BILLING PROCEDURE: You will have a financial interview which explains our billing procedures
and your financial responsibility. Please ask staff any questions you have about fees.

(J THE RIGHTS OF THE CLIENT: Clients have a number of rights associated with receiving mental health services,
including the right to identify goals that will be the focus of treatment, to ask questions about treatment procedures, to
propose changes in treatment and the right not to proceed with treatment or to voluntarily withdraw from treatment.

0J THE RESPONSIBILITIES OF THE CLIENT: Be honest and open with staff when sharing information about
yourself or child, attend scheduled appointments on time, be prepared to participate, be free from alcohol or street
drugs, call 48 hours in advance to cancel an appointment, don’t engage in threatening or dangerous behavior, pay your
bill and provide insurance information promptly, let us know of any concerns you have about your services.

(J EMERGENCY ACCESS TO SERVICES: El Dorado County Mental Health provides a Psychiatric Crisis line that
is available to you 24 hours a day, 7 days a week.

[J BROCHURES: Written information has been provided to you regarding the services available under the Mental
Health Plan and procedures for filing a grievance.

CLIENT CONSENT - My signature below indicates that I fully understand all the information about services listed
above, that I am aware of the risks, responsibilities and alternatives to mental health services and that I freely choose to

participate in treatment with staff of El Dorado County Mental Health.

CLIENT NAME
CLIENT SIGNATURE DATE
PARENT OR GUARDIAN SIGNATURE DATE
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EXHIBIT G
El Dorado County

Authorization to Use/Disclose Protected Health Information

Person/Organization Authorized to Provide Information:

Name

Address

Phone Number Fax Number

Person/Organization Authorized to Receive Information:

Name

Address

Phone Number Fax Number

Patient Information:

Last Name First Name Middle Initial
Birth Date
Address City/State Zip Code

Information to be Disclosed or Used

a Medical Information

J HIV Test Information

a Alcohol/Drug Information

] General Health Information

ad Mental Health Information

U Other — specified below (including any dates)
Records to be used or disclosed:

Rev 2/08 Page | of 2
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El Dorado County

Authorization to Use/Disclose Protected Health Information

The purpose of this disclosure:

This authorization is valid for one year or until

Date
[ understand:

» [ sign this authorization voluntarily and El Dorado County may not
condition treatment, payment, enrollment or eligibility for benefits
based on this authorization

» [ may revoke this authorization in writing unless the disclosure has
already been made or the disclosure is permitted or required by law

» My revocation must be in writing signed by me or on my behalf and
delivered to the following address:

= Re-disclosure of protected health information is prohibited without
specific written consent from the person to whom the information
pertains or as otherwise permitted by law

» Information disclosed pursuant to this authorization may be disclosed
by the recipient and no longer be protected by State or Federal law

» [ have the right to receive a copy of this authorization

Signature: Date:

Print Name:

If signed by personal representative, relationship to the patient.

Rev 2/08 Page 2 of 2
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County of El Dorado MHSA Client Plan

Client’s and/or support person’s desired results with mental health services (use person’s own words):

Mental Health Recovery Goal # 1 (identify an observable, behavioral Goal that will demonstrate
improvement in functioning and decrease in MH symptoms):

Individual’s strengths that may assist in achieving this Goal:

Obstacles to achieving this Goal:

Individual will:

Support persons will:

Program staff will:

Planned Services: | | Mental Health [ | Case Management [ ] Med Services
SIGNATURES: [Signatures indicate agreement with Treatment Plan]

Client: * Date: / /
* [f no signature, see progress note dated for explanation.
Client’s Signature: Date: / /
Staff Signature: Date: / /
[_] Copy given to consumer on (date)
County of El Dorado Client Name:
MENTAL HEALTH CLIENT PLAN MHD Case #:
(GOALS) Provider Name:

IForm Created August 2010
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County of El Dorado MHSA Client Plan

Mental Health Recovery Goal # 2 (identify an observable, behavioral Goal that will demonstrate
improvement in functioning and decrease in MH symptoms):

Individual’s strengths that may assist in achieving this Goal:

Obstacles to achieving this Goal:

Individual will:

Support persons will:

Program staff will:

Planned Services: [_] Mental Health [_] Case Management [_| Med Services
SIGNATURES: [Signatures indicate agreement with Treatment Plan]

Client: * Date:
* If no signature, see progress note dated for explanation.

/ /

Date: / /
Staff Signature: Date: / /

i
[_] Copy given to client on (date)

Client Name:

Client’s Signature:

County of El Dorado

MENTAL HEALTH CLIENT PLAN MHD Case #:
(GOALS) Provider Name:

Form Created August 2010
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County of El Dorado MHSA Client Plan

RECOVERY PLAN

Goals should be stated in the individual’s or family’s own words. For each
GOALS individual and family and/or setting, completion of all three sub-goals may not be
necessary or appropriate.

ANTICIPATED Describe the setting in terms of location, level of care, length of stay and
DISCHARE/TRANSITION service needs. Describe changes in the individual’s and family's current
needs and circumstances that will need to occur in order for them to

SETTING AND CRITERIA [¥swrs discharge or transition.

Describe the challenges as a result of the mental illness or addictive disorder that stand in
the way of the individual and family meeting their goals and/or achieving the
discharge/transition criteria. Identifying these barriers is key to specifying the objectives as
well as services and interventions in the following section of the plan.

BARRIERS

Neal Adams MD MPH (408) 591-2110 nadamsmdrpacbell.net DianeGrieder M.Ed (757) 539-6540 alipara'charter.net
Treatment Planning for Person-Centered Care: The Road to Mental Health and Addiction Recovery, Elsevier/Academic Press, 2004
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County of El Dorado MHSA Client Plan

OBJECTIVE WORK SHEET

This objective is related to which goal or transition/discharge criteria (i.e. treatment goal?)

Which Barrier is this objective intended to overcome?

Using action words, describe the specific changes expected in measurable and
OBJECTIVE behavioral terms. Include the target date for completion.

will

as evidenced bg...

Identify the individual's and family’s past accomplishments, current
aspirations, motivations, personal attitudes, attributes, etc. which can be used
STRENGTHS to help accomplish this objective.

INDIVIDUAL/FAMILY

Describe the specific activity, service or treatment, the provider or other
responsible person (including the individual and family), and the intended purpose
INTERVENTIONS or impact as it relates to this objective. The intensity, frequency and duration

should also be specified.

Neal Adams MD MPH (408) 591-2110 nadamsmd@pacbell.net DianeGrieder M.Ed (757) 539-6540 alipar%i.charter.net
Treatment Planning for Person-Centered Care: The Road to Mental Health and Addiction Recovery, Elsevier/Academic Press. 2004
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EXHIBIT I
[ DATE | TIME | LOC [ SERVICE | NOTES ]

DATE: Mo/Day/Yr TIME: HrMin.  LOCATION CODES: 1. Office 2. Field J. Phone 4. Home 5. School 6. Satellite 7. Crisis Field 8. Jail 9. Inpatient

SERVICE CODES: 301 = Case Management 311 = Collateral “321 = Family, Therapy or Rehab 331 = Assessment 341 = Individual, Therapy or Rehab
351 = Group, Therapy or Rehab " 361 = Med Support 371 =Crisis Intervention 381 = TBS 391 = Plan Development

PROGRESS NOTE FORMAT: 1. Client Plan Goal or impairment addressed at this contact
e 2. Staff’s Intervention

3. Client or participant’s response to the intervention
4. PLAN — What's next?

County of El Dorado Health Services Department, Client Name:
Mental Health Division EDC MH Case #:
Provider Name: TURNING POINT
PROGRESS NOTE COMMUNITY PROGRAMS
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Exhibit J
MHSA PEI Wellness Outreach Program for Vulnerable Adults
Program Summary Report
Fiscal Year

Program/Services Implementation — Prevention and Early Intervention (PEI)

1)

2)

3)

Briefly report on how the implementation of your MHSA program is progressing: whether
implementation activities are generally proceeding as described in the County’s approved Plan, any
key differences, and any major challenges.

Provide a brief narrative description of progress in providing services to unserved and underserved
populations, with emphasis on reducing racial/ethnic disparities.

Please provide the following information for your MHSA PEI project:
a) The problems and needs addressed by the Project.

b) The type of services provided.

¢) Any outcomes data, if available (optional).

d) The type and dollar amount of leveraged resources and/or in-kind contributions (if applicable).

Page 1 of 1
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EXHIBIT K

El Dorado County

Computer and Network Resource
Usage Policies and Standards Guide

General Use

ot g

o b

R

Approved by the Board of Supervisors August 18, 2009

V:\CNUG\CNUG General Approved by BOS 2009-08-18.doc
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INTRODUCTION

This Computer and Network Resource Usage Policles and Standards Guide has been created
to asslst El Dorado County employees Iin understanding their responsibillties when using
County computer workstations, printers, peripherals, software, and network resources. The
Guide is intended to comply with Board Policy A-19 and applies to all County employees.

There are a number of changes to this latest revision of the Computer and Network Usage
Poiicies and Standards Guide. The majority of these changes are driven by new regulations
from various government agencies that necessitate an increased focus on security and the
protection against loss or theft of data in protected classes. These classes include the
Health Insurance Portabllity and Accountability Act (HIPAA), Personally Identifiable
Information (PII) and Protected Health Information (PHI), Sarbanes-Oxley, etc.)

Page 12, “El Dorado County Computer and Network Resource Usage Policies Agreement”
must be signed by all County employees indicating they have read and understood the
General Usage Policies, “1.1 - Background” through “1.14 ~ Remote Access Policies”.

It is mandatory that the employee sign the Agreement on an annual basis. It is suggested
that the employee re-sign the Agreement at the time of their annual evaluation.

ii
This policy and standards document is subject to periodic revision.
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GENERAL USAGE POLICIES

1.1 Background

El Dorado County has an extensive communication infrastructure with
network and computing resources for use by County employees,
contractors, vendors, quasi-governmental employees (fire departments,
community services districts, etc.) and temporary workers, hereafter
referred to as "County User”. In addition, the County provides a large
and continuously growing number of computer workstations, printers,
peripherals, software, training, and supplies to all County sites. These
items are provided by El Dorado County to allow County Users to perform tasks efficiently to
meet the goals established by the El Dorado County Board of Supervisors.

While most are familiar with the term “computer”, it is only one of the resources that are
collectively known as network resources. Network resources consist of computers and their
associated peripherals. These network resources, applications, and data provide the means
to deliver services to El Dorado County residents.

While much of the data used by El Dorado County is “public” information, with legislative
changes (HIPAA, PII, PHI, Sarbanes-Oxley, etc.) there is a need to safeguard the data the
County uses and to maintain the security and privacy of that data. Automatic and
procedural security controls are in place to prevent or reduce unauthorized access to these
resources. The primary responsibility for maintaining the integrity, security, and privacy of
this information and its resources lies with the County User.

All computer systems furnished by the County, including but not limited to computer
equipment, software, operating systems, storage media, and network accounts providing
electronic communication, file storage, Internet access (“www"” browsing, use groups, etc.)
and FTP (File Transfer Protocol), are the property of El Dorado County. These systems are
to be used for business purposes in serving the interests of the County in the course of
normal operations. Improper use of any of these resources can resuit in lost or degraded
services to some or all County Users. Violation of local, State and Federal laws, rules and
policies may call for prosecution under the law, including fines and imprisonment and
disciplinary action.

County Users are responsible for reading, understanding, and following the appropriate use
of County equipment and the release of County data. This document summarizes policies
and offers standards and guidelines regarding the integrity, security, and privacy of County
data, network resources and computers. County Users should contact their supervisors for
any necessary clarification.

1.2 Purpose

The purpose of these policies Is to define the acceptable use of
computer equipment and networked resources throughout El Dorado
County. These policies are in place to protect the County User and El
Dorado County. Inappropriate use exposes El Dorado County to risks
including but not limited to virus attacks, compromising network
systems and services, and potential civil or criminal litigation. These

1
This policy and standards document is subject to periodic revision.
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policies apply to all computer equipment that is used by County Users or any device
connected to the El Dorado County network.

Deviatlons from these policles may occur based on specific departmental technical needs.
Deviatlons must be reviewed and approved by the Director, Information Technologies (I.T.)
or designee. I.T. decisions may be appealed to the IT Steering Committee.

1.3 General Use and Ownership

The County’s business information, telephone, network, computer and
software resources, peripherals and supplies are County property and
are intended to be used to conduct County business. They do not
belong to individuals and are used by County Users for the purpose of
completing the work required for their position while employed or
contracted by the County.

All data created or received on the County’s computer systems remains the property of El
Dorado County. There is no reasonable expectation of privacy regarding the confidentiality
of information stored on any computer, terminal or network device belonging to El Dorado
County, whether related to County business or to personal use.

It is the responsibility of the County User to safeguard confidential information from
unauthorized disclosure or use. County Users shall not seek to use personal or confidential
information for their own use or personal gain. County Users must take all reasonable
precautions to ensure privacy is maintained under the law while handling information in any
form, inciuding but not limited to voice, electronic (disk file, diskette, CD ROM, DVD,
magnetic tape, electronic communication, etc.), paper, photograph, and microfiche
information.

New regulatory requirements dictate computers processing protected classes of information
(HIPAA, PII, PHI Sarbanes-Oxley, etc.) have their hard drives encrypted. Additionally
portable media devices used to store protected classes of information must also be
encrypted (USB storage devices, etc.). Portable computers (laptops, notebooks, cellular
based personal digital assistants (CPDA)) must be encrypted, contain software designed to
recover lost or stolen devices, and have the ability to be remotely incapacitated and able to
destroy all data on the device).

Access to another County User’s data will not be granted without written or electronic
communication authorization from the appropriate department head or designee. All
electronically stored data remains the property of El Dorado County; intentional destruction
of this property is prohibited.

County Users are responsible for exercising good judgment regarding the reasonableness of
personal use on personal time. County Users may engage in reasonable incidental personal
use of the County’s computer systems, to the extent permitted by the County User’s
department head, as long as such use does not degrade overall system performance (such
as streaming media, i.e. music or video files), detract from a County User’s productlvity,
duties, service to the public or to the County, violate any law, or any County policy,
procedure, or regulation or tarnish the image of the County or contribute to the disrepute of

the County.

2
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For security and network maintenance purposes, I.T. staff members may monitor
equipment, systems and network traffic at any time. This monitoring shall be done under
the auspices of this policy, which is incorporated into Board Policy A-19.

1.4 Use of Personally Owned Software and Equipment

Personally owned software may not be installed on County computers,
nor shall personally owned computer hardware or peripheral equipment
be connected to County computers or attached to the County network.

1.5 Compliance with Software Copyright Laws

A copyright violation exposes the County to substantial risk of legal liability.
County Users may not:

» Install any software without having proof of licensing; or

¢ Install software licensed for one workstation on multiple machines; or

o Install or distribute “pirated” or other software products that are not appropriately
licensed for use by El Dorado County; or

* Install personal or non-County standard software or peripherals.

County Users may not make unauthorized copies of copyrighted material including, but not
limited to, photographs from magazines, books or other copyrighted sources, copyrighted
music, or any copyrighted software for which the County or the County User does not have
a valid license.

p Vi 1.6 Disposal of Copyrighted Software Material
‘% All copyrighted material must be disposed of in such a way as to render it

useless and to minimize the potential liability to the County. The media
on which the copyrighted material was obtained must be physically
destroyed (for example, CDs, DVDs or floppy disks, will be broken in half
or shredded) and any license keys or any other information that is
required in order to use the software legally must be destroyed.

1.7 Use of Computer Resources

County computer resources are used by hundreds of County
Users. To ensure that these resources are available and working
properly, personal use of these resources must not negatively
impact others.

No County User may attempt to access computer systems, or their resources, unless proper
authorlzation has been granted by the department head. Any attempt to maliciously alter,
erase, damage, destroy or make otherwise unusable or inaccessible any data, software,
computer, or network system may constitute a felony and may result in any combination of

3
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disciplinary action and/or prosecution and fines, including litigation costs and payment of
damages under applicable Local, State, and Federal statutes.

No County User shall willfully or through negligence introduce a malicious program into the
network, any server or computer, (e.g. virus, worm, Trojan horse, electronic communication
bomb etc.), nor shall any County User use port scanners or other intrusive software
intended to undermine the stability and Integrity of the County network and attached
resources.

No County User shall use a County computing resource to engage in procuring, viewing or
transmitting material that is pornographic in nature or is In violation of sexual harassment
or hostile workplace guidelines. In general, any material that may be considered
objectionable or may tend to bring the County into disrepute may not be sent via the
County’s computer systems.

El Dorado County has a significant investment in network server hardware and associated
data storage capacity. Please see General Usage Standards and Guidelines - 3.3 Server
Storage Utilization for options and recommendations for the file storage options, directory
structure and back-ups to maximize available server storage space.

1.8 Use of Electronic Communication

The need to manage electronic communication systems properly can be
viewed the same as other records keeping systems; namely, to ensure
compliance with laws concerning the creation, retention, or access to such
electronic communication documents and to manage resources storing such
electronic communication documents.

El Dorado County government agencies that use electronic communications have an
obligation to make County Users aware that electronic communication messages, like paper
records, must be retained and destroyed according to established records management
procedures. They shotild deploy, or modify, electronic communication systems to facilitate
electronic records management. Specific procedures and processes will vary according to
departmental needs and the particular requirements placed on them via specific
governmental agency rules or applicable law.

Please see General Usage Standards and Guidelines - 3.1 Electronic Communication for
detail standards in support of these policies.

1.8.1 Definitions

Electronic communication systems transport messages (store and deliver) from one
computer user to another. Electronic communication systems range in scope and size:

e From a local area network electronic communication system that delivers messages
within an agency or office.

» To a wide area network electronic communication system that carries messages to a
variety of physical locations.

* To Internet electronic communication that allows users to send and receive
messages from around the world.

4
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* All County e-mail shall include a disclaimer as part of the e-mail slgnature, and shall
consist of the following language that is automatically inserted by Lotus Notes /
Domino server at the end of each message that is sent outside the County:

CONFIDENTIALITY NOTICE: This electronic communication with its contents may contain
confidential and/or privileged information. It is solely for the use of the intended recipients(s).
Unauthorized interception, review, use, or disclosure is prohibited and may violate applicable laws
including the Electronic Communications Privacy Act. If you are not the intended recipient, or
authorized to receive for the intended recipient, please contact the sender and destroy all copies of the
communication, Thank you for your consideration.

Electronic communication messages are documents sent or received by a computer
system. This definition includes: 1) the contents of the communication, 2) any transactional
information, and 3) any attachments associated with such communication., Thus, electronic
communication messages are similar to other forms of communicated messages, such as
correspondence, memoranda, and circular letters.

1.8.2 Personal Use

Incidental personal use, if authorized by the appropriate department head, of the County’s
electronic communication system is permitted as long as it is not excessive and does not
degrade the performance of services or interfere with the County’s normal business
practices and the performance of the County User’s business tasks. County Users should
exercise sound judgment and sensitivity to others when exchanging personal messages in
the workplace.

Lotus Notes is the County standard e-mail system.

e All incoming e-mail must be addressed to the County User’s County-supplied
electronic communication address such as John.Smith@edcgov.us.
firstname.lastname Is the Standard Naming Convention.

» Receipt of non-County addressed e-mail via Internet based Internet Service
Providers (ISP’s) (jsmith@hotmail.com or comcast.com for example) Is allowed;
however, such email must be accessed via the Internet. Personal attachments may
not be stored on County storage devices.

» Examples of County incoming e-mails include those ending with edcgov.us, co.el-
dorado.ca.us, edso.org, or /PV/EDC or /SLT/EDC (Lotus Notes addresses).

e The use of Internet-based commercial instant messaging products such as AOL
Instant Messaging, Windows Instant Messaging, MIRC, IRC, etc. is prohibited over
the County’s network.

¢ Some electronic communication clients allow the use of downloadable plug-ins,
allowing the computer user to add “emoticons” and other animations to their
electronic communication. The downloading, installation and use of any of these
Items is prohibited on County computer systems.
1.8.3 State and Federal Laws

Use of the County’s electronic communication system is subject to all applicable Federal and
State communications and privacy laws. In particular, County Users need to be aware that
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attaching programs, sound, video, and images to electronic communication messages may
violate copyright laws, and data files containing County User or citizen information are
subject to all privacy laws.

1.8.4 Restrictions
Electronic communication may not be used for:

e Unlawful activities.
* Advertising (unsolicited electronic communication commonly referred to as “Spam”).
¢ Mail "bombs”.

» Uses that violate departmental, County, State or Federal policies, such as, but not
limited to, obscenity, sexual harassment, hostile work place, etc .

e Any other use which interferes with computing facliities and services of the County.

The list of restrictions is indicative rather than inclusive of restrictions and electronic
communication may not be used for reasons other than those specifically mentioned.

1.8.5 False Identity

County Users shall not employ a false Identity in sending electronic communication or alter
forwarded electronic communication out of the context of its original meaning.

1.8.6 Representation

County Users shall not give the Impression that they are representing, giving opinions, or
otherwise making statements on behalf of the County unless they are appropriately
authorized, explicitly or implicitly, to do so.

1.8.7 Network Capacity

The County’s electronic communication system shall not be used for purposes that could
reasonably be expected to cause, either directly or indirectly, excessive use of network
service or capacity, or cause interference with other County Users use of electronic
communication systems, or any computing facilities or services.

For example, attaching files larger than 5 MB to an e-mall message and sending the e-mail
to multiple recipients. Files meant to be shared or accessed by multiple County Users
should be stored on a shared drive and a file path (link) to the file should be sent to the
intended recipients,

1.8.8 Possession
County Users are not responsible for “electronic communication in their possession” when
they have no "reasonable” knowledge of its existence or contents.

Preservation of electronic communication (subject to litigation) Is required when an
Individual knows or should reasonably know, by official notification or other communications
that the probability of litigation exists or the process of discovery pursuant to litigation
exists. Electronic communication and any associated attachments shall be preserved by all
reasonable means until notified in writing by County Counsel that the litigation period has
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passed and that electronic communication pertaining to litigants no longer needs to be
preserved. Preservation may include any and all electronic communication relating to
possible litigation being copled onto readable media and delivered (with signed receipt) to
County Counsel for later use. By not exercising reasonable and prudent precautions in
preserving potential evidence, including electronic communication, you may subject yourseif
to criminal liabllity.

Every County User has a duty to preserve evidence in litigation. Destroying documents
relevant to threatened or ongoing litigation may result in legal actions agalnst that County
User and against the County.

1.9 Use of the Internet

County User’s incidental personal use of the Internet, if authorized by the
appropriate department head, shall not encroach on or displace time spent
performing their work duties. County Users shall not use the Internet in
any way that may violate any other County rules, regulations, policies,
procedures or practices, or bring civil or criminal liability or public reproach
or any conduct tending to bring the County service into disrepute.

1.10 Computer User ID’'s and Password

“ All County Users shall be assigned “User ID’s” and passwords.
Based on a County User’s responsibilities and his or her department
head'’s authorization. The County User may be provided with access
levels which aliow him or her to view, create, alter, delete, print, or
transmit information.

County Users are responsible for maintaining the security of their personal account
passwords and may not release it for use by any other individual.

All user-level passwords (e.g., electronic communication, web, desktop computer, etc.)
must be changed at least every six months. The recommended change Interval is every
four months. There are some systems, such as access for DMV records, that require
passwords be changed more often. Please see Section 3.2, Passwords for the correct
construction of passwords.

User accounts (e.g., root, enable, NT admin, application administration accounts, etc.) that
have system-level privileges or administrative privileges must have strong unique
passwords (8-12 character minimum) and will face regular mandatory password changes of
no more than every four (4) months.

Passwords must not be Inserted into electronic communication messages or other forms of
electronic communication, including programming languages.

Any County User found to have violated this policy shall immediately have their access
revoked and may be subject to disciplinary action.

Please see General Usage Standards and Guidelines - 3.2 Passwords in support of this
policy. All user-level and system-level passwords must conform to the guidelines described
in Section 3.2.1, Password Construction Guidelines.
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1.11 Computer Viruses

The computer industry faces a continuing onslaught of malicious
viruses, worms, malware and other damaging programs that attack
computer and network resources. The County maintains equipment
and software that reduces the potential impact of viruses, worms,
spam, malware and phishing attacks in order to minimize impact of
these invasions. It is the responsibility of the County User to take
precautions to protect his/her computer and all network resources
throughout the County.

Any computer or peripheral connecting to the El Dorado County network must use County
approved anti-virus software. This software must be configured to receive regular software
and virus signature file updates. All County computing equipment or peripherals, as
applicable, shall run up to date versions of the County approved antivirus software or
operating systems as approved for distribution by the I.T. department.

County Users should be cautious of opening electronic communication. Viruses can also be
received from persons known to the recipient. If there Is any doubt as to the validity of an
attachment or the electronic communication, County Users shali delete the electronic
communication and/or the attachment.

County Users may not download any software, including screensavers, from the Internet
without prior authorization from the Director of I. T., or designee.

Computers may not simultaneously connect to the County Wide Area Network (WAN) and
other networks such as commercial, private, personal or direct Internet connections via dial-
up, DSL or broadband connections.

Critical data should be maintained on servers for security, anti-virus protection and to
ensure data integrity through system tape back up.

All computers connecting to the County network are required to be current on all operating
system, browser, Office Suite and application updates. These are the updates to the
programs mentioned, not necessarily the most current release of the programs.

1.12 Removable Data Storage Devices

There are many forms of removable data storage devices in use
today. These devices Include, but are not limited to; floppy disk,
CDs, DVDs, USB storage devices, MP3 players and cameras being
the most common. These devices can easily spread malware
(maliclous software), viruses, worms, etc. to County computer
equipment and network. To prevent the spread of malware
adherence to the following guidelines is required:

» Floppy drive use has been permanently discontinued.
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e Data on CDs and DVDs and USB devices are automatically scanned for malware upon
insertion and opening of the files contained therein.

e County digital cameras connected to County computers via docking
stations pose little risk and are authorized. Personal digital cameras
used in the conduct of County business are authorized to upload digital
images.

e MP3 players (IPOD'’s, etc) may not be connected to County computing
equipment. The downloading of music from the Internet to County
computers Is prohibited. Downloading music at home to MP3 players
and connecting to County computers Is prohibited due to the very high risk of
infection.

e Access to “shared resource” download sites and us of software such as LimeWire and
others like It using County computers Is prohibited as hackers have no problems
obtaining any piece of data off your computer including Personally Identifiable
Information (PII). Then they can and will use this Information to destroy your credit
record and life as reported by all major news agencies.

« All USB based storage devices shall be equipped with integral password protected
encryption or Pointsec encryption. Departments processing protected classes of
information shall use Pointsec Portable Media Encryptions (PME) to protect data.
Implementation of this policy shall be incremental with the acquisition of new USB
devices due to budget constraints.

1.13 Portable Computing Devices (WPDA, PDA,
Laptops, Tablets)
Portable computing devices such as wireless and/or standard personal

digital assistants and laptop computers are subject to every element of
the Computer and Network Resource Usage Policies.

Due to thelr portable nature they are much more prone to loss or theft. Users of these
devices are required to practice due diligence in loss prevention of the physical device and
data contained within.

The following practices must be observed when transporting or using these devices at work
or in the field:

s Physical securlty is one of the most important aspects of protecting these devices.
Never let them out of your sight or leave them any place unattended.

o If these devices must be left In a vehicle, store them in the trunk or other secure
location, camouflaging them as necessary to keep them out of sight.

e These devices should be protected with thelir integral security systems:

« Laptops with Biometric devices (finger print scanners, retinal scanners) or smart
cards should be used whenever possible, especially equipment containing sensitive
or regulatory protected data. All laptops must be equipped with Computrace theft
and loss recovery software.
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e Sensitive data should be stored on secured servers as much as possible. Data stored
on local hard drives or portable media devices shall be encrypted and password
protected.

¢ All portable computer devices must have appropriate County antivirus software
installed and County approved firewall software for devices connecting to Internet
services to protect data from hackers.

o Wireless Personal Digital Assistants may only communicate with the County e-mail
system through the 1.T. approved gateways into the Lotus Notes/Domino e-mail
system. County approved devices include, Blackberry and Windows Mobile 5 or 6
digital assistants. Palm devices will be phased out as they reach end of life and will
not be supported after that point as the gateway that supports Palm OS devices will
be discontinued.

o Data from unknown sources may not be beamed to your portable devices via
infrared ports.

o Devices that are lost or stolen must be Immediately reported to your supervisor and
I.T..

1.14 Remote Access

This policy applies to County Users utilizing remote services to
access the El Dorado County network. This policy applies to all
implementations of remote access that are directed through a
VPN concentrator, firewall-to-firewall access, or dial-up service to
access County network resources.

If approved by the appropriate department head or authorized representative (if user is not
a County employee) and the County Security Officer, remote access users (County Users,
outside government agencles, contractors, vendors, etc.) may utilize the benefits of remote
access, which is a "user managed" service. Remote access users wiil be responsible for
selecting an Internet Service Provider (ISP), coordinating installation, installing any required
software, and paying associated fees. When connecting to County hosted remote access
services, the remote access user Is responsible for any and all toll charges associated with
the use of remote access equipment.

The following policies apply to remote access users:

¢ Itis the responsibility of remote access user with remote privileges to ensure that
unauthorized users are not allowed access to El Dorado County internal networks.

» When actively connected to the County network through dial-up services, all other
connections to non-County networks must be disconnected.

o Remote access accounts will be created and managed by El Dorado County I.T.

¢ All computers connected to El Dorado County Internal networks via remote access
are subject to the same security requirements as those connected to the County
network.
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Remote access County Users will be automatically disconnected from El Dorado
County's network after thirty minutes of Inactivity. The user must then logon again
to reconnect to the network.

VPN connectivity will be through approved client software or other connectivity
methods as defined by El Dorado County I.T.

When authorized for remote access to the County network using personal
equipment, County Users must understand that their machines are a de facto
extension of El Dorado County's network, and as such are subject to the same rules
and regulations that apply to El Dorado County-owned equipment, and their
machines must be configured to comply with the security policies and standards of El
Dorado County.

When authorized for remote access to the County's network, County Users have
unique access to sensitive resources. To insure network security, it is critical that all
remote County Users actively support and fully comply with the measures described
in these policies. Failure to comply can place the entire County network at serious
risk and could lead to disciplinary action.

Remote access users are required to complete a remote access request form,
provided by I.T., which identifies security, antivirus and other computer protection
requirements for the requesting party’s access. The form must be signed by the
department head, or authorized representative If not a County employee, and the
Security Officer. After submission of the completed form, I.T. wili ensure remote
systems meet County specifications prior to granting access to the County network.
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COUNTY USER AGREEMENT

El Dorado County Computer and
Network Policies Agreement

I have read and understand that:

1) As a user of the County's information technology resources, I may have access to
sensitive resources that are connected through the County network. To assure
security throughout the entire County network, it is critical that all users actively
support and fully comply with the measures described in the Computer and Network
Resource Usage Policies and Standards Guide. Fallure to comply can place the entire
County network at serious risk. Failure to comply may subject me to disciplinary
action.

2) As a user of the County's information systems I shall at all times act in accordance
with all applicable laws and County policies, rules or procedures. I shall not use
County information technology resources in an improper or unauthorized manner.

I have received, read and am fully aware of the El Dorado County Computer and Network
Resource Usage Poiicies and Standards Guide. I agree to comply with the terms of this

policy.

User Name:

Signature:

Date:

This form shall be signed on an annual basis and be retained
in the department, district or agency file.
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GENERAL USAGE STANDARDS AND GUIDELINES

3.1 Electronic Communication

The County encourages the use of electronic communication to enhance
communication and business activities. Standards are necessary to
ensure the appropriate use of electronic communication and to prevent
or limit disruptions to work activity and computer services.

The nature of electronic communication at the present time makes It
susceptible to misuse. County Users need to be aware that sensitive or
private information can be easily forwarded to other individuals the
originator never intended, both Internal and external to the County.

Users of the County’s electronic communication services need to be aware that use of these
services Is a privilege granted with the expectation that it will be used for business purposes
and in a professional and courteous manner similar to other forms of communication. All
electronic communication sent or received by individuals through County User’s accounts is
the property of the County and may be examined by County officials at the request of a
County User’s department head and with approval from the Director of Human Resources.

It Is important to understand and use electronic communication appropriately within the
County use policy and your specific departmentai electronic communication use policy.
Additionally, for a guide to safe electronic communication use piease refer to the EDCNET,
the County’s intranet website:

http://edcnet/IT/PUBLIC/safe_computing.htmi.

All e-mail, whether It is a new e-malil or it Is a response, shall contain the e-mail security
disclaimer as defined in Section 1.8.1 of this document.

3.1.1 Security and Confidentiality

The confidentiality of electronic communication cannot be assured. County Users should
exerclse extreme caution in using electronic communication to communicate confidential or
sensitive material. Any electronic communication that contains protected classes of
information (HIPAA, PII, PHI Sarbanes-Oxley, etc.) must be encrypted before it is
electronically communicated.

3.1.2 Anti-Spam Measures

Never respond to a spam electronic communication. Many spam electronic communications
may contain instructlons on how to remove your address from their address list. More often
than not, your response only confirms they have a valid address. They will continue to send
you spam and will sell or share the now conflrmed active address to other spammers.

Never use your County electronic communication account for Internet purchasing, auction
sites (EBay etc.) or supply your County Internet e-mall account address to suspicious or
untrusted sites.

El Dorado County has made a significant investment in technologies designed to minimize
our exposure to spam and viruses. This equipment will quarantine suspicious electronic
communication. The equipment uses a series of anti-spam /antivirus measures to assign a
point value to incoming e-mail. When an electronic communication hits these thresholds it
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is normally quarantined. Often times, Incoming electronic communication may be
quarantined due to poor maintenance and/or security measures at the senders end, causing
their electronic communication services to be “blacklisted” and resulting in quarantine at our
servers. These actions are by design and meant to protect our systems and your County
computers.

The process of e-mail quarantine may delay the delivery of electronic communication. I.T.
staff checks quarantine areas regularly to minimize the impact on County staff members.
Although this quarantine process may at times be inconvenient, it is necessary to prevent
the entry of un-wanted and potentially dangerous electronic communication into the County
system.

3.1.3 HIPPA and Compliance with Electronic Communication Privacy Act

Standards are under development to comply with above regulations and acts. In general,
electronic communication under the umbrella of these regulations requires data and
electronic communication encryption. The County has adopted hard drive, USB portable
media and e-mail encryption standards. The L.T. department will work with departments
subject to these standards to ensure compliance shall be in place by July of 2010.

3.1.4 E-mail Retention

Formal e-mail retention policies are under review and will be complete in the near future;
after the appropriate review and approval processes. E-mail retention policies differ from e-
mail archiving. Archiving manages the size of e-mail files. Retention manages the age of e-
mail and deletes e-mall that age past a certain date.

3.1.4.1 Account File Size Restrictions and E-mail Retention Standard

E-mall attachments can consume iarge amounts of storage space on County file servers. It
is recommended that attachments be detached and stored on a local computer or stored on
a server and deleted from electronic communication to preserve electronic communication
server storage.

County User best practices should include proper management of their e-mall. Departments
must develop guidelines pertinent to their business requirements that dictate how long
specific electronic communications should be kept, what can be deleted and when.
Departments undoubtedly have differing needs for retention based on Local, State, and
Federal law as weli as accepted best practices within their industries.

A departmental e-mail retention standard must be designed to refiect the need for each
County User to manage his or her e-mail effectively and efficiently. This standard will help
minimize the impact on County resources in storing and managing the County's enterprise
e-mail system.

The maximum e-mail file size is set at 300 Mb. When a County User’s fiie size reaches 250
Mb the user receives an e-mall notification that their e-mail file is reaching the maximum
allowable size. If the file size reaches the 300 MB limit send\recelve e-mail privileges are
suspended until files are deleted or archived to bring the file size below the maximum
allowable size. Contact 1.T. for assistance with archiving your e-mall.

3.1.5 Managing E-mail

You may receive and manage your 'production' e-mall file and create folders as you wish
and according to your department's policy.
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You can manage your e-mail by:
» Deleting e-mail you no longer need.

¢ Saving only e-mail that you are required to save by department policy or based on
legal requirements, to a designated archlve folder(s). This process will move your
'archived' e-mail from your 'limited' production area to your archive storage location.

¢ Removing attachments from e-mail and store them on local computer and/or server
storage.

s Printing your e-mail and saving the printed copy (or make Adobe 'PDFs’) and then
deleting the e-mail.

¢ Once a County User no longer needs an e-mail and moves the e-mail to the Trash
folder the e-mail is held in the Trash folder for 96 hours then deleted. By deleting all
e-mail in the Trash folder the County User ensures all messages are deleted.
Reductions to the size of the County User e-mail account after deleting e-mails may
not immediately reflect the accurate size for up to two days due to automated
processes. If a County User requires the size change to take immediate effect due to
reaching the 300Mb limit, contact the Help Desk.

These processes should help bring e-mail file sizes below the allowable limits.

3.1.5.1 Archiving E-mail
E-mail archiving guidelines are still under discussion at this time.

3.1.5.2 Backup Process for Production E-mail and Archived E-mail
e Production e-mail will be backed up daily (normal business day).

s Production e-mail will be backed up to tape on a weekly basis for 'off-site' disaster
recovery purposes.

3.1.5.3 E-mail Account Deletions

All Internet electronic communication Is forwarded to the County e-mail system, Lotus
Notes. Upon notification by a department head or Human Resources that a County User is
confirmed to have permanently left County service, the Internet account will be frozen or
deleted. The County e-mail files are moved to “obsolete” and the County User’s name Is
removed from the County e-mail list. Files placed in “obsolete” are retained for 60 days and
then deleted. Departments requiring any deviation from this standard shouid immediately
contact the Director of I. T. to avoid deletion of files intended for an extension of time prior
to deletion.

3.1.5.4 Anti-Virus Measures and E-mail Attachments

Never open any file attached to an electronic communication from an unknown, suspicious
or untrustworthy source. Delete these electronic communications Immediately, then
"double delete" them by emptying your Trash. One of our best lines of defense against
malicious attacks Is the computer user. Regularly check electronic communication for
notifications sent to you by I.T. regarding viruses and electronic communication “scams”.
An informed computer user Is an aware user and can better Identify suspicious content in
electronic communication.
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Delete spam, chain, and other junk electronic communication without forwarding.

Never download files from unknown or suspicious sources or websites. Never visit
“underground” sites, hacking sites, or any site that is not required in the execution of your
duties as a County User. These sites can put the integrity of the County network at risk
through malicious code, either intentionally or unintentionally.

Avoid direct disk sharing (peer to peer) with read/write access unless there is a business
requirement to do so.

3.1.6 Electronic Communications - Instant Messaging

The County is using Lotus Instant Messaging as an additional form of electronic
communication between County Users. All policies applicable to electronic mail apply to
electronic messaging. Special precautions must be observed with the use of instant
messaging due to the nature in which transcripts of instant messaging are logged. The
default for Lotus Notes Instant Messaging is “not logged”.

Should any County User receive objectionable, offensive or threatening content during an
instant message session, It is important to follow these procedures:

¢ Do not close the instant message session or turn off your computer
o Contact your supervisor to report the behavior in question

As appiicable, your supervisor will take the appropriate action, up to and including
contacting the Human Resources department who will direct the collection of the data in
question, following strict confidentiality guidelines.

3.2 Passwords

Passwords are an important aspect of computer security. They are the
front line of protection for user accounts. A poorly chosen password may
result in the compromise of El Dorado County's entire corporate network.
As such, all El Dorado County Users are responsible for taking the
appropriate steps, as outlined below, to select and secure their
passwords.

The purpose of this standard is to establish criteria for creation of strong passwords, the
protection of those passwords, and the frequency of change. This includes all County Users
who have or are responsible for an account (or any form of access that supports or requires
a password) on any system that resides at any El Dorado County facility, has access to the
County network, or stores any non-public County information.

3.2.1 Password Construction Guidelines

Passwords are used for various purposes in El Dorado County. Some of the more common
uses include: personal computer accounts, network server accounts, web accounts,
electronic communication accounts, screen saver protection, voice electronic communication
password, and mainframe accounts.

Poor or weak passwords have the following characteristics:
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+ The password contains less than eight characters.
» The password is a word found in a dictionary (English or foreign).
e The password is a common usage word such as:
- Names of family, pets, friends, co-workers, fantasy characters, etc.
- Computer terms and names, commands, sites, companies, hardware, software.
- The words "El Dorado County, "County”, "EDC", or any derivation.
- Birthdays and other personal information such as addresses and phone numbers.
- Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.
- Any of the above spelled backwards.
- Any of the above preceded or followed by a digit (e.g., secretl, 1secret)
Strong or effective passwords have the following characteristics:
s The password contains at LEAST 8 characters.
s The password contains both upper and lower case characters (e.g., a-z, A-Z)

e The password has digits and punctuation characters as well as letters (e.g., 0-9, ! @
#ERAB*()_+|~-=\T{3[]:"0<>2,./)

s The password is not a word in any language, slang, dialect, jargon, etc.

The password is not based on personal information, names of family, etc.

Try to create passwords that can be easily remembered. One way to do this is create a
password based on a song title, affirmation, or other phrase. For example, the phrase
might be: "This May Be One Way to Remember" and the password could be: "TmB1w2R!" or
"Tmb1lW>r~" or some other variation.

NOTE: Do NOT use either of the above examples as passwords!

3.2.2 Password Protection Standards

Do not use the same password for El Dorado County accounts as for other non-County
access (e.g., personal ISP account, EBay, personal electronic communication accounts,
etc.). Do not share El Dorado County passwords with anyone, including administrative
assistants or secretaries. All passwords are to be treated as sensitive, confidential County
information.

Here Is a list of password "don’ts":

e Don't reveal a password over the phone to un-authorized personnel.
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« Don't reveal a password in an electronic communication message.

« Don't reveal a password to the manager without a written request for such
information from your manager.

« Don't talk about a password in front of others.

o Don't hint at the format of a password (e.g., "my famiiy name").
« Don't reveal a password on questionnaires or security forms.

« Don't share a password with family members.

« Don't reveal a password to co-workers while on vacation.

« Don’t use the "Remember Password" feature of applications (e.g., Internet Explorer,
Outlook, Outlook Express, and Entourage).

« Don't write passwords down and store them anywhere in your office.

o Don't store passwords in a file on ANY computer system (including PDA's) without
encryption.

All computing equipment deployed in Ei Dorado County shall have screen savers with
password protection enabled and set to lock the computer after ten (10) minutes of
inactivity. County Users should hit “Ctrl/Alt/Delete keys and lock their computers to protect
against un-authorized access whenever leaving their work station.

If someone demands a password, refer them to this document or have them call the
Director of I. T.. Departments needing authorized access should contact the Information
Technology department to securely address this need.

If an account or password Is suspected to have been compromised, réport the incident to
1.T. immediately and change all passwords.

3.2.3 Application Development Password Standards

Mainframe applications should use RACF security functionality. Client-server and web-based
applications should use Active Directory Services security functionality.

3.2.4 Pass Phrases

Pass phrases are generally used for public/private key authentication. A public/private key
system defines a mathematical relationship between the public key that is known by all, and
the private key, that Is known only to the user. Without the pass phrase to "unlock” the
private key, the user cannot gain access.

Pass phrases are not the same as passwords. A pass phrase is a longer version of a
password and is, therefore, more secure. A pass phrase is typically composed of multiple
words. Because of this, a pass phrase is more secure against "dictionary attacks."

A good pass phrase is relatively long and contains a combination of upper and lowercase
letters and numeric and punctuation characters. An example of a good pass phrase:
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"TheTrafficOnS0WasTerribleThisMorning"
All of the rules above that apply to passwords apply to pass phrases.

3.2.5 Use of Passwords and Pass Phrases for Remote Access Users

Access to the El Dorado County networks via Virtual Private Networking (VPN) access and
some networked resources are controlled using the username/password
(challenge/response) mode of authentication. Access to the County network via VPN is
tightly controlled.

3.3 Server Storage Utilization

To maximize server storage, County Users should properly manage their
data and directory structures. There are several methods of file storage
and associated back-up. The recommendations in the next section
provide options and recommendations for file storage, directory
structure and back-ups to ensure the availability of server storage
space.

3.3.1 File Storage Options

» Operating system and applications are loaded on the desktop computer and all data
files stored on the iocal machine hard drive. This option provides local access to the
computer data files, but offers no backup of those files. Hard drive failure will result
in complete loss of data files. This option is not recommended.

e Operating system and applications are loaded locally and all data files are stored on
a network server. This option safeguards data in two ways: 1) data files reside on
servers, 2) data files on servers are backed up to tape nightly. A possible drawback
to this option is the inability to access data on the server in the event of server or
network problems.

« Operating system and applications are loaded locally. All data files are stored on the
local hard drive and its directory structure configured to allow for scheduled copying
of local data files to the server. This option safeguards data in three ways: 1 ) data
files reside on local drives, 2) data files reside on server hard drives, 3) data files are
backed up to tape nightly. In the event of network or server problems, data files
stored locally will be available. While this method requires the largest amount of
user intervention due to regularly scheduled backups of local data files to server
drives, it does provide maximum availability and protection of data files.

« “Thin Client” computer; all flles reside on a server. The operating system and
applications run at the server level, data files are stored on server drives. Proper flle
management at the server level preserves hard drive space.

3.3.2 Server File Storage

« The majority of County computers are connected to Windows based servers. These
servers store data files and send print jobs to networked printers. Storage must be
managed to maximize storage capacity.
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Server hard drive arrays have finite capacity. NEVER copy the entire contents of
local drives to server drives. This wastes server-based storage.

County User-specific data files should be copied only to the County User’s server
home directory which is normally designated as the “H:" drive.

Data files common to a group should only be copied to the “shared” server
directory’s appropriate sub-directory. Always store data files in the appropriate sub-
directory as defined within your department and/or group. NEVER store data files at
the root of shared directories.

Do not store multiple copies of data files on a server. There is no need to have a
copy of the same file in your home directory and a group directory. Do not de-
compress operating system or application service packs or updates to server hard
drives.

Clean up your directories at least monthly. Delete old data files or files no longer
needed and remove unnecessary iterations or versions of data files. Server storage
is not to be used for storing non-work-related music, video, or picture files.
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Exhibit L
HIPAA Business Associate Agreement

This Business Associate Agreement is made part of the base contract (“Underlying
Agreement”) to which it is attached, as of the date of commencement of the term of the Underlying
Agreement (the “Effective Date™).

RECITALS

WHEREAS, COUNTY and CONTRACTOR (hereinafter referred to as Business Associate
(“BA”) entered into the Underlying Agreement pursuant to which BA provides services to
COUNTY, and in conjunction with the provision of such services, certain Protected Health
Information (“PHI") and Electronic Protected Health Information (“EPHI") may be disclosed to BA
for the purposes of carrying out its obligations under the Underlying Agreement; and

WHEREAS, the COUNTY and BA intend to protect the privacy and provide for the security
of PHI and EPHI disclosed to BA pursuant to the Agreement in compliance with the Health
Insurance Portability and Accountability Act, Pub. L. No. 104-191 of 1996 (“HIPAA"), the Health
Information Technology for Economic and Clinical Health Act, Public Law 111-005 (the “HITECH”
Act), and regulation promulgated thereunder by the U.S. Department of Health and Human Services
(the “HIPAA Regulations”) and other applicable laws as may be amended from time to time; and

WHEREAS, COUNTY is a Covered Entity, as defined in the Privacy Rule and Security Rule,
including but not limited to 45 CFR Section 160.103 ; and

WHEREAS, BA, when a recipient of PHI from COUNTY, is a Business Associate as defined
in the Privacy Rule, the Security Rule, and the HITECH Act, including but not limited to 42 USC
Section 17938 and 45 CFR Section 160.103; and

WHEREAS, “Individual” shall have the same meaning as the term” individual” in 45 CFR §
164.501 and shall include a person who qualifies as a personal representative in accordance with 45
CFR §164.202(g);

WHEREAS, “Breach” shall have the meaning given to such term under the HITECH Act
under 42 USC Section 17921; and

WHEREAS, “Unsecured PHI" shall have the meaning to such term under the HITECH Act
and any guidance issued pursuant to such Act including, but not limited to 42 USC Section

17932(h).

NOW, THEREFORE, in consideration of the mutual promises and covenants contained
herein, the Parties agree as follows:

L. Definitions. Unless otherwise provided in this Business Associate Agreement,
capitalized terms shall have the same meanings as set forth in the Privacy Rule, as
may be amended from time to time.

1 of 7
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2. Scope of Use and Disclosure by BA of County Disclosed PHI

A

BA shall not disclose PHI except for the purposes of performing BA's
obligations under the Underlying Agreement. Further, BA shall not use PHI in
any manner that would constitute a violation of the minimum necessary
policies and procedures of the COUNTY, Privacy Rule, Security Rule, or the
HITECH Act.

Unless otherwise limited herein, in addition to any other uses and/or
disclosures permitted or authorized by this Business Associate Agreement or
required by law, BA may:

(1) use the PHI in its possession for its proper management and
administration and to fulfill any legal obligations.

(2)  disclose the PHI in its possession to a third party for the purpose of
BA’s proper management and administration or to fulfill any legal
responsibilities of BA, or as required by law

(3)  disclose PHI as necessary for BA's operations only if:

(a)  prior to making a disclosure to a third party, BA will obtain
written assurances from such third party including:

(1) to hold such PHI in confidence and use or further
disclose it only for the purpose of which BA disclosed
it to the third party, or as required by law; and,

(i)  the third party will immediately notify BA of any
breaches of confidentiality of PHI to extent it has
obtained knowledge of such breach.

(4)  aggregate the PHI and/or aggregare the PHI with that of other data
for the purpose of providing COUNTY with data analyses related to
the Underlying Agreement, or any other purpose, financial or
otherwise, as requested by COUNTY.

(5)  notdisclose PHIdisclosed to BA by COUNTY not authorized by the
Underlying Agreement or this Business Associate Agreement without
patient authorization or de-identification of the PHI as authorized in
writing by COUNTY.

(6)  de-identify any and all PHI of COUNTY received by BA under this
Business Associate Agreement provided that the de-identification
conforms to the requirements of the Privacy Rule, 45 CER and does
not preclude timely payment and/or claims processing and receipt.

BA agrees that it will neither use nor disclose PHI it receives from COUNTY ,

or from another business associate of COUNTY, except as permitted or

required by this Business Associate Agreement, or as required by law, or as
otherwise permitted by law.

20f7
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& Obligations of BA. In connection with its use of PHI disclosed by COUNTY to BA,
BA agrees to:

A Implement appropriate administrative, technical, and physical safeguards as
are necessary to prevent use or disclosure of PHI other than as permitted by
the Agreement that reasonably and appropriately protects the
confidentiality, integrity, and availability of the PHI in accordance with 45
CFR 164.308,164.310,164.312, and 164.504(e)(2). BA shall comply with the
policies and procedures and documentation requirements of the HIPAA

Security Rule.

B. Report to COUNTY within 24 hours of any suspected or actual breach of
security, intrusion, or unauthorized use or disclosure of PHI of which BA
becomes aware and/or any actual or suspected use or disclosure of data in
violation of any applicable federal or state laws or regulations. BA shall take
prompt corrective action to cure any such deficiencies and any action
pertaining to such unauthorized disclosure required by applicable federal
and state laws and regulations.

C. Report to COUNTY in writing of any access, use or disclosure of PHI not
permitted by the Underlying Agreement and this Business Associate
Agreement, and any Breach of Unsecured PHI of which it becomes aware
without unreasonable delay and in no case later than five (5) days. To the
extent the Breach is solely a result of BA's failure to implement reasonable
and appropriate safeguards as required by law, and not due in whole or part
to the acts or omissions of the COUNTY, BA may be required to reimburse
the COUNTY for notifications required under 45 CFR 164.404 and CFR
164.406.

D. BA shall not use or disclose PHI for fundraising or marketing purposes. BA
shall not disclose PHI to a health plan for payment or health care operations
purposes if the patient has requested this special restriction, and has paid out
of pocket in full for the health care item or service to which the PHI solely
relates. BA shall not directly or indirectly receive remuneration in exchange
of PHI, except with the prior written consent of the COUNTY and as
permitted by the HITECH Act, 42 USC Section 17935(d)(2); however, this
prohibition shall not affect payment by COUNTY to BA for services provided
pursuant to the Agreement.

4. PHI Access, Amendment and Disclosure Accounting. BA agrees to:

A. Provide access, at the request of COUNTY, within five (5)days,to PHIina
Designared Record Set, to the COUNTY, or to an Individual as directed by
the COUNTY. If BA maintains an Flectronic Health Record, BA shall provide
such information in electronic format to enable COUNTY to fulfill its
obligations under the HITECH Act, including, but not limited to, 42 USC
Section 17935(e).

B. Within ten (10) days of receipt of a request from COUNTY, incorporate any
amendments or corrections to the PHI in accordance with the Privacy Rule

Jof7
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in the event that the PHI in BA's possession constitutes a Designated Record
Set.

To assist the COUNTY in meeting its disclosure accounting under HIPAA:

() BAagrees toimplementa process that allows for an accounting tobe
collected and maintained by BA and its agents or subcontractors for
at least six (6) years prior to the request. However, accounting of
disclosure from Electronic Health Record for treatment, payment, or
health care operations purposes are required to be collected and
maintained for only three (3) years prior to the request, and only to
the extent that BA maintains an electronic health record and is
subject to this requirement. At the minimum, the information
collected shall include: (i) the date of disclosure; (ii) the name of the
entity or person who received PHI and, if know, the address of the
entity or person; (iii) a brief description of PHI disclosed and; (iv) a
brief statement of purpose of the disclosure that reasonably informs
the individual of the basis for the disclosure, or a copy of the
individual's authorization, or a copy of the written request for
disclosure.

(2)  Withinin 30days of notice by the COUNTY, BA agrees to provide to
COUNTY information collected in accordance with this section to
permit the COUNTY to respond to a request by an Individual for an
accounting of disclosures of PHI.

Make available to the COUNTY, or to the Secretary of Health and Human
Services (the “Secretary™) , BA’s internal practices, books and records relating
to the use of and disclosure of PHI for purposes of determining BA's
compliance with the Privacy Rule, subject to any applicable legal
restrictions. BA shall provide COUNTY a copy of any PHI that BA provides
to the Secretary concurrently with providing such information to the
Secretary.

S Obligations of COUNTY.

A

COUNTY agrees that it will promptly notify BA in writing of any restrictions
on the use and disclosure of PHI agreed to by COUNTY that may affect BA's
ability to perform its obligations under the Underlying Agreement, or this
Business Associate Agreement.

COUNTY agrees that it will promptly notify BA in writing of any changes in,
or revocation of, permission by any Individual to use or disclose PHI, if such
changes or revocation may affect BA's ability to perform its obligations under
the Underlying Agreement, or this Business Associate Agreement.

COUNTY agrees that it will promptly notify BA in writing of any known
limitation(s) in its notice of privacy practices to the extent that such
limitation may affect BA's use of disclosure of PHI.
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11-1223.C.69



COUNTY shall not request BA to use or disclose PHI in any manner that
would not be permissible under the Privacy Rule if done by COUNTY,
except as may be expressly permitted by the Privacy Rule.

COUNTY will obtain any authorizations necessary for the use or disclosure
of PHI, so that BA can perform its obligations under this Business Associate
Agreement and/or the Underlying Agreement.

6. Term and Termination.

A

Term. This Business Associate Agreement shall commence upon the Effective
Date and terminate upon the termination of the Underlying Agreement, as
provided therein when all PHI provided by the COUNTY to BA, or created or
received by BA on behalf of the COUNTY, is destroyed or returned to the
COUNTY, or, or if it is infeasible to return or destroy PHI, protections are
extended to such information, in accordance with the termination provisions
in this Section.

Termination for Cause. Upon the COUNTY's knowledge of a material breach

by the BA, the COUNTY shall either:

(1)  Provide an opportunity for the BA to cure the breach or end the
violation and terminate this Agreement if the BA does not cure the
breach or end the violation within the time specified by the
COUNTY.

(2)  Immediately terminate this Agreement if the BA has breached a
material term of this Agreement and cure is not possible; or

(3)  If neither termination nor cures are feasible, the COUNTY shall
report the violation to the Secretary.

Effect of Termination.

(1)  Exceptas provided in paragraph (2) of this section, upon termination
of this Agreement, for any reason, the BA shall, at the option of
COUNTY, return or destroy all PHI that BA or its agents or
subcontractors still maintain in any form, and shall retain no copies
of such PHL

(2) In the event that the COUNTY determines that returning or
destroying the PHI is infeasible, BA shall provide to the COUNTY
notification of the conditions that make return or destruction
infeasible, and . BA shall extend the protections of this Agreement to
such PHI to those purposes that make the return or destruction
infeasible, for so long as the BA maintains such PHI. If COUNTY
elects destruction of the PHI, BA shall certify in writing to COUNTY
that such PHI has been destroyed.
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7. Indemnity

A

BA shall indemnify and hold harmless all Agencies, Districts, Special
Districts and Departments of the COUNTY, their respective directors,
officers, Board of Supervisors, elected and appointed officials, employees,
agents and representatives (collectively “COUNTY") from any liability
whatsoever, based or asserted upon any services of BA, its officers,
employees, subcontractors, agents or representatives arising out of or in any
way relating to BA’s performance under this Business Associate Agreement,
including but not limited to property damage, bodily injury, or death or any
other element of any kind or nature whatsoever including fines, penalties or
any other costs and resulting from any reason whatsoever to the extent
arising from the performance of BA, its officers, agents, employees,
subcontractors, agents or representatives under this Business Associate
Agreement. BA shall defend, at its sole expense, all costs and fees including
but not limited to attorney fees, cost of investigation, defense and
settlements or awards against the COUNTY in any claim or action based
upon such alleged acts or omissions.

With respect to any action or claim subject to indemnification herein by BA,
BA shall, atits sole cost, have the right to use counsel of its choice, subject to
the approval of COUNTY, which shall not be unreasonably withheld, and
shall have the right to adjust, settle, or compromise any such action or claim
without the prior consent of COUNTY; provided, however, that any such
adjustment, settlement or compromise in no manner whatsoever limits or
circumscribes BA's indemnification of COUNTY as set forth herein. BA’s
obligation to defend, indemnify and hold harmless COUNTY shall be subject
to COUNTY having given BA written notice within a reasonable period of
time of the claim or of the commencement of the related action, as the case
may be, and information and reasonable assistance, at BA's expense, for the
defense or settlement thereof. BA’s obligation hereunder shall be satisfied
when BA has provided to COUNTY the appropriate form of dismissal
relieving COUNTY from any liability for the action or claim involved.

The specified insurance limits required in the Underlying Agreement of this
Business Associate Agreement shall in no way limit or circumscribe BA's
obligations to indemnify and hold harmless the COUNTY herein from third

party claims arising from the issues of this Business Associate Agreement.

In the event there is conflict between this clause and California Civil Code
Section 2782, this clause shall be interpreted to comply with Civil Code
Section 2782. Such interpretation shall not relieve the BA from indemnifying
the COUNTY to the fullest extent allowed by law.

In the event there is a conflict between this indemnification clause and an
indemnification clause contained in the Underlying Agreement of this
Business Associate Agreement, this indemnification shall only apply to the
subject issues included within this Business Associate Agreement.
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1L

Amendment The parties agree to take such action as is necessary to amend this
Business Associate Agreement from time to time as is necessary for COUNTY to
comply with the Privacy Rule, 45 CFR, and HIPAA generally.

Survival The respective rights and obligations of this Business Associate Agreement
shall survive the termination or expiration of this Business Associate Agreement.

Regulatory References A reference in this Business Associate Agreement to a section
in the Privacy Rule means the section as in effect or as amended.

Conflicts Any ambiguity in this Business Associate Agreement and the Underlying
Agreement shall be resolved to permit COUNTY to comply with the Privacy Rule, 45
CFR, and HIPAA generally.
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Turning Point Community Programs (TPCP) - MHSA Monthly Service Delivery Report
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Name: Month: Exhibit M
Project Director
-« Direct Client Activities, ="~
' . (Face-to-Face Time with Clients). " - Other Activities
Check with “x" to describe Time Spent in
Direct Client Activities
Date of | Code: Client Numbher OR Event Total - . s Total o 2 c £ o3
Service | Location Description Time 3G o c = Time c 2w K] E c o =
£ e gm o o c 2 2 7] .Ad O c 5
of Seent | Bg | c5| 5 | § |Seemt| 5 | EE| 2 | 2 [Z2E| £
Service (nhours) | 2 & o < c (in hours) = = @ oy o C @ Q
3O - 0 ] T o= Q. [ pm @
o) (= QO M m. = 3 m A.Iu @
w w r-m = O w %] o

lotdl Episodesii it i e e Y = E 0:00% |- B e DA

\ttachments: Number: of Time:
Total Direct Client Hours for Month L FH0I00
Total Other Hours for Month = %0.00
Project Director Hourly Rate £$90.96
Total Monthly Cost <1°%0.00

Page 1 of 2



Turning Point Community Programs (TPCP) - MHSA Monthly Service Delivery Report
Name: Month: Exhibit M
Early Intervention Clinicians/System Navigators
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EXHIBIT N

COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Policy Number Page Number:
D-1 Page 1 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

BACKGROUND:

This policy applies to County officers and employees as well as members of boards and

commissions required to travel in or out of county for the conduct of County business. This policy

also provides for expenses of public employees from other jurisdictions when specifically

referenced in policy provisions set forth below.

For ease of reference, the Travel Policy is presented in the following sections:

U .

a.

e.

General Policy

Approvals Required

Travel Participants and Number
Mode of Transport
Reimbursement Rates

Maximum Rate Policy
Private Auto

Meals

Lodging

Other

Advance Payments

Compliance — Responsibility of Claimant

Procedures
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Policy Number Page Number:
D-1 Page 2 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

POLICY:
1.

General Policy

a.

County officers and employees should not suffer any undue loss when
required to travel on official County business, nor should said individuals

gain any undue benefit from such travel.

County officers or employees compelled to travel in the performance of
their duties and in the service of the County shall be reimbursed for their
actual and necessary expenses for transportation, parking, tolls, and other
reasonable incidental costs, and shall be reimbursed within maximum rate
limits established by the Board of Supervisors for lodging, meals, and
private auto use. “Actual and necessary expenses” do not include alcoholic

beverages.

Travel arrangements should be as economical as practical considering the
travel purpose, traveler, time frame available to accomplish the travel
mission, available transportation and facilities, and time away from other

duties.

Employees must obtain prior authorization for travel, i.e., obtain approvals
before incurring costs and before commencing travel.

Receipts are required for reimbursement of lodging costs, registration fees,
public transportation and for other expenses as specified, or as may be
required by the County Auditor-Controller.
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Policy Number Page Number:
D-1 Page 3 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

Requests for travel authorization and reimbursement shall be processed
using forms specified by the County Auditor and Chief Administrative
Office.

The Chief Administrative Officer may, at his or her sole discretion, authorize
an exception to requirements set forth in this Travel policy, based on
extenuating circumstances presented by the appropriate, responsible
department head. Any exception granted by the Chief Administrative Office
is to be applied on a case-by-case basis and does not set precedent for
future policy unless it has been formally adopted by the Board of

Supervisors.

2. Approvals Required

a.

Department head approval is required for all travel except by members of
the County Board of Supervisors. Department heads may delegate
approval authority when such specific delegation is approved by the Chief
Administrative Officer. However, it is the expectation of the Chief
Administrative Officer that department heads take responsibility for review

and approval of travel.

Chief Administrative Office approval is required when travel involves any of

the following:

(1)  Transportation by common carrier (except BART), e.g., air, train,

bus.

(2) Carrental.
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Subject:

TRAVEL

Policy Number Page Number:
D-1 Page 4 of 13

Date Adopted: Revised Date:
12/22/1987 10/20/2009

(3)  Out-of-county overnight travel.
(4) Members of boards or commissions, or non-county personnel.

(5)  Any exceptions required for provisions within this policy, e.g., travel
requests not processed prior to travel, requests exceeding expense

guidelines or maximums.

It remains the discretion of the Chief Administrative Officer as to whether or
not costs of travel which were not authorized in advance will be reimbursed,

and whether or not exceptional costs will be reimbursed.

3. Travel Participants and Number

a.

Department heads and assistants should not attend the same out-of-county
conference; however, where mitigating circumstances exist, travel requests
should be simultaneously submitted to the Chief Administrative Office with

a justification memorandum.

The number of travel participants for each out-of-county event, in most
instances, should be limited to one or two staff members, and those
individuals should be responsible for sharing information with other

interested parties upon return.

If out-of-county travel involves training or meetings of such technical nature
that broader representation would be in the best interest of the County, the
department head may submit a memo explaining the situation to the Chief
Administrative Office, attached to travel requests, requesting authorization

for a group of travelers.
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Policy Number Page Number:
D-1 Page 5 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

d. Non-County personnel travel expenses are not normally provided for since

only costs incurred by and for county officers and employees on county
business are reimbursable. However, reimbursement is allowable for county
officers (elected officials and appointed department heads) and employees
who have incurred expenses for non-county staff in the following

circumstances.

(1)  Meals for persons participating on a Human Resources interview
panel when deemed appropriate by the Director of Human

Resources.

(2)  Conferences between County officials and consultants, experts, and
public officials other than officers of El Dorado County, which are for
the purpose of discussing important issues related to County

business and policies.

(3) Transportation expenses for a group of County officers and
employees and their consultants, and experts on a field trip to gain
information necessary to the conduct of County business.

(4) Lodging expenses for non-county personnel are NOT reimbursable
except when special circumstances are noted and approved in
advance by the Chief Administrative Office. Otherwise, such
expenses must be part of a service contract in order to be paid.

4. Mode of Transport

a. Transportation shall be by the least expensive and/or most reasonable

means available.
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Policy Number Page Number:
D-1 Page 6 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

Private auto reimbursement may be authorized by the department head for
county business travel within county and out of county. Reimbursement
shall not be authorized for commuting to and from the employee’s
residence and the employee’s main assigned work site, unless required by
an executed Memorandum of Understanding between the County and a
representing labor organization, or one-time, special circumstances

approved by a department head.

Out of county travel by county vehicle or private vehicle may be authorized
if the final destination of the trip does not exceed a four (4) hour driving
distance from the County offices. Any exception to this policy must receive
prior approval from the Chief Administrative Officer. If air travel would be
more economical, but the employee prefers to drive even though travel by
car would not be in the County’s best interest, the County will reimburse
transportation equal to the air travel; transportation costs over and above
that amount, as well as any extra days of lodging and meals, etc., will be

considered a personal, not reimbursable cost of the traveler.

Common carrier travel must be in “Coach” class unless otherwise
specifically authorized in advance by the Chief Administrative Officer.
Generally, any costs over and above coach class shall be considered a

personal, not reimbursable expense of the traveler.

(1)  Rental cars may be used as part of a trip using public transportation
if use of a rental car provides the most economical and practical
means of travel. The use of a rental car must be noted on the Travel
Authorization in advance and authorized by the Department Head
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Subject:

TRAVEL

Policy Number Page Number:
D-1 Page 7 of 13

Date Adopted: Revised Date:
12/22/1987 10/20/2009

and Chief Administrative Officer. Justification for the use of the
rental car must accompany that request. Rental car costs will not be
reimbursed without prior authorization except in the case of
emergencies. Exceptions may be granted at the sole discretion of
the Chief Administrative Officer or designated CAO staff.

5 Reimbursement Rates

a.

a. Maximum rates for reimbursement may not be exceeded unless due to
special circumstances documented by the department head and approved
by the Chief Administrative Officer. The amount of any reimbursement
above the maximum shall be at the sole discretion of the Chief

Administrative Officer.
Private Auto

Travel by private auto in the performance of “official County business” shall
be reimbursed at the Federal rate as determined by the Internal Revenue

Service.

Mileage for travel shall be computed from the employee’s designated work
place. If travel begins from the employee’s residence, mileage shall be
calculated from the residence or work place, whichever is less. (For
example, an employee who lives in Cameron Park and drives to a meeting
in Sacramento, leaving from the residence will be paid for mileage from the

residence to Sacramento and back to the residence.)

The mileage reimbursement rate represents full reimbursement, excluding
snow chain installation and removal fee, for expenses incurred by a County
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Policy Number Page Number:
D-1 Page 8 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

officer or employee (e.g., fuel, normal wear and tear, insurance, etc.) during
the use of a personal vehicle in the course of service to El Dorado County.

C. Meals

Actual meal expenses, within maximum allowable rates set forth below,
may be reimbursed routinely out-of-county travel, and for in-county
overnight travel. Meals will not be provided for in-county travel or meetings
which do not involve overnight lodging, unless special circumstances are

involved such as the following:

(1)  When meals are approved as part of a program for special training

sessions, conferences, and workshops;

(2)  When employees traveling from the western slope of the county to
Lake Tahoe and vice-versa are required to spend the entire work

day at that location;

(3)  When the Director of Human Resources deems it appropriate to

provide meals to a Human Resources interview panel;

(4)  When Senior Managers and/or Executives of El Dorado County or
the El Dorado County Water Agency meet with executives of other
governmental agencies, community organizations, or private
companies in a breakfast, lunch or dinner setting in order to conduct
County business. While such meetings are discouraged unless
absolutely necessary to the efficient conduct of County or Water
Agency business, such expenses for County managers require
approval by the Chief Administrative Officer.
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COUNTY OF EL DORADO, CALIFORNIA
BOARD OF SUPERVISORS POLICY

Subject:

TRAVEL

Policy Number Page Number:
D-1 Page 9 of 13
Date Adopted: Revised Date:
12/22/1987 10/20/2009

Actual costs of meals may be reimbursed up to a total of $40 per day
without regard to how much is spent on individual meals (e.g., breakfast,
lunch, dinner, snacks), and without receipts. If an employee is on travel
status for less than a full day, costs may be reimbursed for individual meals

within the rates shown below.

Breakfasts may be reimbursed only if an employee’s travel consists of at
least 2 hours in duration before an employee’s regular work hours. Dinner
may be reimbursed if travel consists of at least 2 hours in duration after an

employee’s regular work hours.

Maximum Allowable Meal Reimbursement

Breakfast $8.00
Lunch $12.00
Dinner $20.00
Total for full day $40.00/day
Lodging

(1)  Lodging within county may be authorized by a department head if
assigned activities require an employee to spend one or more nights
in an area of the county which is distant from their place of residence
(e.g., western slope employee assigned to 2-day activity in South
Lake Tahoe).

(2)  Lodging may be reimbursed up to $125 per night, plus tax, single
occupancy. The Chief Administrative Office may approve
extraordinary costs above these limits on a case by case basis when
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COUNTY OF EL DORADO, CALIFORNIA

BOARD OF SUPERVISORS POLICY

Subject:

TRAVEL

Policy Number Page Number:
D-1 Page 10 of 13

Date Adopted: Revised Date:
12/22/1987 10/20/2009

(4)

the responsible department head and Chief Administrative Office
determine that higher cost is unavoidable, or is in the best interest of

the County.

Single rates shall prevail except when the room is occupied by more
than one County employee. However, nothing in this policy shall be
construed to require employees to share sleeping accommodations
while traveling on County business. In all travel, employees are
expected to secure overnight accommodations as economically as

possible and practical.

Lodging arrangements should be made, whenever possible and
practicable, at hotels/motels which offer a government discount, will
waive charges to counties for Transient Occupancy Tax, or at which
the County has established an account. When staying at such a
facility, the name of the employee and the department must appear

on the receipt of the hotel/motel bill.

Other Expenses

All other reasonable and necessary expenses (i.e., parking, shuttle, taxi,
etc.) will be reimbursed at cost if a receipt is submitted with the claim.

Receipts are required except for those charges where receipts are not

customarily issued, for example, bridge tolls and snow chain installation

and removal fees. When specific cost guidelines are not provided by the

county, reasonableness of the expense shall be considered by the
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department head and Chief Administrative Officer before deciding whether

to approve.

Reasonable costs for snow chain installation and removal may be claimed
and reimbursed. The purchase cost of snow chains would not be an

allowable charge against the county.

Advance Payments

The Auditor may provide advance funds for estimated “out of pocket” expenses up
to seventy-five percent (75%), but no less than $50.00. The “out of pocket’
expenses may include meals, taxi and public transportation, lodging, parking, and

pre-registration costs.
Compliance - Claimant Responsibility

It is the responsibility of the claimant to understand and follow all policies and
procedures herein in order to receive reimbursement for mileage, travel and
expense claims. Any form completed improperly or procedure not followed may

result in the return of a claim without reimbursement.

Procedures:
a. Authorization to incur expenses must be obtained as set forth in this County

policy, and as may be directed by the department.

b. Requests for advance funds for anticipated travel expenses itemized on the
Travel Authorization Request form are obtained by indicating this need on

that form prior to processing the request.
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d.

e.

f.

g.

Forms which require Chief Administrative Office approval should be
submitted to the Chief Administrative Office, after department head
approval, at least 7 to 10 days prior to travel to allow time for processing

through County Administration and Auditor’s Department.

Cancellation of travel, requires that any advanced funds be returned to the
Auditor Controller's office within five (5) working days of the scheduled
departure date. If the advance is not returned within this time frame, the
employee could jeopardize their standing to receive advances in the future.

Travel Claims are due to the Auditor within 30 days after completion of
travel. Personal Mileage and Expense Claims are due to the Auditor within
15 days after the end of each calendar month. The due date may be
extended if deemed appropriate by the County Auditor. Claims must itemize
expenses as indicated on claim forms, and must be processed with receipts
attached.

Reimbursements will be provided expeditiously by the County Auditor upon
receipt of properly completed claim forms. The Auditor's Office shall
promptly review claims to determine completeness, and if found
incomplete, will return the request to the claimant noting the areas of

deficiency.

Personal Mileage and Expense Claim forms should be completed for each
calendar month, one month per claim form. These monthly claims are due
to the Auditor within 15 days following the month end; however, the
deadline may be extended if deemed appropriate by the County Auditor. If

monthly amounts to be claimed are too small to warrant processing at the
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end of a month (i.e., if cost of processing would exceed the amount being
claimed), the claims for an individual may be accumulated and processed in
a batch when a reasonable claim amount has accrued. In any event, such
claims shall be made and submitted to the County Auditor for accounting

and payment within the same fiscal year as the expense was incurred.
Expense Claim Form

For the purpose of travel and meeting expenses, the claim form is to be
used for payments to vendors. The employee must obtain Department
Head approval and submit the claim to the Auditor’s Office within sixty (60)

days of the incurred expense.
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