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County of El Dorado Clerk of the Board <edc.cob@edcgov.us>

BoS Agenda Item 15 July 19, 2022
2 messages

Lara Newell <laranewell@criptext.com> Sat, Jul 16, 2022 at 1:37 AM
To: edc.cob@edcgov.us

This includes the attachments. 

Agenda Item 15 
File #22-1198 
Certification of 6/7/2022 primary elections 

Our elections are not secure. Our voter rolls need to be erased and the people in this county need to re-register. No
election after 2017 has been legal nor should we be certifying any election until we rid the county of electronic
machines.  

Attached is Terpeshore Maras 2020 election affadavit that has been accepted into Pima County as well as on record
with several counties in California and is currently the subject of a defamation lawsuit against Dominion, et al. that
shows the election machines have not been certified to EAC standards, violating the HAVA act, and contain serious
flaws in the software which has not been correctly certified nor is under the purview of certification. Why are we only
testing the hardware and not the software? This is supported by the Halderman report which Mrs. Maras fought to
unseal to have as evidence to prove her affadavit and lawsuits. 

We need to return to paper ballots and hand counts only with solid observation by non-union members. Until we correct
the lack of certification of the machines in elections past every single public servant can consider themselves usurpers
and all that has been done will be vitiated. There has been some amazing work done by this county. It would be a
shame to lose it. Of course no one is going to cry if the bad decisions disappear too, ha! 

 Across the country the right decisions are being made to protect the voters of this country and reverse the crimes
committed against the People for decades. The lie of safe and secure elections (only in 2020 that is, how convenient) is
crumbling across the nation. Take this moment to make history. A chance to set the record straight and rebuild the
confidence in the People's voice that has been chipped away and silenced. 

I pray that honor and humility guides your decision today. 

-Lara Newell

2 attachments

TORE Affidavit.pdf 
4043K

Halderman.pdf
8108K

County of El Dorado Clerk of the Board <edc.cob@edcgov.us> Mon, Jul 18, 2022 at 9:15 AM
To: The BOSONE <bosone@edcgov.us>, The BOSTWO <bostwo@edcgov.us>, The BOSTHREE <bosthree@edcgov.us>,
The BOSFOUR <bosfour@edcgov.us>, The BOSFIVE <bosfive@edcgov.us>, Donald Ashton <don.ashton@edcgov.us>, Bill
O'Neill <bill.oneill@edcgov.us>, Linda Webster <linda.webster@edcgov.us>

FYI, public comment #15, 22-1198. 

Office of the Clerk of the Board 
El Dorado County 

Public Comment #15
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330 Fair Lane, Placerville, CA 95667 
530-621-5390

CONFIDENTIALITY NOTICE: This electronic communication with its contents may contain confidential and/or privileged
information. It is solely for the use of the intended recipient(s), except as otherwise permitted. Unauthorized interception,
review, use, or disclosure is prohibited and may violate applicable laws including the Electronic Communications Privacy
Act. If you are not the intended recipient, or authorized to receive for the intended recipient, please contact the sender
and destroy all copies of the communication. Thank you for your consideration. 
[Quoted text hidden]
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Declaration of 

Pursuant to 28 U.S.C Section 1746, I, 
following declaration. 

, make the 

1. I am over the age of21 years and I am under no legal disability, which would prevent me 

from giving this declaration. 

2. I have been a private contractor with experience gathering and analyzing foreign intelligence 

and acted as a LOCALIZER during the deployment of projects and operations both 

OCONUS and CONUS. I am a trained Cryptolinguist, hold a completed degree in Molecular 

and Cellular Physiology and have FORMAL training in other sciences such as 

Computational Linguistics, Game Theory, Algorithmic Aspects of Machine Leaming, 

Predictive Analytics among others. 

3. I have operational experience in sources and methods of implementing operations during 

elections both CONUS and OCONUS 

4. I am an amateur network tracer and cryptographer and have over two decades of 

m&thematical modeling and pattern analysis. 

5. In my position from 1999-2014 I was responsible for delegating implementation via other 

contractors sub-contracting with US or 9 EYES agencies identifying connectivity, 

networking and subcontractors that would manage the micro operations. 

6. My information is my personal knowledge and ability to detect relationships between the 

companies and validate that with the cryptographic knowledge I know and attest to as well 

as evidence of these relationships. 

7. In addition, I am WELL versed due to my assignments during my time as a private 

contractor of how elections OCONUS (for countries I have had an assignment at) and 

CONUS (well versed in HA VA ACT) and more. 

8. On or about October 2017 I had reached out to the US Senate Majority Leader with an 

affidavit claiming that our elections in 2017 may be null and void due to lack of EAC 

cer1ifications. In fact Sen. Wyden sent a letter to Jack Cobb on 31 OCT 2017 advising 

discreetly pointing out the impor1ance of being CERTIFIED EAC had issued a certificate to 



Pro V & V and that expired on Feb 24, 2017.  No other certification has been located.  

 

9. Section 231(b) of the Help America Vote Act (HAVA) of 2002 (42 U.S.C. §15371(b)) 

requires that the EAC provide for the accreditation and revocation of accreditation of 

independent, non-federal laboratories qualified to test voting systems to Federal standards.  

Generally, the EAC considers for accreditation those laboratories evaluated and 

recommended by the National Institute of Standards and Technology (NIST) pursuant to 

HAVA Section 231(b)(1).  However, consistent with HAVA Section 231(b)(2)(B), the 

Commission may also vote to accredit laboratories outside of those recommended by NIST 

upon publication of an explanation of the reason for any such accreditation. 
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~------------------------------------------------· r .. 
United States Election Assistance Commission 

Certificate of Accreditation 

Pro V & V, Inc. 
Huntsville, Alabama 

is recognized by rhe U.S. Elecrion AssisTance Co111missio11 for The TesTi11g of voring sysTems 10 the 
2005 Vo/11111my Vo1i11g Sysrems Guidelines 1111der rhe crireria seTfort/r i11 rhe EAC VoTing System 

Testi11g and Certificatio11 Program and Laborato,y AccrediTatio11 Program. Pro V&V is also 
recog11ized as /wving s11ccessfi1!/y completed assessments by Tire Narional Voluntary Laborato1y 
Accredirarion Program for conformance to the req11ire111en1s of ISO/I EC 17025 a11d Tire criteria 

set forth in NIST Handbooks 150 and 150-22. 

Ejfectfre Through 
Date: 2/2411,5 

February 24, 20 I 7 Actilfg £xecurfre Dir«tor, U.S. l:.'/tttior, Assistance Commission 

EAC Lab Code: 1501 



10.  

11. VSTL’s are VERY important because equipment vulnerabilities allow for deployment of 

algorithms and scripts to intercept, alter and adjust voting tallies. 

12. There are only TWO accredited VSTLs (VOTING SYSTEM TEST LABORATORIES). In 

order to meet its statutory requirements under HAVA §15371(b), the EAC has developed the EAC’s 

Voting System Test Laboratory Accreditation Program.  The procedural requirements of the program 

are established in the proposed information collection, the EAC Voting System Test Laboratory 

Accreditation Program Manual.  Although participation in the program is voluntary, adherence to 

the program’s procedural requirements is mandatory for participants. The procedural requirements of 

this Manual will supersede any prior laboratory accreditation requirements issued by the EAC.  This 

manual shall be read in conjunction with the EAC’s Voting System Testing and Certification 

Program Manual (OMB 3265-0019). 
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United States Department of Commerce 
National Institute of Standards and Technology 

~w[£~_ 
Certificate of Accreditation to ISO/IEC 17025:2017 

NVLAP LAB CODE: 200978-0 

Pro V&V 
Huntsville, AL 

is accredited by the National Voluntary Laboratory Accreditation Program for specific services, 
listed on the Scope of Accreditation, for: 

Voting System Testing 

This laboratory is accredited in accordance with the recognized International Standard /SOI /EC 17025:2017. 
This accreditation demonstrates technical competence for a defined scope and the operation of a laboratory quality 

management system (refer to joint ISO-ILAC-IAF Communique dated January 2009). 

2020-03-26 through 2021 -03-3 1 

Effective Dates 



13.  
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Stale Participation: 

Apphcab/e Sta1111e(.,): 

Applicable 
Regulaticm(s): 

Swte Cer1iflrntio11 
Process: 

Fieldetl Voting 
5)-sfems: 

U.S. Election Assistance Commission 

~ MICHIGAN 
Rcquir(':$ Testing by a n lndept ode.nt Tes-tillg Authority. Ml requires thaL 
voling sysu:ms arc certified by an independent 1esting authority accredited by 
NASEO and lhe board of srn1e canvasserS. 

"An e lectronic voling sys:1em shall not be used in an elec1ion unless ii is approved 
by I.he board ofsrnte canvassers: . .. and unless it meets I o f the fo llowing 
conditions: (a) ls certified by an indepe-ndtnl 1es1ing authority tiC(..TCdited by the 
national ass0ciation of state eloccion dire<:10.-s and by the board of state 
cnnvt1s~TI. (b) In lhe abs.ence of un nccr«l.iled independent fe$finS, truthority . i~ 
cc-.rtified by lhe manufac1urer of the voting system as meeting or e-~ceeding the 
pcrfonnance and 1es1 standards referenced in subdivision (a) in a m anner 
prcS(..Tibcd by I.he board of s1arecanvasserS." t\•tlCH. cor-.4P. LA ws ANN§ 
168. 795a (2009}. 

Ml does not have a regulatio n regardins the federal <:t'-rlifictttion process. 

The Secretary of State accept.i. requests from persons'cosporations wishing to have 
their vo1ing: system examined. The reque.s1or mUSl pay the Secretary of State an 
application fee o f$ 1,500.00, lilt a report listing all o f the states in which the 
vo1ing sysu:m has been approved and any rt-pOrts that lhese sra1es have made 
regarding the performance. of the voting S)'$ttm . The Board ofS1ate Canvassers 
conducts a fie ld test involv ing Mic.h igan electors and elec1ion officials in 
simula1ed el~tion day conditions. The Board of S1a1e Canvassers shall approve 
lhe. voting system if it meets all of the state requirements. MIC JI. COMP. LAWS 
ANN § 168.795a (2009). 

{After tlte £AC completes and if.mes the 2008 Election Administration and 
Voting Sun•ey. information abom fielded wJting systems will be added to 
this document. /11 the meamime, readers may find information 011 the voting 
systems at 1hefol/owi11g website (if ami/ab/e)j. 
hnp://w\"\W.michigan.gov/!.00/0 1607.7-127-1633 8716 45458- 00.hlrnl 

Staie Participation in EAC Voting System Certification Program 30 
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State Par:icipation: 

Applicable Statwe(s): 

Applicable 
Regulation(s): 

State Cer:i.fication 
Process: 

Fielded Voting 
Systems: 

U.S. Election Assistance Commission 

~ WISCONSIN 
Requires Testing by a federally Accredited Laboratory. WI requires that its 
voting systems receive approval from an independent testing audtority accredited 
by NASED verifying that the voting systems meet all of the recommended FEC 
standards. 

·-No baHot, voting device, automat ic tabulating equipment or relating equipment 
and materials to be used in an electronic voting system may be utilized in dtis 
state unless it is approved by the board [of election commissioners)." \VIS. 
STAT.ANN. § 5.91 (West 2009). 

.. An applicat ion for approvd of an electronic voting system shall be acco111panied 
by all of the following .. . [r]eports from an independent testing authority 
accredited by dte national association of state election directors (NASED} 
demonstratmg that the votmg system confomls to all tlte standards recommended 
by the federal elections commission." WIS. ADM IN. CODE GAB§ 7.0 1 (2009). 

The Board of Election Commissione.rs accepts applications for the approval of 
electronic voting systems. Once the application is completed, the vendor must set 
up the vot ing system for three mock elections using; (I) offices, (2) referenda 
questions and (3) candidates. A panel of local election officials can assist dte 
Board in the review of the voting system. The Board conducts the test using a 
mock election for the partisan primary, ge.neral e lect ion, and nonpartisan election. 
The Board may also require that the voting system be used in an actual election as 
a condition o f the approval. WIS_ ADMJN. CODE GAB§§ 7.01, 7.02 (2009). 

[After the £AC complete, and issues the 2008 Election Administraiion and 
Voting Survey, information abowjielded voting systems will be added to 
this document. In tire mcanlimc? rCllders mtry fin d i11formtlli<>11 on tAc voting 
systems at the following website (if available)]. 
http://e1ections.state.wi.us/section.asp?linkid=643&1ocid=47 

State Participation in EAC Voting System Ce.rtification Program 59 
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Stare Participation: 

Applicabie Statute(s): 

Applicabie 
Regrdation(s): 

Stale Certification 
Process: 

Fielded roting 
!>)•stems: 

U.S. Election Assistance Commission 

e:t GEORGIA 
Requires Federal Certification. GA requires that its voting systems are tested to 
EAC standards by EAC accredited labs and certified by the EAC. 

'"Any person or organizatio:i owning, manufacturing, or selling, or being 
interested in the manufacture or sale of, any voting machine may request the 
Secretary of State to examine the machine. Any ten or more electors of d1is state 
may, at any time, request the Secretary of State to reexamine any voting machine 
previously examined and approved by him or her. Before any such exam:nation or 
reexamination, the person, persons, or organization requesting such examination 
or reexamination shall pay to the Secretary of State the reasonable expemes of 
such examination; provided, however, that in the case of a request by ten or more 
electors the examination fee shall be$ 250.00. The Secretary of State may. at any 
time, in his or her discretion, reexamine any voting machine." GA CODE ANN. 
§ 21 -2-324 (2008). 

"Prior to submitting a voting system for certification by the State of Georgia, the 
proposed voting system's hardware, finnware, and software must have bee.n 
issued Qualification Certificates from the EAC. These EAC Qualification 
Ce.rtific--ates must indicate that the proposed voting system has successfully 
completed the EAC Qualifi;ation testing administered by EAC approved ITAs. If 
for any reason, t11is level of testing is not available, the Qualification tesu shall be 
conducted by an agency designated by the Secretary of State. In either event, the 
Qualification tests shall comply with the specifications of the Voting Syslf!ms 
Standards published by the EAC." GA. COMP. R. & RES. 590-8-1-.01 (2009). 

After the voting system has passed EAC Qualification testing, the vendor of the 
voting system submits a letter to the Office of the Secretary of State requesting 
ce.mhcallon tor the votmg ~ystem along with a techmcal data package 10 the 
certification agent. An evaluation proposal is created by the ce.rtification agent 
afte.r a preliminary view of the Technical Data Package and sent 10 the vendor. 
Any additional EAC IT A testing identified in the evaluation proposal is uranged 
by the ve.ndor and the certification agent will perfonn all other tests identified in 
the evaluation proposal. The certification agent submits a report of their findings 
to the Secretary of State. Based on these findings the Secretary of State will make 
a final determination on whether to certify the voting system. GA. COMP. R. & 
RES. 590-8-1-.01 (2009). 

[After rhe £AC completes and issues the 2008 Election Adminisrra1ion and 
Voting Survey, information abowjielded voting sysrems will be added w 
this document. /11 the meantime1 readers mtry find infornwfion on the voting 
systems at the following ~,ebsire (if available)). 
http://www.sos.georgia.gov/Elections/ 

State Participation in EAC Voting System Ce.nification Program 17 



16.  

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 7 of 37   Document 1-21

S1a1e Panicipalion: 

Applicable S1a1111e(s): 

Applicable 
Reg11la1ion(s): 

S1a1e Cenification 
Process: 

Fielded Voting 
Systems: 

U.S. Election Assistance Commission 

PENNSYVANIA 
Requires Testing by a PederaUy Accredited Laboratory. PA requires that its 
voting systems are approved by a federaHy recognized independent testing 
laboratory as meeting federal voting system standards. 

"'Any person or corporation owning, manufacruring or selling, or being interested 
in the manufacrure or sa)e of. any electronic voting system, may request the 
Secretary of the Commonwuldt to examine such system if the voting system has 
been examined and approved by a federaHy recognized independent testing 
authority and if it meets any voting system performance and test standards 
established by the Federal Govemment.'' 25 PA. CONS. STAT. ANN. Code§ 
303 1.5 (West 2008). 

PA does not have a regulation regarding the federal certification process. 

The Secretary of State examines voting systems, upon request, once dte voting 
systems have received approval by a federaHy recognized independent testing 
authority. The person(s) requesting the examination of the voting system are 
responsible for the cost of dte examination. After the examination, the Secretary 
of State issues a report statin~ whether or not the voting systems are safe and 
compliant with state and federal requirements. If the voting systems are deemed 
safe and compliant by the Secretary of S tate then the systems may be adopted and 
approved for use in e lections by each county through a majority vote of its 
qualifi«l cl""turs . 25 PA. CONS. STAT. ANN. Cude&§ 3031.5. 3031.2 (West 
2008). 

{After the £AC completes and issues the 2008 Election Adminis1ration and 
Voting Survey, information about fielded voting sys1ems will be added to 
11,is document. /11 the metmtime, ret1ders 11wy find infornwtion on the voting 
systems at the following website (if available)}. 
http://www.votespa.com/HowtoVote/tabid/74/languane/en.US/ Default.aspx 

State Participation in EAC Voting Sy~tem Certification Program 46 
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18. Pro V& V and SLI Gaming both lack evidence of EAC Accreditation as per the Voting System 

Testing and Certification Manual.  
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Stale Participation: 

Applicable Statwe(s): 

Applicable 
Regulation(s) · 

State Certification 
Process: 

J,ie/ded Voting 
s_,•stems: 

U.S. Election Ass.istance Commission 

~ ARIZONA 
Requ.ires T,esting by a Federal~ ccredited Laboratory. AZ requi.res that its 
voling systems are KAVA complian.t and approved by a laboratory that is 
accredited pursuant to R VA. 

"On completion of acquisition of machines or devices that comply with HA VA, 
machines or devices used al any election for fed ral, state or county offic s may 
only be certified for use in this stat and may only be used in this state if they 
comply with RAVA and if those mach.iues or devices have been tested and 
approved by a laboratory that is accredited pursuant to HAVA." ARIZ. REV. 

TAT.§ 16-442(8) 2008). 

AZ does not have a regul.ation regarding th.e federal certification process. 

The Secretary of State appoints a committee of three people that test different 
voling systems. This committee is required lo submit their recomm n.datiom to 
th.e Secrefary of State who then makes the final decision on whicb voting 
systern(s) to adopt. ARIZ. RE . ST T. § 16-442{A) and (Cl (2008). 

[After the EA complete.sand is.rne.s the 2008 Ele tio11 Admi11istratio11 and 
Voti11g Survey, i11.formatia11 about fie/de-ii voting systems will be added ta 
this document. In the meantime, readers may find information on the voting 
.tystems at the following website (ifavai/able)]. 
http://www.azsos.gov/election/eguipmenl/default. htm 

State J'articip,ation. in EAC Voting System Ce,rtification Program 9 



19. Pro V& V is owned and Operated by Jack Cobb. Real name is Ryan Jackson Cobb. The company 

ProV&V was founded and run by Jack Cobb who formerly worked under the entity of Wyle 

Laboratories which is an AEROSPACE DEFENSE CONTRACTING ENTITY.  The address 

information on the EAC, NIST and other entities for Pro V& V are different than that of what is on 

ProV&V website. The EAC and NIST (ISO CERT) issuers all have another address. 
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Accredited Labs 

2r~ltsfound. 

~1Q,f1 

Pro V& V 

700 8ool!'lard South 
5ull,e102 
tiunuv111e, Al J:S802 

Phorw.256-7131111 

Ul,trnMare > 

SLI Compliance, a Division of Gaming Laboratories International, LLC 

47,0 lndependenct Strieet 
WbeBt Rlclgi!', co 80033 

S1alus: A(:cre<l'iled 

Phorw. 303 422 1566 

LearnMore > 

DO YOU HAVE QUESTIONS? 

~r,::,ur~lorntoll';M~.,.-or!A:k 

lNbut1or,lletor,\i11)(orll.KtV'... 

MIN 
REGISTER TO VOTE! 

Vwff'oto "4tlorYI M,R¼itw ~-"'1..iionfOffll t,:i.f'lln•r 10 

YI)(<' ~ .. ~rnl-.i:ralonlnhnrunfonwlm•rwwnilllll'or 

addil!Sl..otrcr,iHtr....«h•POlltlulp.,rlv. 

r-iotc-.lfy,ou~tci\lOCaib$,,er,':ttW..-c:11A'ot"l'M4SCNic~ 

~mbtfOI' tlllfitrfflel'llbtf OF ldtlttr'I ll,,.;1111Ml.i6f t.tittJS. 

tot1~lltlilFNlr.til~A.Mia.linUl!Plotranlor,ttblwto 

'"" 

Mii¥d 



20.  VSTLs are the most important component of the election machines as they examine the use 

of COTS (Commercial Off–The-Shelf) 

21. “Wyle became involved with the testing of electronic voting systems in the early 1990’s and 

has tested over 150 separate voting systems. Wyle was the first company to obtain 

accreditation by the National Association of State Election Directors (NASED). Wyle is 

accredited by the Election Assistance Commission (EAC) as a Voting System Testing 

Laboratory (VSTL). Our scope of accreditation as a VSTL encompasses all aspects of the 

hardware and software of a voting machine. Wyle also received NVLAP accreditation to 

ISO/IEC 17025:2005 from NIST.” Testimony of Jack Cobb 2009  

22. COTS are preferred by many because they have been tried and tested in the open market and 

are most economic and readily available. COTS are also the SOURCE of vulnerability 

therefore VSTLs are VERY important. COTS components by voting system machine 

manufacturers can be used as a “Black Box” and changes to their specs and hardware make 

up change continuously. Some changes can be simple upgrades to make them more efficient 

in operation, cost efficient for production, end of life (EOL) and even complete reworks to 

meet new standards. They key issue in this is that MOST of the COTS used by Election 

Machine Vendors like Dominion, ES&S, Hart Intercivic, Smartmatic and others is that such 

manufacturing for COTS have been outsourced to China which if implemented in our 

Election Machines make us vulnerable to BLACK BOX antics and backdoors due to 

hardware changes that can go undetected.  This is why VSTL’s are VERY important.  

23. The proprietary voting system software is done so and created with cost efficiency in mind 

and therefore relies on 3rd party software that is AVAILABLE and HOUSED on the 

HARDWARE. This is a vulnerability.  Exporting system reporting using software like 

Crystal Reports, or PDF software allows for vulnerabilities with their constant updates. 

24. As per the COTS hardware components that are fixed, and origin may be cloaked under 

proprietary information a major vulnerability exists since once again third-party support 

software is dynamic and requires FREQUENT updates. The hardware components of the 

computer components, and election machines that are COTS may have slight updates that 

can be overlooked as they may be like those designed that support the other third -party 

software. COTS origin is important and the US Intelligence Community report in 2018 

verifies that. 

25. The Trump Administration made it clear that there is an absence of a major U.S. alternative 

to foreign suppliers of networking equipment. This highlights the growing dominance of 

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 10 of 37   Document 1-21



Chinese manufacturers like Huawei that are the world’s LARGEST supplier of telecom and 

other equipment that endangers national security. 

26. China, is not the only nation involved in COTS provided to election machines or the 

networking but so is Germany via a LAOS founded Chinese linked cloud service company 

that works with SCYTL named Akamai Technologies that have offices in China and are 

linked to the server that Dominion Software.
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28 046 Mad rid 

Asian offices 

Akamai Technologies - India 
111, Brigad e Court 
Koramangala I ndustrial Area 
Bangalo re 560 095, lnd ia 

Akamai Technologies - China 
Suite 1560, 15th Fbor 
NCI Towe r 
12A Jianguomenwai Avenue 
Chaovana District, 
Beijing 100022 
China 

Akamai Japan K.K. 
The Executive Centre Japan K.K. 
lSF Tokyo Ginko Kyokai build ing 
1-3-1 Marunouchi, Chiyoda-ku, Tokyo 100-
0005 

Akamai Technolog ies - S ingapore 
Akamai, Re,gus Centre, 36-01 UOB Plaz.a 1 
80 Raffles Place 
Singapore 048624 
[] Driving directions 

Telephone: 91-80-575-99222 
Fax: 91-80-575-99209 
Regional Manager: Stuart Spiteri 

Telephone: 86-10-8523-3•)97 
Fax: 86-10-8523-3•)01 
Regional Manager: Stuart Spiteri 

Telephone: 

Fax: 
Regional Manager: 

81-3-3216-72,)0 (Ce ntre) 
81-3-3216-73•)0 (Akamai 
direct) 
81-3-3216-7390 (Ce ntre) 
Stu.art Spiteri 

Telephone: +65 6248 4614 
Fax: +65 6248-4501 
Regional Manager: Stu.art Spiteri 

Akamai Technolog ies - Australia and New Zealand 
201 Sussex St Telephone: 61 2 9006 13~5 
Tower 2, Level 20 Fax: 61 2 9475 03~3 
Sydney, NSW 2000, Australia Regional Manager: Stu.art Spiteri 
info@au .akamai.com 



27.  

28. L3 Level Communications is federal contractor that is partially owned by foreign lobbyist 

George Soros.  An article that AP ran in 2010 – spoke out about the controversy of this that 

has been removed. (LINK) “As for the company’s other political connections, it also appears 

that none other than George Soros, the billionaire funder of the country’s liberal political 

infrastructure, owns 11,300 shares of OSI Systems Inc., the company that owns Rapiscan. 

Not surprisingly, OSI’s stock has appreciated considerably over the course of the year. Soros 

certainly is a savvy investor.” Washington Examiner re-write.  

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 12 of 37   Document 1-21

pit.gov resolves to 4.30.228.74. According to our data this IP address belongs to Level 3 Communications and is located in Alexandria, Virginia, United 

States. Please have a look at the information provided below for further details. 

4 .30.228.74 

ISP/Organization 

Location 

Latitude 

Longitude 

Timezone 

Local Time 

Turkeycock Bth st 
Run Stream 
Valley Park 

• 

Level 3 Communications 

Alexandria 22304, Virginia 0/A), United States (US) 

38.8115 / 38°48'41 " N 

-77.1285 / 77°7'42" W 

America/New_ York 

Thu, 12 Jul 2018 19:27:40-0400 

N'oe-" 

Lin coln ia 
m 

(/) 

l ~-
~ 

19, LANDMARK 

~/2 
~C!',s, 

,?" 
",ok 

II,;, 

The Home Depot 0 

All Veterans 
Park 

ouke St 

Cam 



29.  
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30.  

31.  L-3 Communication Systems-East designs, develops, produces and integrates 

communication systems and support equipment for space, air, ground, and naval 

applications, including C4I systems and products; integrated Navy communication systems; 

integrated space communications and RF payloads; recording systems; secure 

communications, and information security systems. In addition, their site claims that 

MARCOM is an integrated communications system and The Marcom® is the foundation of 

the Navy’s newest digital integrated voice / data switching system for affordable command 

and control equipment supporting communications and radio room automation.  The 

MarCom® uses the latest COTS digital technology and open systems standards to offer the 

command and control user a low cost, user friendly, solution to the complex voice, video 

and data communications needs of present and future joint / allied missions. Built in 

reliability, rugged construction, and fail-safe circuits ensure your call and messages will go 

through. Evidently a HUGE vulnerability.  
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32. Michigan’s government site is thumped off Akamai Technologies servers which are housed 

on TELIA AB a foreign server located in Germany. 

33. Scytl, who is contracted with AP that receives the results tallied BY Scytl on behalf of 

Dominion – During the elections the AP reporting site had a disclaimer.  

AP – powered by SCYTL. 
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Advertisements 

Geolocallon on Ii> Map 

8dsi, Tracking Info 

Domain: Michigan.gov 
t ~q esrr, .,., cane, 99!!1 1\Te PJ 

IP Address: 23. 78.81.34 
IP trltc"'\IU Cbt:;kl 

Reverse DNS: 34.81.78.23.in-addr.arpa 

Hostname: 

Nameservers: 

Continent: 

Country: 

Capital: 

State: 

City 
location: 

a23-78-81-
34.deploy.static.akamaitechnologies.com 

a12-67.akam.net » 184.26.160.67 

a 11-66.akam.net >> 84.53. 139.66 

a1-35.akam.net » 193.108.91.35 

a5-66.akam.net » 95. HX). 168.66 

a18•64.akam.net » 95.101.36.64 

a24•65.akam.net » 2.16.130.65 

1 ocation I or an IP: M1eh1gan.gov 

North America (NA) 

United States ~ (US) 

V /ashington 

Unknown 

Unknown 

ISP: Akamai Technologies 

Organization: Akamai Technologies 

AS Number: AS1299 Telia Company AB 

something 
something went wrong! 

went wrong! 

Time Zone: America/North_Dakota/Center 

Local Time: 13:48:46 

Timezone 
GMT offset: ·

21600 

Sunrise/ 
Sunset: 

07:27 / 17:12 

Extra Information for an Ii>: M1chig,rn.gov 

Continent 
lat/Lon: 

Country 
Lat/Lon: 

46.07305 I ·100.546 

38 I -98 

City lat/Lon: (37.751) / (•97.822) 

IP Language: English 



34. “Scytl was selected by the Federal Voting Assistance Program of the U.S. Department of 

Defense to provide a secure online ballot delivery and onscreen marking systems under a 

program to support overseas military and civilian voters for the 2010 election cycle and 

beyond.  Scytl was awarded 9 of the 20 States that agreed to participate in the program (New 

York, Washington, Missouri, Nebraska, Kansas, New Mexico, South Carolina, Mississippi 

and Indiana), making it the provider with the highest number of participating States.” PDF 

35. According to DOMINION : 1.4.1Software and Firmware The software and firmware 

employed by Dominion D-Suite 5.5-Aconsists of 2 types, custom and commercial off the 

shelf (COTS). COTS applications were verified to be pristine or were subjected to source 

code review for analysis of any modifications and verification of meeting the pertinent 

standards. 

36. The concern is the HARDWARE and the NON – ACCREDITED VSTLs as by their own 

admittance use COTS. 

37. The purpose of VSTL’s being accredited and their importance in ensuring that there is no 

foreign interference/ bad actors accessing the tally data via backdoors in equipment 

software. The core software used by ALL SCYTL related Election Machine/Software 

manufacturers ensures “anonymity” . 

38. Algorithms within the area of this “shuffling” to maintain anonymity allows for setting 

values to achieve a desired goal under the guise of “encryption” in the trap-door. 

39. The actual use of trapdoor commitments in Bayer-Groth proofs demonstrate the implications 

for the verifiability factor.  This means that no one can SEE what is going on during the 

process of the “shuffling” therefore even if you deploy an algorithms or manual scripts to 

fractionalize or distribute pooled votes to achieve the outcome you wish – you cannot prove 

they are doing it! See STUDY : “The use of trapdoor commitments in Bayer-Groth proofs 

and the implications for the verifiability of the Scytl-SwissPost Internet voting system” 

40. Key Terms  

41. UNIVERSAL VERIFIABILITY: Votes cast are the votes counted and integrity of the vote is 

verifiable (the vote was tallied for the candidate selected) . SCYTL FAILS UNIVERSAL 

VERIFIABILITY because no mathematical proofs can determine if any votes have been 

manipulated. 

42. INDIVIDUAL VERIFIABILITY: Voter cannot verify if their ballot got correctly counted. Like, if 

they cast a vote for ABC they want to verify it was ABC. That notion clearly discounts the need for 

anonymity in the first place.  
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43. To understand what I observed during the 2020 I will walk you through the process of one ballot cast 

by a voter. 

44. STEP 1 |Config Data |  All non e-voting data is sent to Scytl (offshore) for configuration of data. All 

e-voting is sent to CONFIGURATION OF DATA then back to the e-voting machine and then to the 

next phase called CLEANSING. CONCERNS: Here we see an “OR PROOF” as coined by 

mathematicians – an “or proof” is that votes that have been pre-tallied parked in the system and the 

algorithm then goes back to set the outcome it is set for and seeks to make adjustments if there is a 

partial pivot present causing it to fail demanding manual changes such as block allocation and 

narrowing of parameters or self-adjusts to ensure the predetermined outcome is achieved. 

45.  STEP 2|CLEANSING | The Process is when all the votes come in from the software run by 

Dominion and get “cleansed” and put into 2 categories: invalid votes and valid votes.   

46. STEP 3|Shuffling /Mixing | This step is the most nefarious and exactly where the issues arise and 

carry over into the decryption phase. Simply put, the software takes all the votes, literally mixes them 

a and then re-encrypts them.  This is where if ONE had the commitment key- TRAPDOOR KEY – 

one would be able to see the parameters of the algorithm deployed as the votes go into this mixing 

phase, and how algorithm redistributes the votes.   

47. This published PAPER FROM University College London depicts how this shuffle works.  In 

essence, when this mixing/shuffling occurs, then one doesn’t have the ability to know that vote 

coming out on the other end is actually their vote; therefore, ZERO integrity of the votes when 

mixed. 
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48. 

Background - EIGamal encryption 

• Setup: 

• Public key: 

• Encryption: 

• Decryption: 

• Homomorphic: 

Group g of prime order q with generator g 

pk = y = gX 

Opk(m; r) = (gr, yrm) 

Dx(u, v) = vu-x 

e pk(m; r) X epk (M; R) = epk(mM; r + R) 

• Re-rencryption: 

epk(m; r) X epk(l; R) = epk(m; r + R) 

49. When this mixing/shuffling occurs, then one doesn't have the ability to lmow that vote coming out 

on the other end is actually their vote; therefore, ZERO integrity of the votes. 

50. When the votes are sent to Scytl via Dominion Software EMS (Election Management System) the 

Trap Door is accessed by Scytl or TRAP DOOR keys (Commitment Parameters). 

51. Ballot with votes 

52. The encrypted data is shifted into Scytl's platfo1m in the fo1m of ciphe1texts - this means it is 

enc1ypted and a key based on commitments is needed to read the data. The ballot data can only be 

read if the person has a key that is set on commitments. 

53. A false sense of security is provided to both patties that votes are not being "REPLACED" during 

the mixing phase. Basically, Scytl re-enc1ypts the ballot data that comes in from Dominion ( or any 

other voting softwru·e company) as ciphe1texts. Scytl is supposed to prove that votes A, B, C are 

indeed X, Y, Z under their new re-enc1yption when sending back the votes that are tallied coding 

them respectively. This is done by Scytl and the Election Software company that agrees to ce1tain 



“Generators” and therefore together build “commitments.”  

 

54. Scytl and Dominion have an agreement – only the two would know the parameters. This means that 

access is able to occur through backdoors in hardware if the parameters of the commitments are 

known in order to alter the range of the algorithm deployed to satisfy the outcome sought in the case 

of algorithm failure. 

55. Trapdoor is a cryptotech term that describes a state of a program that knows the commitment 

parameters and therefore is able change the value of the commitments however it likes. In other 

words, Scytl or anyone that knows the commitment parameters can take all the votes and give 

them to any one they want. If they have a total of 1000 votes an algorithm can distribute them 

among all races as it deems necessary to achieve the goals it wants. (Case Study: Estonia) 
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public CommitmentParams(final ZpSubgroup group, final int n) { 
group = group: 
h = GroupTools.getRandomElement(group): 
commitmentlength = n; 
g = GroupTools.getVectorRandom Element(group, 

this.commitmentlength); 
} 

// from getRandomElement(group) 
Exponent randomExponent = ExponentTools.getRandomExponent(group.getQ()); 
return group.getGenerator().exponentiate(randomExponent); 



56.  

57. Within the trapdoor this is how the algorithm behaves to move the goal posts in elections without 

being detected by this proof . During the mixing phase this is the algorithm you would use to 
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“reallocate” votes via an algorithm to achieve the goal set. 

 

58. STEP 4|Decryption would be the decryption phase and temporary parking of vote tallies before 

reporting. In this final phase before public release the tallies are released from  encrypted format into 

plain text. As previously explained, those that know the trapdoor can easily change any votes that the 

randomness is applied and used to generate the tally vote ciphertext. Thus in this case, Scytl who is 

the mixer can collude with their vote company clients or an agency (-------)  to change votes and get 

away with it. This is because the receiver doesn’t have the decryption key so they rely solely on Scytl 

to be honest or free from any foreign actors within their backdoor or the Election Company (like 

Dominion) that can have access to the key. 

59. In fact, a study from the University of Bristol made claim that interference can be seen when there is 

a GREAT DELAY in reporting and finalizing numbers University of Bristol : How not to Prove 

Yourself: Pitfalls of the Fiat-Shamir Heuristic and Applications to Helios   

60. “Zero-knowledge proofs of knowledge allow a prover to convince a verifier that she holds 

information satisfying some desirable properties without revealing anything else.” David Bernhard, 

Olivier Pereira,and Bogdan Warinschi. 
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61. Hence, you can’t prove anyone manipulated anything. The TRAP DOOR KEY HOLDERS can offer 

you enough to verify to you what you need to see without revealing anything and once again 

indicating the inability to detect manipulation. ZERO PROOF of INTEGRITY OF THE VOTE. 

62. Therefore, if decryption is challenged, the administrator or software company that knows the trap 

door key can provide you proof that would be able to pass verification (blind). This was proven to be 

factually true in the case study by The University of Melbourne in March. White Hat Hackers 

purposely altered votes by knowing the parameters set in the commitments and there was no way to 

prove they did it – or any way to prove they didn’t. 

63. IT’S THE PERFECT THREE CARD MONTY. That’s just how perfect it is. They fake a proof of 

ciphertexts with KNOWN “RANDOMNESS” .This rolls back to the integrity of the VOTE.  The 

vote is not safe using these machines not only because of the method used for ballot “cleansing” to 

maintain anonymity but the EXPOSURE to foreign interference and possible domestic bad actors. 

64. In many circumstances, manipulation of the algorithm is NOT possible in an undetectable fashion. 

This is because it is one point heavy. Observing the elections in 2020 confirm the deployment of an 

algorithm due to the BEHAVIOR which is indicative of an algorithm in play that had no pivoting 

parameters applied.  

65. The behavior of the algorithm is that one point (B)  is the greatest point within the allocated set. It is 

the greatest number within the A B points given. Point A would be the smallest. Any points outside 

the A B points are not necessarily factored in yet can still be applied. 

66. The points outside the parameters can be utilized to a certain to degree such as in block allocation. 

67. The algorithm geographically changed the parameters of the algorithm to force blue votes and 

ostracize red. 

68. Post block allocation of votes the two points of the algorithm were narrowed ensuring a BIDEN win 

hence the observation of NO Trump Votes and some BIDEN votes for a period of time. 
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69.  
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70. Gaussian Elimination without pivoting explains how the algorithm would behave and the election 

results and data from Michigan confirm FAILURE of algorithm. 

 

71. The “Digital Fix” observed with an increased spike in VOTES for Joe Biden can be determined as 

evidence of a pivot. Normally it would be assumed that the algorithm had a Complete Pivot.  

Wilkinson’s  demonstrated the guarantee as :  

72.  

73. Such a conjecture allows the growth factor the ability to be upper bound by values closer to n. 

Therefore, complete pivoting can’t be observed because there would be too many floating points. 

Nor can partial as the partial pivoting would overwhelm after the “injection” of votes. Therefore, 

external factors were used which is evident from the “DIGITAL FIX”  

74. Observing the elections, after a review of Michigan’s data a spike of 54,199 votes to Biden.  Because 

it is pushing and pulling and keeping a short distance between the 2 candidates; but then a spike, 

which is how an algorithm presents; - and this spike means there was a pause and an insert was 

made, where they insert an algorithm.  Block spikes in votes for JOE BIDEN were NOT paper 
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• Backdated ballots 
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- Trump wins on election night / Polling locations in Detroit shut down at 2am 
- Ballot counters told to go home / Voting station windows covered 
- Dominion Exec shows up in Detroit polling station after midnight 
- Trump's election night lead disappears/ Biden "INJECTION" appears 

IIUlloo < n~ log(n) 
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ballots being fed or THUMB DRIVES. The algorithm block adjusted itself and the PEOPLE were 

creating the evidence to BACK UP the block allocation. 

75. I have witnessed the same behavior of the election software in countries outside of the United States 

and within the United States. In -------, the elections conducted behaved in the same manner by 

allocating BLOCK votes to the candidate “chosen” to win.  

76. Observing the data of the contested states (and others) the algorithm deployed is identical to that 

which was deployed in 2012 providing Barack Hussein Obama a block allocation to win the 2012 

Presidential Elections. 

77. The algorithm looks to have been set to give Joe Biden a 52% win even with an initial 50K+ vote 

block allocation was provided initially as tallying began (as in case of Arizona too). In the am of 

November 4, 2020 the algorithm stopped working, therefore another “block allocation” to remedy 

the failure of the algorithm. This was done manually as ALL the SYSTEMS shut down 

NATIONWIDE to avoid detection. 

78.  

79. In Georgia during the 2016 Presidential Elections a failed attempt to deploy the scripts to block 

allocate votes from a centralized location where the “trap-door” key lay an attempt by someone using 
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- The spike on the morning of Nov. 4 resulted in a net increase of 107,040 to 
Biden's total 
- A spike means that a large number of votes were injected into the totals 
- A normal vote pattern would look like a natural progression - smooth without 



the DHS servers was detected by the state of GA. The GA leadership assumed that it was “Russians” 

but later they found out that the IP address was that of DHS.  

80. In the state of Wisconsin, we observed a considerable BLOCK vote allocation by the algorithm at the 

SAME TIME it happened across the nation. All systems shut down at around the same time. 

81.  

 

82. In Wisconsin there are also irregularities in respect to BALLOT requests. (names AND address 

Hidden for privacy) 

83.  

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 26 of 37   Document 1-21

..,_ ...... ..... 
""'"' .., .. 
"" ... ...... ..... 
"'"'" ..... .,._ ..... 
"""'" 
""'"' .,. .. ..... ....... .,, ... 
"""* """" ""' .. "" .. .,,, .. ...... .,._ 
.,. .. ...... ..... 
""' .. ..,, .. 
"""' "'1M 

'" .. 
"""'" .,., .. .,.,_ 

Total presidential votes for each party so far, with 89 percent of 
Wisconsin's expected vote counted as of 6:23 a.m on Nov. 4 

2 m1ll1on votes 

1 Sm 

lm 

w •• "' 40 

" ""ll>t@rH M .... <y Brown County .I 11/01/imo OS'JliM Mtlit.My Olhcitl """"' 
Jlltp,.ttf'td 

_, .. 
"'°""'"CClul'lty to/1l/"IIJXJ Yoltd 1ft ~ ... , ... Off.aol Adivt 

11:fstnt-r-cl Mlltt• ,y BftJWnCOunry '"""""" OnhM "'11ttt-v """'" ..... 
Rt~t fft-d _ ,., Btown((lurrty 1t/01/2fll0 OnllM 

RtpttttH 

_, .. 
at.wnCounty U/Ol/20JO ""'" ... , ... Off,cial ...... 

lltJ"Stf't"N ....,, .. irOwn COuntv 11/01/llRJ) Email ....... Offil(l;il ..,,,. 
•eststfled 

_,_ 
11,ow"(oi,jf'tty I I/CJ/,_ VOledlnP-enoft ..,, ... Offct1I -JIIOl'(t..-td R-SUI« lrownCo1,1nty '""'".,. Voled 1111 """°" """"' Oft.ct, l ...... 

Rt fkt.,.ltd 

_,_ 
ltown Co1,1nty 11/01/'lW.O vo1t>dM1""1on ..,, ... offid• .., .... 

Rt~t~rtd ..... , .. lfownCounty 11/02/2020 Yoltdlin,_.~ ..,, ... Oftlldal .,..,. 
••~ •rH .... ,. lrownCouttty 11/01/')ID,O Yolttdlllh«Oft ...... ott.u• ....... 
lltt a,1t*rtd R,qul.,- 8rownCo,.,nty '""""''° Onhn,t 

llttfofl♦ftd .... , .. ittownCouMy I I/CJ/- ~16PttJ,OrMOf;P'"IIJ Off,ct• "'"• RtlffttrNI .... , .. ltOWnCOUMy ! I/CJ/211l0 ""'" Mospltll1r on,,111 -RcrsicriKI Md.,1• ,Y BrownCOunty 11/0>/- ... ,, 
llttps1trNI R<fll.lllW BrownCourt:ty "'""""" ""' ....... Offidol ...... 
llt('~ltrfod 11,p,pl• lkvwn county 11/01/'1010 .. .,, "1""' on .. • ..... 
Repstl!cr"N M .... ,y ltownGouttty !I/CJ/- Onl1M M1htMV Offid• -lltt~trtcl MMl1"1'f llt'OWnCOun:ty 11/0>/- ()l'lllri.t MlhtMV OfflCl~I ..,.,. 
Rtlllfttrtd .... , .. ltown'°1.1MY ! I/Cl/,.,. Onlll\f 
lltctps.tered M ... "Y lrow"COuMy 11/01/2020 •PCA lr,loli tary Ofhda1 -~ .... t..-td Ml6jt.,iry llrownCol.lntv l J/Ol/2020 Jl'CA ""'"" OH,cio! ..... 
llttpttrlfld lttsul.W lrOwnCou,ity '"""""" YOll'dffl"-'°" ....... OftlP~ IIW(tl ..... 

lt@g.stt-rlk'I MoJit• ry ltown County 11/0l/- ..... "''""" C@rt1f,ut,i,onlnsuffloClf,tlt f~,J ~;Actilv@ 

lit•tt;lflNI f,M,i.,y lrown(oi.,nty U/01/- ""' M,ht...,. OthcM -· ••&tU♦rM u o.&.u,ry lrownCoun.fy 11/0l/'1/nO OnllM 

~•lbt•r.ci R-SUI• Bfflwn((iul'!ty ll/03/lDlO OnliM 

Rtc,Jttrtd .... , .. ltOwnC:Ounty 11/0t/""' Onl,nit 

RtSftt♦rt<I R.,.,,IM BtownCOUmy 11/04/»20 OnhM 

11(-p!NN1 .,..., .. BrownC:Ounty t t/0</- Onlnw 

Rtld-t t tHI .... ,., ltOwnCOuMy 11/0t/,.,. OflltM 
iltts,stf'rtd ....,, .. 8rowl'I COunty 11/0I/WJO Onh~ 

Aet:ist•ted ..... ,. kownC®nty IJ/04/,_ Onlirw 

Rtp.torM ..... , .. lrown COuntv 11/0t/- Onhrw 
Ata,,nored .... ,. arownco..imv U/04/,.,. Onl,nit 

iltit11$ttritd ..... ,. Brown County 11/041'1020 OnliM 

••~l• r-cl •....-1-- lrown<:®nty l l/04/- ()nl,M 

An estimated 381k more votes 
have not yet been counted 

.~ 
Brown and Kenosha 

counties are still counting. 

"' ... " "' 1¥. Al ,.. 
Not Returned on,_ ll/0l/1!J20 ........ vottd ln'tf,otl l0/13/XJ10 ,.,,,,_ 
NOl~UnYC! on, ... ll/Ol/2020 

... , .... MIii lO(U/2020 U/01/2020 ... , .... ...,, 1ohl/10'10 ,,,.,u-
~ tlH"l'ted Vcted In PerlOl'I 11/02/lOlO ll/02/2020 ........ Voted ln~iotl 11/02/lO'lO '""""''° ......... Voted lnP«IOn ll/02/2020 II/OJ/'2020 
R,e,turMCI Vottd tn Pe1sot1 U/02/1020 U/OU101.0 ........ Votttd In hfson 11/0lJJO,O ,,,.,u-
... , .... Appotl'ltttdA,JNit ll/O'J/lO'lO 11/01/'1.0JIJ ..,, .... .t.pj)Ollnled~I 11/02/2020 ""'"""° 
O<I, .... •~nttd,1,Jtnt ll/02/2020 U/02/2020 
~urntd .t.()90lntHIApnt ,,,.,u---- on•- U/01/20» 
Nol~unl!fcl on, ... ll/02/lOlO 

Not llte-turnoed Mail U/02/1020 ........ tm..i U/02/2020 U/01/2010 
YO\t1$9011H Votit<ll ln..-·~ 1'1/0J/20'10 lJ/OJ/2020 
WI.HMd, toko ft@,.e@d Mall 11/0l/JOlO ll/0)/).020 

NOIA41urned ... ,, U/0l/2020 



84.  

85. I can personally attest that in 2013 discussions by the Obama / Biden administration were being had 

with various agencies in the deployment of such election software to be deployed in ----- in 2013.  

86. On or about April 2013 a one year plan was set to fund and usher elections in -----.  

87. Joe Biden was designated by Barack Hussein Obama to ensure the ----- accepted assistance.  

88. John Owen Brennan and James (Jim) Clapper were responsible for the ushering of the intelligence 

surrounding the elections in -----. 

89. Under the guise of Crisis support the US Federal Tax Payers funded the deployment of the election 

software and machines in ------ signing on with Scytl.  

90.  
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The White House 

Office of the Press Secretary 

For Immediate Release April 21, 2014 

1 FACT SHEET: U.S. Crisis Support 
Package for Ukraine 

President Obama and \hce President Biden have made U.S. support for Ukraine 

an urgent priority as the Ukrainian government works to establish secu~ and 

stabilit , pursue democratic elect ions and constit utional reform, revive its 

economy, and ensure government instit utions are transparent and accountable 

to t he Ukrainian people. Ukraine embarks on t his reform path in t he face of 

severe challenges to its sovereignty and territorial integrity, which we are 

working to address together w ith Ukraine and our part ners in the international 

community. The United States is commit ted to ensuring that Ukrainians alone 

are able to determine t heir country's future wit hout intimidation or coercion 

from outside forces. To support Ukraine, we are today announcing a new 

package of assistance totaling $50 million to.be Ip Ukraine pursue political and 

economic reform and strengthen the partnership between t he United States and 

Ukraine. 

SHARE THIS: 

@ TWITTER 

(!) FACEBOOK 

@ EMAIL 



91. Right before the ----- elections it was alleged that CyberBerkut a pro-Russia group infiltrated --- 

central election computers and deleted key files.  These actions supposedly rendered the vote-

tallying system inoperable. 

92. In fact, the KEY FILES were the Commitment keys to allow Scytl to tally the votes rather than the 

election machines. The group had disclosed emails and other documents proving that their election 

was rigged and that they tried to avoid a fixed election. 

93. The elections were held on May 25, 2014 but in the early AM hours the election results were 

BLOCKED and the final tally was DELAYED flipping the election in favor of -----. 

94. The claim was that there was a DDoS attack by Russians when in actual fact it was a mitigation of 

the algorithm to inject block votes as we observed was done for Joe Biden because the KEYS were 

unable to be deployed.  In the case of -----, the trap-door key was “altered”/deleted/ rendered 

ineffective. In the case of the US elections, representatives of Dominion/ ES&S/ Smartmatic/ Hart 

Intercivic would have to manually deploy them since if the entry points into the systems seemed to 

have failed.  

95. The vote tallying of all states NATIONWIDE stalled and hung for days – as in the case of Alaska 

that has about 300K registered voters but was stuck at 56% reporting for almost a week.  

96. This “hanging” indicates a failed deployment of the scripts to block allocate remotely from one 

location as observed in ------ on May 26, 2014.  

97. This would justify the presence of the election machine software representatives making physical 

appearances in the states where the election results are currently being contested.  

98. A Dominion Executive appeared at the polling center in Detroit after midnight.  

99. Considering that the hardware of the machines has NOT been examined in Michigan since 2017 by 

Pro V& V according to Michigan’s own reporting.  COTS are an avenue that hackers and bad actors 

seek to penetrate in order to control operations. Their software updates are the reason vulnerabilities 

to foreign interference in all operations exist.  

100. The importance of VSTLs in underrated to protect up from foreign interference by way of open 

access via COTS software. Pro V& V who’s EAC certification EXPIRED on 24 FEB 2017 was 

contracted with the state of WISCONSIN. 

101. In the United States each state is tasked to conduct and IV& V (Independent Verification and 

Validation) to provide assurance of the integrity of the votes.  

102. If the “accredited” non-federal entities have NOT received EAC accreditation this is a failure of 

the states to uphold their own states standards that are federally regulated. 

103. In addition, if the entities had NIST certificates they are NOT sufficing according the HAVA 

ACT 2002 as the role of NIST is clear.  

104. Curiously, both companies PRO V&V and SLI GAMING received NIST certifications 

OUTSIDE the 24 month scope.  
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105.  PRO V& V received a NIST certification on 26MAR2020 for ONE YEAR. Normally the NIST 

certification is good for two years to align with that of EAC certification that is good for two years.  

106.  

 

107. The last PRO V& V EAC accreditation certificate (Item 8) of this declaration expired in 

February 2017 which means that the IV & V conducted by Michigan claiming that they were 

accredited is false. 

108. The significance of VSTLs being accredited and examining the HARDWARE is key. COTS 

software updates are the avenues of entry.  

109. As per DOMINION’S own petition, the modems they use are COTS therefore failure to have an 

accredited VSTL examine the hardware for points of entry by their software is key. 
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United States Department of Commerce 
National Institute of Standards and Technology 

~w[&i_ 
Certificate of Accreditation to ISO/IEC 17025:2017 

NVLAP LAB CODE: 200978-0 

Pro V&V 
Huntsville, AL 

is accredited by the National Voluntary Laboratory Accreditation Program for specific services, 
listed on the Scope of Accreditation, for: 

Voting System Testing 

This laboratory is accredited in accordance with the recognized International Standard /SOI/EC 17025:2017. 
This accreditation demonstrates technical competence for a defined scope and the operation of a laboratory quality 

management system (refer to joint /SO-/LAC-/AF Communique dated January 2009). 

2020-03-26 through 202 1-03-3 I 

Effective Dates 



110.  

111. For example and update of Verizon USB Modem Pantech undergoes multiple software updates a 

year for it’s hardware. That is most likely the point of entry into the systems.  

112. During the 2014 elections in ---- it was the modems that gave access to the systems where the 

commitment keys were deleted.  

113. SLI Gaming is the other VSTL “accredited” by the EAC BUT there is no record of their 

accreditation. In fact, SLI was NIST ISO Certified 27 days before the election which means that PA 

IV&V was conducted without NIST cert for SLI being valid. 
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*Compact Flash Cards ***SanDisk Ultra: Memory device for 
SDCFHS-004G ICP and ICE 
SDCFHS-008G tabu lators. 
RiData: 
CFC- 14A 
RDF8G-233XMCB2- l 
RDFI 6G-233XMCB2- l 
RDF32G-233XMCB2- l 
SanDisk Extreme: 
SDCFX-016G 
SDCFX-032G 
SanDisk: 
SDFAA-008G 

*Modems Verizon USB Modem Analog and wireless 
Pantech UMWI90NCD modems for 

transmitting 
USB Modem Mult iTech unofficial election 
MT9234MU night resu lts. 

CellGo Cellular Modem 
E-Device 3GPUSUS 

AT&T USB Modem 
MultiTech GSM MTD-
HS 
Fax Modem US 
Robotics 56K V.92. 



114.  

115. In fact SLI was NIST ISO Certified for less than 90 days. 

116. I can personally attest that high-level officials of the Obama/Biden administration and large 

private contracting firms met with a software company called GEMS which is ultimately the 

software ALL election machines run now running under the flag of DOMINION.  

117. GEMS was manifested from SOE software purchased by SCYTL developers and US Federally 

Funded persons to develop it.  

118. The only way GEMS can be deployed across ALL machines is IF all counties across the nation 

are housed under the same server networks.  

119. GEMS was tasked in 2009 to a contractor in Tampa, Fl.  

120. GEMS was also fine-tuned in Latvia, Belarus, Serbia and Spain to be localized for EU 

deployment as observed during the Swissport election debacle.  

121. John McCain’s campaign assisted in FUNDING the development of GEMS web monitoring via 

WEB Services with 3EDC and Dynology. 
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United States Department of Commerce 
National Institute of Standards and Technology 

~w[~~-
Certificate of Accreditation to ISO/IEC 17025:2017 

NVLAP LAB CODE: 200733-0 

SLI Compliance 
Wheat Ridge, CO 

is accredited by the National Voluntary Laboratory Accreditation Program for specific services, 
listed on the Scope of Accreditation, for: 

Voting System Testing 

This laboratory is accredited in accordance with the recognized lntemational Standard /SOI/EC 17025:2017. 
This accreditation demonstrates technical competence for a defined scope and the operation of a laboratory quality 

management system (refer to joint /SO-ILAC-IAF Communique dated January 2009). 

2020- 10-07 through 2020-12-31 

Effect;ve Dates For the National Volunt 
\...I 



122.  

123.  

124. AKAMAI Technologies services SCYTL.  
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125. AKAMAI Technologies Houses ALL foreign government sites. (Please see White Paper by 

Akamai.) 

126. AKAMAI Technologies houses ALL .gov state sites. (ref Item 123 Wisconsin.gov Example) 

127.  

128. Wisconsin has EDGE GATEWAY port which is AKAMAI TECHNOLOGIES based out of 

GERMANY. 

129. Using AKAMAI Technologies is allowing .gov sites to obfuscate and mask their systems by way 

of HURRICANE ELECTRIC (he.net) Kicking it to anonymous (AKAMAI Technologies) offshore 

servers. 

130.  

131. AKAMAI Technologies has locations around the world.  

132. AKAMAI Technologies has locations in China (ref item 22) 

133. AKAMAI Technologies has locations in Iran as of 2019.  

134. AKAMAI Technologies merged with UNICOM (CHINESE TELECOMM) in 2018.  

135. AKAMAI Technologies house all state .gov information in GERMANY via TELIA AB. 
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136. In my professional opinion, this affidavit presents unambiguous evidence: 

137. That there was Foreign interference, complicit behavior by the previous administrations from 

1999 up until today to hinder the voice of the people and US persons knowingly and willingly colluding 

with foreign powers to steer our 2020 elections that can be named in a classified setting. 

138.  Foreign interference is present in the 2020 election in various means namely, 

139.  Foreign nationals assisted in the creation of GEMS (Dominion Software Foundation) 

140. Akamai Technologies merged with a Chinese company that makes the COTS components of the 

election machines providing access to our electronic voting machines. 

141. Foreign investments and interests in the creation of the GEMS software. 

142. US persons holding an office and private individuals knowingly and willingly oversaw fail safes 

to secure our elections. 

143. The EAC failed to abide by standards set in HAVA ACT 2002. 

144. The IG of the EAC failed to address complaints since their appointment regarding vote integrity 

145. Christy McCormick of the EAC failed to ensure that EAC conducted their duties as set forth by 

HAVA ACT 2002 

146. Both Patricia Layfield (IG of EAC) and Christy McCormick (Chairwoman of EAC) were 

appointed by Barack Hussein Obama and have maintained their positions since then. 

147. The EAC failed to have a quorum for over a calendar year leading to the inability to meet the 

standards of the EAC. 

148. AKAMAI Technologies and Hurricane Electric raise serious concerns for NATSEC due to their 

ties with foreign hostile nations. 

149. For all the reasons above a complete failure of duty to provide safe and just elections are 

observed. 

150. For the people of the United States to have confidence in their elections our cybersecurity 

standards should not be in the hands of foreign nations.  

151. Those responsible within the Intelligence Community directly and indirectly by way of 

procurement of services should be held accountable for assisting in the development, implementation and 

promotion of GEMS.  

152. GEMS ------- General Hayden.  

153. In my opinion and from the data and events I have observed --------------------- with the 

assistance of SHADOWNET under the guise of L3-Communications which is MPRI. This is also 

confirmed by us.army.mil making the statement that shadownet has been deployed to 30 states which all 
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happen to be using Dominion Machines. 

 

154. Based on my research of voter data – it appears that there are approximately 23,000 residents of 

a Department of Corrections Prison with requests for absentee ballot in Wisconsin. We are currently 

reviewing and verifying the data and will supplement. 
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FAIRFAX, Va. -The Virginia Nat ional Guard's Bowling Green-based 91st Cyber 

Brigade completed the nat ionwide ro lloui of it s ShadowNet enterprise 

solution July 19, 2019, with the integration of the 125t h Cyber Protection 

Battalion into the solut ion's virt ual private network. ShadowNet is a custom· 

built private cloud-based out of the brigade's data center in Fairfax, Virginia, 

t hat uses VPN connectivit y to provide it s aligned unit s with 24 -hour, seven· 

days-a-week remote access to crit ical cyber t raining at bot h t he collect ive 

and individual levels. The brigade successfully integrated it s t hree ot her 

cyber protection battalions · the 123rd, 124t h, and 126th Cyber Protection 

Battalions · into t he SbadowNet platform last January. 

"I'm extremely proud to announce that t he Soldiers of t he 91st Cyber Brigade 

have completed the const ruct ion and rol l out of Shadow Net , a world-class 

enterprise solut ion designed to propel operat ional innovat ion in the f ield of 

cyber training," said Col. Adam C. Volant , commander of the 91st Cyber 

Brigade. "ShadowNet will allow us to leverage the expert ise of cyber 

professionals across our four cyber protect ion battalions to build Soldier· 

cent ric programs and collective training environments that deliver 

OCTOBER 26, 2020 

U.S. Army STAND·TO! I Army Readines 

Training 

SEPTEMBER 12, 2019 

September 2017 Nominative Sergeanti 

Major Assignments 

SEPTEMBER 12, 2019 

DA ANNOUNCES ROTATIONAL 
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155.  
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Hansen 

Neberman 

Reynolds 

Rieckhoff 

Edwards 

Pfeiffer 

Hines 

Beachem 

Blackstone 

Braun 

Smith 

Meyer 

Vincent 

Guajardo 

Wallace 
-
Kaplan 

Bahrs 

Shattuck 

Munoz 

Strunk 

Schendel 

Mack 

Spikes 
-
Busarow 

-
Oliver 

Wember 

Kosterman 

Szaradowski 

Oliver 
-
Derange 

Smith 

Brown 
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Luann M (262)994-9050 

John C (262)994-9050 : 

Devi J (262)994-9050 

Kathryn Susan (262)994-9050 

Mark Landon (262)994-9050 

Joseph Patrick (262)994-9050 : 

Dianna K (262)994-9050 

Janice F (262)994-9050 ' 

Thomas Wayne (262)994-9050 
-t--

Patricia Ann (262)994-9050 : 
>-

Raymond L (262)994-9050 

Steven R (262)994-9050 I 

Herbert (262)994-9050 

Juan p (262)994-9050 : 
-

Kirk R (262)994-9050 : 
- -

Bernard L (262)994-9050 

Michelle M (262)994-9050 I 

Elizabeth L (262)994-9050 

Rosalia s JR (262)994-9050 ' 

Amy C (262)994-9050 
- -

Michael p JR (262)994-9050 

Kimberly N (262)994-9050 ' 

Debra A (262)994-9050 

Suzanne M (262)994-9050 
- I-

Timmy (262)994-9050 I 

Jimmy Dean (262)994-9050 

Michael Richard (262)994-9050 : 

Paul M (262)994-9050 

Dale (262)994-9050 
I-

Nancy (262)994-9050 I 

Arthur J (262)994-9050 SMITH24.3059@YAHOO : 

Michael Edward _j (262)994-9050 ' 



 

 

 

I declare under penalty of perjury that the forgoing is true and correct to the best of my knowledge. 

Executed this November 29th, 2020. 

 

 

 

 

Case 2:20-cv-01771-PP   Filed 12/01/20   Page 37 of 37   Document 1-21



IN THE UNITED STATES DISTRICT COURT 
FOR THE NORTHERN DISTRICT OF GEORGIA 

ATLANTA DIVISION 

DONNA CURLING, ET AL., 
Plaintiffs, 

v. 

BRAD RAFFENSPERGER, ET AL., 
Defendants. 

DECLARATION OF 
J. ALEX HALDERMAN 

Civil Action No. 1:17-CV-2989-AT 

Pursuant to 28 U.S.C. § 1746, J. ALEX HALDERMAN declares under 

penalty of perjury that the following is true and correct: 

1. I hereby incorporate my previous declarations as if fully stated herein. I 

have personal knowledge of the facts in this declaration and, if called to testify as a 

witness, I would testify under oath to these facts. 

2. I have reviewed the expert disclosures prepared by Dr. Juan Gilbert and 

Dr. Benjamin Adida for State Defendants. Neither Dr. Gilbert not Dr. Adida offers 

any rebuttal to the numerous, critical vulnerabilities in Georgia's BMDs that I 

described in my July 1, 2021 expert report. Dr. Adida did not respond to my report 

at all; State Defendants reissued prior declarations from him previously provided in 

this litigation. Neither of them disputes the presence of any of the serious 



vulnerabilities I detail in my report or the steps I describe for exploiting those 

vulnerabilities to alter individual votes and election outcomes in Georgia. Nor does 

either of them claim to have examined any of the voting equipment used in Georgia 

to evaluate whether the vulnerabilities I identified-or others-have been exploited 

in any past election. Although each of them presumably could do this with the 

permission of State Defendants, who I understand engaged them as experts in this 

case, there is no indication either has undertaken any such inquiry or asked to do so. 

As a result, neither Dr. Gilbert nor Dr. Adida has anything to say about the reliability 

of the voting equipment used in Georgia elections. This is surprising, given that they 

have had at least the last year to examine Georgia' s voting equipment. 

3. State Defendants urgently need to engage with the findings in my report 

and address the vulnerabilities it describes before attackers exploit them. Nothing in 

Dr. Gilbert' s or Dr. Adida's responses indicates that State Defendants understand 

the seriousness of these problems or have taken any measures to address them and 

their implications for the Plaintiffs ' individual votes in future elections. Established 

practice in the security field would require State Defendants to promptly subject 

Georgia 's voting system to rigorous testing in response to my report, to assess the 

extent and significance of each of the vulnerabilities I described, and to identify and 

promptly implement specific measures (where possible) to eliminate or mitigate each 
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of those vulnerabilities. Neither Dr. Gilbert nor Dr. Adida indicates any such efforts 

on their own part or on the part of State Defendants or anyone else. Again, Dr. Adida 

did not respond to my report. 

4. In my report-a 25,000-word document that is the product of twelve 

weeks of intensive testing of the Dominion equipment provided by Fulton County

I find that Georgia' s BMDs contains multiple severe security flaws. Attackers could 

exploit these flaws to install malicious software, either with temporary physical 

access (such as that of voters in the polling place) or remotely from election 

management systems. I explain in detail how such malware, once installed, could 

alter voters ' votes while subverting all the procedural protections practiced by the 

State, including acceptance testing, hash validation, logic and accuracy testing, 

external firmware validation, and risk-limiting audits (RLAs). Finally, I describe 

working proof-of-concept malware that I am prepared to demonstrate in court. 

5. My report concludes, inter alia, that Georgia' s BMDs are not 

sufficiently secured against technical compromise to withstand vote-altering attacks 

by bad actors who are likely to target future elections in the state; that the BMDs' 

vulnerabilities compromise the auditability of Georgia' s paper ballots; that the 

BMDs can be compromised to the same extent as or more easily than the DREs they 

replaced; and that using these vulnerable BMDs for all in-person voters, as Georgia 
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does, greatly magnifies the level of security risk compared to using hand-marked 

paper ballots and providing BMDs to voters who need or request them. 

Reply to Declaration of Dr. Juan Gilbert 

6. Rather than engage with the facts in my report, Dr. Gilbert responds 

largely with vague generalities. He gives no indication that he has ever used an ICX 

BMD, let alone tested its security. He begins by conceding that "any computer can 

be hacked," but he contends that "this general statement is largely irrelevant," 

because hand-marked paper ballot systems use computers too (to scan the ballots) 

(,r 6). His position is inconsistent with accepted standards for election security and 

with the facts of the particular voting system used in Georgia. 

7. My testing has shown that the BMDs used in Georgia suffer from 

specific, highly exploitable vulnerabilities that allow attackers to change votes 

despite the State 's purported defenses. There is no evidence that Georgia' s ballot 

scanners suffer from the same extraordinary degree of exploitability, nor does 

Dr. Gilbert contend they do. He ignores the relative ease with which Georgia's 

BMDs can be hacked, including by a voter in a voting booth in mere minutes. That 

extreme difference in security as compared to other voting technologies, particularly 

hand-marked paper ballots, is far from "irrelevant" as Dr. Gilbert implies. 
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8. Furthermore, even if the scanners were just as insecure as the BMDs, 

Georgia's practice of requiring essentially all in-person voters to use highly 

vulnerable BMDs would needlessly give attackers double the opportunity to change 

the personal votes of individual Georgia voters, since malware could strike either 

the BMDs or the scanners. Accepted standards in election security compel reducing 

points of attack for bad actors, not unnecessarily expanding them-a point 

Dr. Gilbert ignores . 

9. Lastly, Dr. Gilbert also ignores that accepted election security protocols 

include an effective measure to protect against hacks of ballot scanners when the 

ballots are hand-marked rather than generated by BMDs-namely, reliable risk

limiting audits (RLAs ), which would have a high probability of detecting any 

outcome-changing attack on the scanners. Not only do Georgia's BMDs defeat the 

efficacy of RLAs, but Dr. Gilbert continues to ignore the fact that Georgia requires 

an RLA of just one statewide contest every two years ( and, to my knowledge, has 

not adopted specific, adequate procedures to ensure a reliable RLA for that one audit 

every other year). 

10. Dr. Gilbert goes on to discuss issues related to voter verification of 

BMD ballots (which I respond to below). Yet he fails to address the potential for 

attackers to cheat by changing only the QR codes printed by Georgia 's BMDs. 

5 



Voters cannot read the QR codes, but they are the only part of the ballots that the 

scanners count. My report details several routes by which malicious hardware or 

software can manipulate the QR codes and cause the recorded votes to differ from 

voters ' selections. In principle, a rigorous risk-limiting audit would be likely to 

detect such an attack if the attacker changed enough votes to alter the outcome of 

the contest being audited, but again Georgia rules require such an audit in only a 

single statewide contest once every two years . As my report explains, this leaves the 

vast majority of elections and contests in Georgia vulnerable to QR code ( and others) 

attacks, yet Dr. Gilbert says nothing about this threat. 

11. Instead, Dr. Gilbert focuses exclusively on a different threat: attacks that 

change both the QR codes and the ballot text. In addition to the barcode-only attacks 

I just discussed, my report demonstrates that Georgia' s BMDs can be manipulated 

so that both the barcodes and the printed text indicate the same fraudulent selections. 

No audit or recount can catch such fraud, because all records of the voter's intent 

would be wrong. The only reliable way to detect it would be if enough voters 

carefully reviewed their ballots, noticed that one or more selections differed from 

their intent, and reported the problems to election officials, and if Georgia officials 

then discerned from the pattern of voter reports that the BMDs were systematically 

misbehaving. Thus, Dr. Gilbert is mistaken when he contends that the distinction 
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between "voter-verifiable" and "voter-verified" paper ballots "only matters in 

principle" (if 7). All BMD ballots are potentially voter-verifiable, but unless enough 

BMD ballots are actually voter-verified, BMD-based attacks could alter election 

outcomes even in the rare instances where the State conducts a risk-limiting audit. 

And unless every BMD ballot is actually voter-verified, BMD-based attacks could 

alter individual voters ' selections without detection .. 

12. A large body of recent scientific evidence has established that few voters 

are likely to catch errors caused by malicious BMDs. I have reviewed this evidence 

in previous declarations. 1 It comes from both field observations (which report how 

long real voters review their ballots during real elections) and laboratory tests (which 

report the fraction of errors that subjects detect when voting on hacked BMDs in 

simulated elections). These methodologies are complementary, and results to-date 

from all studies of both kinds point to a low rate of voter-verification. 

13. Dr. Gilbert criticizes field observations because " [t]ime spent reviewing 

a ballot has little to do with whether it was actually verified" (if 9). This claim is 

inconsistent with accepted election security principles. Of course, they are not 

exactly the same question, but obviously the time spent reviewing a ballot can 

1 Halderman dee!. (Dec. 16, 2019), Dkt. 682 at 23-33; Halderman dee!. (Sept. 1, 
2020) Dkt. 855-1 at 6-8, 55. 
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provide important insight into whether it was likely verified. For example, we can 

conclude that a voter who spends only a second or two reviewing a lengthy, 

complicated ballot is unlikely to have reliably verified each of their selections on the 

ballot. And of course, the same is true for a voter who spends no time at all reviewing 

their ballot. Review time is both practical to measure and clearly correlated with the 

error detection success, making it a valuable and relevant metric, as multiple studies 

confirm. 

14. Dr. Gilbert seems to contend, without evidence, that a casual glance is 

sufficient to review Georgia-style ballots because selections are printed together 

with party affiliations (,r 9). He cites no research (and I am unaware of any) that 

supports this conclusion, particularly when, as in Georgia, the party affiliations are 

printed in small type and in a different horizontal position for each contest. A real 

BMD ballot is reproduced on page 15 of my expert report. This is just one example 

of such a ballot; they can be longer and more confusing. Dr. Gilbert provides no 

basis for believing that voters would likely catch deliberate errors caused by 

compromised BMDs when voting such a ballot. 

15. Dr. Gilbert references my award-winning peer-reviewed study about 

voter verification behavior, which found very poor rates of error detection and 
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reporting in a mock election using BMDs that my team hacked (if 10). 2 He contends 

that my study "ignores the reaction to such manipulation in an actual election, 

particularly one as heated in the public domain as the 2020 Election." (,r 11 ). He 

does not explain how or why such circumstances would be expected to materially 

increase voter verification of their respective BMD ballots, nor does he cite any 

support for his claim to believe they would. And, just last week, the Atlanta Journal

Constitution obtained a study (under the Georgia Open Records Act) commissioned 

by the Secretary of State ' s Office in which researchers from the University of 

Georgia observed Georgia voters during the November 2020 election and reported 

how long they spent reviewing their BMD ballots .3 Although it appears the Secretary 

of State had this study at the time of Dr. Gilbert ' s response to my report, he does not 

address or acknowledge it. The new study suggests that voters in the real world 

review their ballots even less carefully than voters in recent laboratory studies

despite the reminders election workers are supposed to give them to carefully review 

2 Matthew Bernhard, Allison McDonald, Henry Meng, Jensen Hwa, Nakul Bajaj , 
Kevin Chang, and J. Alex Halderman, "Can Voters Detect Malicious Manipulation 
of Ballot Marking Devices?" In 41st IEEE Symposium on Security and Privacy 
(May 2020). Available at https ://ieeexplore.ieee.org/document/9152705. 
3 Mark Niesse, "Under half of Georgia voters checked their paper ballots, study 
shows," Atlanta Journal-Constitution (July 27, 2021). Available at 
https://www.ajc.com/politics/under-half-of-georgia-voters-checked-their-paper
ballots-study-shows/6HSVHHFOBRBDPODRZXLIBTUS64/. 
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their ballots at the polling sites, which Dr. Gilbert emphasizes as a remedy for poor 

voter verification of BMD ballots.4 

16. The University of Georgia researchers report that 20% of voters they 

observed did not check their ballots at all. 5 Only about 49% examined their ballots 

for at least one second, and only 19% did so for more than five seconds. This is 

significantly worse performance than observed in my study, which found that when 

voters were verbally prompted to review their ballots before casting them, as should 

occur in Georgia, 63% of voters reviewed their ballots for only two seconds or more, 

compared to 19-49% in the new study. 

17. This suggests that laboratory studies like mine tend to overestimate the 

rate at which real Georgia voters would detect errors on their BMD ballots. Since 

real Georgia voters were observed to review their ballots even less carefully than the 

4 Secretary Raffensperger appears to disagree with Dr. Gilbert about the value of 
measuring voter review time for assessing voter verification performance. He told 
the Atlanta Journal-Constitution that the new study "shows voters do indeed 
review their ballots for accuracy before casting them" and offers "proof the votes 
that were counted were for the candidates the voters intended." (Id.). I agree that 
the new study provides valuable insights about voter behavior, but, contrary to the 
Secretary's pronouncements, the results indicate that real Georgia voters are even 
less likely to detect errors caused by compromised BMDs than previous studies 
have suggested. 
5 Audrey A. Haynes and M.V. Hood Ill, "Georgia Voter Verification Study" 
(January 22, 2021). Available at https://s3.documentcloud.org/documents/ 
21017815/gvvs-report-l 1.pdf. 
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participants in my study, it is reasonable to infer that real voters would catch an even 

smaller fraction of errors. The participants in my study who were similarly prompted 

to review their ballots caught 14% of errors. Therefore, real voters in Georgia are 

likely to catch substantially less than 14% of errors. 

18. How often would voters have to detect errors on their BMD ballots to 

effectively safeguard against attacks? The answer depends on the margin of victory, 

since an outcome-changing attack would need to change fewer votes in a close 

.contest. The model from my study shows that, given the margin of victory from the 

2020 Presidential contest in Georgia, voters would need to have detected 46% of 

errors for there to be even one error report per 1000 voters, under a hypothetical 

scenario where the election outcome had been changed by hacked BMDs. 6 The 

University of Georgia observations show that barely 49% of voters looked at their 

ballots for even a second, let alone studied them carefully enough to reliably spot 

errors. 

6 To reiterate, the November presidential race was the only state-wide contest 
subjected to a risk-limiting audit. In other contests, attackers could change the 
outcome by tampering with only the ballot QR codes, and voters would have no 
practical way to detect this manipulation regardless of how diligently they 
reviewed their ballots. 
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19. Dr. Gilbert performs a similar calculation usmg the baseline error 

detection rate measured in my study. He finds that an outcome changing attack on 

Georgia's Presidential contest would have resulted in only 832 voters noticing that 

their BMD ballots showed the wrong selection. Dr. Gilbert suggests that there have 

not been such complaints from any voters, and says he finds it implausible that so 

many voters would have "simply not said anything or otherwise simply corrected 

their ballot and thought nothing of it then or since" (if 12). 

20. This is an oddly constructed hypothetical, since Curling Plaintiffs do not 

claim here that the Presidential outcome was altered by hacking the BMDs. And 

Dr. Gilbert does not indicate any effort to determine the total number of spoiled 

ballots in Georgia's Presidential contest, which he presumably could have explored 

with State Defendants. Neither does he provide any basis to believe there were only 

832 or fewer spoiled ballots. But suppose for the sake of argument that the 

Presidential election outcome in Georgia had been altered by hacking the BMDs, and 

there were complaints from the 832 voters that Dr. Gilbert has calculated. What then? 

It seems all but certain that these complaints would have been dismissed or drowned 

out in the cacophonous aftermath of the election or simply disregarded by election 

workers at the polling sites as voter errors. Yet the official count, the risk-limiting 

audit, and the recount would all have found the wrong winner, and there would be no 
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way to recover any altered vote or correct the election outcome short of rerunning the 

election. With a mere 832 complaints among 5 million participating voters (amidst a 

sea of other complaints, real and imagined), it is unlikely that poll workers or election 

officials, including State Defendants, would realize or even suspected there was a 

systemic problem with the BMDs, and it is completely implausible that they would 

take the drastic but necessary step of asking Georgians to vote again. Georgia ' s 

election system is susceptible to this extraordinary risk as long as it remams 

vulnerable to the attacks I described in my report (and potentially others). 

21. To get to the point of making a decision to rerun an election, State 

Defendants ( among others, perhaps) would first need to know how many voters 

discovered a problem when verifying their ballots. As Dr. Gilbert points out, the 

number of spoiled BMD ballots provides an upper bound on the number of voters 

who discovered and corrected an error (il 12). He does not say how many spoiled 

ballots there actually were in November 2020. If State Defendants knew the number 

was less than 832, they likely would have shared this fact with Dr. Gilbert, and he 

would have stated it in his report. It is reasonable to infer that either there were more 

than 832 spoiled ballots (and the attack is plausible) or State Defendants do not know 

how many BMD ballots were spoiled during the election, eight months later, despite 
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what Dr. Gilbert acknowledges those ballots would suggest about the reliability of 

the election. 

22. That State Defendants may not know this information is consistent with 

gaps in other important election data that Georgia counties report to the Secretary of 

State. State Defendants recently produced electronic data (election projects) that I 

understand were required to be returned to them by counties after the November 

2020 and January 2021 elections. In both elections, a large fraction of counties failed 

to return any data, returned the wrong data, or omitted data necessary for assessing 

the security and integrity of the result, such as election databases or ballot images. 

More than six months after these elections, the Secretary of State has not been able 

to assemble these electronic records and has not indicated any effort or willingness 

to do so. Yet the only way that State Defendants could use the number of spoiled 

ballots as a defense against BMD-based cheating would be if the poll workers 

accurately tracked it, counties accurately aggregated it, and the Secretary's Office 

received such data from across the state before the election result was determined. 

Even then, it is unlikely that the Secretary would be prepared to react by rerunning 

the election if the number of spoiled ballots exceeded the number predicted in an 

outcome-changing attack. 
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23. Given the ineffectiveness of such defenses and the critical security 

problems in Georgia's BMDs, I (like Dr. Appel) recommend that BMDs be reserved 

for voters who need or request them, as is the case in most states. Dr. Gilbert 

responds by claiming, without evidence, that " [ d]isabled voters are even less likely 

to identify an error on their printed ballot" (,I 14 ). I am unaware of any study that 

supports this sweeping indictment of voters with disabilities, which encompasses a 

vast array of disabilities that would not impact the ability of the voter to identify an 

error on their printed ballot in any way. He also contends that blind voters cannot 

detect errors on their ballot at all, but this is not true. Many blind voters use assistive 

technology to read printed text and likely could do so to verify their ballots. 

Moreover, only some voters who need BMDs are blind. For instance, those with 

motor impairments that prevent them from marking a ballot by hand would not 

necessarily have any greater difficulty verifying the printed text than any other voter. 

In any case, if BMDs are used primarily by voters with disabilities ( as in most 

jurisdictions that use BMDs), they will represent a much smaller target,7 and an 

7 Although Dr. Gilbert cites a figure that would imply that 10% of Georgians who 
voted in 2020 were disabled, data from Maryland, where BMDs are available upon 
request, suggests that only about 1.8% of voters would request to use BMDs if they 
were offered a hand-marked ballot first. (Halderman dee/., Aug. 19, 2020, Dkt. 
785-2 at 49.) Dr. Gilbert ' s citation to the number of all Georgia voters with 
disabilities is highly misleading since, again, very few of those voters would be 
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outcome-changing attack on any given election will be detectable with a much lower 

rate of voter error detection than when all in-person voters use BMDs as they do in 

Georgia today. This in turn creates a strong disincentive for bad actors to attempt 

hacking an election (the risk likely is not worth the reward when the outcome is 

highly unlikely to be changed), which means individual votes would be less likely 

to be altered by hacking. 

24. In his only direct response to my expert report, Dr. Gilbert states that he 

is not aware that I have "provided equipment marred by 'undetectable' hacks to any 

other independent researcher" (i! 15). 8 This is a curious and ironic criticism coming 

from Dr. Gilbert, since he evidently chose not to evaluate my findings through an 

examination of the voting equipment himself, which he does not explain. Moreover, 

Dr. Gilbert misreads my report. It does not claim that malicious software infecting a 

BMD would be undiscoverable by any possible means. If an individual BMD is 

unable to vote on a hand-marked paper ballot, consistent with the number reported 
in Maryland. 
8 Dr. Gilbert ignores that, as I understand it, State Defendants have objected to my 
report and the underlying work being shared with third parties ( except Dominion), 
including other independent researchers, with whom I am eager to share my work 
for review. I am confident in my findings and believe they should be shared 
promptly with appropriate election security researchers and officials in an effort to 
mitigate the critical vulnerabilities in Georgia's voting equipment that I describe. I 
invite Dr. Gilbert to join me in seeking State Defendants' consent to do that. 
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kn.own to contain malware, there will likely be some level of detailed forensic 

scrutiny that can detect where the malware is, perhaps requiring months of expert 

analysis per machine at extraordinary expense. It would be completely infeasible to 

perform this level of analysis on every machine before every election, much less 

between an election and the deadline for certification of its results. (And after 

manipulating ballots, malware could remove all traces of its presence from a 

machine, defeating any possible post-election examination of the device.) What my 

report shows is that vote-stealing malware of the type I have constructed would not 

be detected by any of the defenses that State Defendants purport to practice. I 

describe in detail how such malware would defeat QR code authentication, logic and 

accuracy testing, on-screen hash validation, and external APK validation (as was 

used by Pro V & V after the November election). Dr. Gilbert offers no rebuttal to 

these findings . He does not dispute them or even address them. 

25. Moreover, there is already an example of an "undetectable" attack 

entered into testimony: exploitation of the Dru pal vulnerability discovered by Logan 

Lamb in the Center for Election Systems server. As Lamb attested, the developers of 

the primary tool for detecting this vulnerability stated that "[n]either [the defensive 

tool] nor an expert can guarantee a website has not been compromised. They can only 
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confirm with certainty a website has been compromised."9 Furthermore, the Drupal 

developers state that any server running the vulnerable software after the initial 

disclosure of the vulnerability should be assumed to have been compromised unless 

it was patched within hours of disclosure. According to the timeline presented in 

Lamb's declaration, he found the KSU server to be in a vulnerable state on August 

28, 2016, nearly two years after the initial announcement of the critical vulnerability 

(October 15, 2014). 10 The KSU server image also contains evidence that a second 

vulnerability, the so-called Shellshock flaw, was exploited on December 2, 2014. 11 

This vulnerability was publicly disclosed more than two months earlier and widely 

publicized in the media as a critical vulnerability, yet the KSU server remained 

unpatched. 

26. An attacker who compromised the KSU server could therefore have 

maintained undetected access to the compromised server. Since the server remained 

in a vulnerable state undetected for almost two years, it is highly likely that it was 

successfully attacked at some point in time. An attacker who did so would have been 

able to move laterally to other systems within the CES network and to other 

9 Lamb dee/., Dkt. 258-1 at 19. 
10 See "Drupal Core - Highly Critical - Public Service announcement" (Oct. 29, 
2014), available at https://www.drupal.org/PSA-2014-003. 
11 Halderman dee/. (Sept. 1, 2020) Dkt. 855-1 at 23. 
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components of Georgia's voting system. As I have previously pointed out, many 

election system components that could have been compromised in this way are still 

in use in Georgia today, where they provide a means by which attackers could spread 

vote-stealing malware to the BMDs. 

27. Rather than address the many threats to Georgia' s voting system, 

Dr. Gilbert persists in drawing illogical comparisons between BMDs and hand

marked paper ballots. For instance, he questions why Plaintiffs have presented no 

research "regarding voters' proclivity to review [hand-marked paper ballots] to 

ensure their ballots are marked and will count as intended" (,r 8). Much like 

Dr. Gilbert ' s earlier testimony that "[i]n essence, a BMD is nothing more than an 

ink pen," 12 one does not need expertise in election security to find fault with this 

reasoning. Preventing voters from making accidental mistakes is a completely 

different problem from preventing their selections from being deliberately and 

systematically changed by an attacker who has compromised the BMDs. There is 

abundant evidence that voters do sometimes make errors whether filling out a ballot 

by hand or by machine. Bad ballot design exacerbates this problem with both voting 

modalities, but following ballot design best practices can greatly reduce it. Both 

12 Gilbert dee/. , Dkt. No. 658-3 at 60. 
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BMDs and scanners that count hand-marked ballots can also be configured to reject 

overvotes and to warn voters about undervotes, the most common kinds of voter 

errors. Moreover, unlike older technologies for counting hand-marked ballots, the 

scanners used in Georgia (when properly configured) can detect improperly or 

incompletely marked bubbles and present them to human operators to adjudicate 

whether the marks should count as votes. Election officials can use all of these 

options to help protect voters from their own mistakes, but none of them offers 

protection against a BMD that deliberately changes the selections printed on a 

voter ' s ballot (or those encoded in the ballot barcode). The central problem with 

Georgia's highly vulnerable BMD system-that attackers can change all records of 

the voter's intent without being detected by election officials-has no parallel in a 

hand-marked paper ballot system. 

28. Dr. Gilbert concludes as he started, with vague and sweepmg 

generalities. "Simply put, BMD elections systems are no more insecure than [hand

marked] systems" (if 16). It is unclear whether he is claiming that all BMD systems 

are at least as secure as all hand-marked systems or merely that some specific BMD 

system (such as the one he recently developed himself to address some of the 

reliability problems that exist with Georgia ' s BMDs) is at least as secure as some 

hand-marked system, but this is of little consequence. The only BMD system that is 
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relevant here is the Dominion ICX as used in Georgia. As my expert report details , 

Georgia's BMD system suffers from numerous, severe vulnerabilities. These 

vulnerabilities would have little potential to change election outcomes if use of 

BMDs were limited to voters who need or request them, as Curling Plaintiffs desire, 

and they would be far less likely to affect the personal votes of individual Georgia 

voters. 

Reply to Declarations of Dr. Benjamin Adida 

29. The declarations by Dr. Adida that State Defendants have submitted 

predate my expert report, so Dr. Adida' s opinions are not informed by the critical 

vulnerabilities in Georgia' s BMD equipment that my analysis has revealed or by 

anything else in my lengthy, detailed report. Nor are they informed by any events 

that occurred in the year since he first provided these declarations, such as any aspect 

of the November 2020 election in Georgia or the Secretary of State' s study indicating 

that few voters verified their respective ballots in that election. 

30. Nevertheless, Dr. Adida ' s first declaration is correct that "Running a 

risk-limiting audit is one of the most important advances states can take in improving 

election integrity-without an RLA, we are effectively trusting computerized 

scanners to count our paper ballots" (Dkt. 834-2 at ,r 5). This is true, but, as my expert 

report shows, without a risk-limiting audit Georgia is also trusting its critically 
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vulnerable BMDs to generate ballots with QR codes that correctly reflect voters ' 

selections. Obviously compromised BMDs and compromised scanners could change 

individual votes and election outcomes. But again, nothing suggests that Georgia ' s 

scanners suffer from such easily exploitable critical vulnerabilities as the BMDs do. 

3 1. Dr. Adida and I also agree that RLAs are important for discovering 

whether compromised BMDs have manipulated enough ballot QR codes to change 

the outcome of an election (,r 12). Although RLAs are, as Dr. Adida says, "of the 

utmost importance" (,r 6), Georgia does not require an RLA in the vast majority of 

elections and the vast majority of contests, leaving both election outcomes and 

individual voters' votes susceptible to manipulation via BMD malware. Additionally, 

it is insufficient for states to merely (in Dr. Adida's words) "take meaningful steps to 

implement RLAs"; rather, states have to actually conduct reliable RLAs, which 

Georgia does not intend to do for the vast majority of its elections ( or perhaps any of 

its elections, depending on the reliability of the audit procedures it implements). 

32. In his second declaration, Dr. Adida refers to a "dispute amongst 

academics regarding whether voters verify their ballots using ballot-marking 

devices" (Dkt. 912-1 at ,r 11). This statement reflects a misunderstanding of the state 

of research today. I am not aware of any scientific research that supports the 

proposition that Georgia voters would likely detect more than a small fraction of 
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errors caused by BMD malware. In contrast, the past two years have seen a wave of 

laboratory studies and multiple field observation studies addressing this question, all 

of which strongly indicate the opposite, that few voters carefully review their ballots 

and so the vast majority of errors caused by BMD malware would likely to go 

undiscovered and uncorrected. Although there once was uncertainty about whether 

most voters carefully verify their BMD ballots, there is no longer any serious 

scientific dispute that they do not. It is the hallmark of good science ( and of good 

public policy) that it evolves based on new evidence, such as the University of 

Georgia study commissioned by the Secretary of State that I discussed above

which Dr. Adida has not addressed. 

33. Georgia's election system needs to evolve as well. Due to the critical 

vulnerabilities in Georgia ' s BMDs that are described in my expert report, Georgia 

voters face an extreme risk that BMD-based attacks could manipulate their 

individual votes and alter election outcomes. Even in the rare contests for which the 

State requires a risk-limiting audit, the scientific evidence about voter verification 

shows that attackers who compromise the BMDs could likely change individual 

votes and even the winner of a close race without detection. Georgia can eliminate 

or greatly mitigate these risks by adopting the same approach to voting that is 

practiced in most of the country: using hand-marked paper ballots and reserving 
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BMDs for voters who need or request them. Absent security improvements such as 

this, it is my opinion that Georgia's voting system does not satisfy accepted security 

standards. Neither Dr. Gilbert nor Dr. Adida offers a contrary opinion in their 

respective declarations, instead ignoring the critical issue of whether the voting 

system used in Georgia-which neither claims to have examined-reliably protects 

the right to vote for individual Georgia voters. 

I declare under penalty of the perjury laws of the State of Georgia and the 

United States that the foregoing is true and correct and that this declaration was 

executed this 2nd day of August, 2021 in Rushland, Pennsylvania. 

DERMAN 
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