Procurement Contract #023-S1111

AGREEMENT FOR SERVICES #252-167-M-E2010

THIS AGREEMENT made and entered into by and between the County of El Dorado, a political
subdivision of the State of California (hereinafter referred to as 'COUNTY") and Crossroads
Diversified Services, Inc., a California corporation, duly qualified to conduct business in the State of
California, whose principal place of business is 9300 Tech Center Drive, #100, Sacramento, CA
95826; (hereinafter referred to as "CONTRACTOR"),

RECITALS

WHEREAS, COUNTY has determined that it is necessary to obtain a CONTRACTOR to provide
services in the area of employment training and job development to work with clients referred by
COUNTY Health Services Department, Mental Health Division (MHD); and

WHEREAS, CONTRACTOR has represented to COUNTY that it is specially trained,
experienced, expert and competent to perform the special services required hereunder and
COUNTY has determined to rely upon such representations; and

WHEREAS, it is the intent of the parties hereto that such services be in conformity with all
applicable federal, state and local laws; and

WHEREAS, COUNTY bhas determined that the provision of these services provided by
CONTRACTOR is in the public’s best interest, and that these services are more economically and
feasibly performed by outside independent contractors as well as authorized by El Dorado County
Charter, Section 210 (b) (6) and/or Government Code 31000;

NOW, THEREFORE, COUNTY and CONTRACTOR mutually agree as follows:
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Procurement Contract #023-S1111

Article I. SCOPE OF SERVICES
CONTRACTOR agrees to furnish personnel necessary to provide the services set forth in Exhibit
"A*, marked "Program Description®, incorporated herein and made by reference a part hereof.

Meetings CONTRACTOR will participate in quarterly contractor meetings and monthly team
meetings with the COUNTY MHD for the purpose of reviewing the implementation of the
program under this contract and will cooperate in making data and information on the
implementation of this contract accessible to MHD.

Language Interpreting Services To the extent that it may be needed to support communications
with clients, free language interpreting services will be available via the interpreting agreement
maintained by COUNTY.

Reports and Data CONTRACTOR shall collect and provide program implementation, financial,
and related data and information on the activities conducted hereunder as may be requested by
COUNTY - including the MHSA Full Service Partnership (FSP) forms on a timely basis (available
from the State Department of Mental Health at
http://www.dmh.ca.gov/POQI/Full_Service Forms.asp).

CONTRACTOR will provide monthly service delivery reports (see Exhibit 'B”, marked
“Crossroads Monthly Service Delivery Report”, incorporated herein and made by reference a part
hereof). , :

It is understood and agreed that COUNTY'S access to, and CONTRACTOR’S timely submission
of program implementation, financial, and related data, including the data and information called
for in Exhibit “B, is an essential element of this agreement. It is further understood and agreed
that these requirements may be modified or updated by COUNTY from time to time, in writing,

A Quarterly Performance Report (Exhibit “C”, incorporated herein and made by reference a part
hereof) shall be submitted one month after the end of the quarter. An Annual Performance
Report (Exhibit “D”, incorporated herein and made by reference a part hereof) and a Year End
Progress Report (Exhibit “E”, incorporated herein and made by reference a part hereof) shall be
submitted one month after the end of the fiscal year.

Office Space  Office space will be made available for use by CONTRACTOR employees. This
office space provides for co-located service delivery with the MHD staff currently located at 670
Placerville Drive, Placerville, California. This space shall include use of two desks and chairs and
two telephones. CONTRACTOR will have use of group and/or conference room space at this
facility to provide services to clients as well.

If access to the COUNTY computer system applies, CONTRACTOR agrees to follow the “El
Dorado County Computer and Network Resource Usage Policies and Standards Guide”,
attached hereto as Exhibit “F”, incorporated herein and made by reference a part hereof, or any
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Procurement Contract #023-S1111

update or revision as may be approved by the County Board of Supervisors. CONTRACTOR also
agrees to have its employees using COUNTY computers sign the “County User Agreement”,
which is contained on page 12 of Exhibit “F".

Article II. TERM
This Agreement shall be effective July 1, 2010 and shall expire June 30, 2011, unless terminated
earlier pursuant to provisions under Article XI or Article XII herein.

Article ITIl. COMPENSATION FOR SERVICES

CONTRACTOR shall submit monthly invoices no later than thirty (30) days following the end
of a “service month” except in those instances where CONTRACTOR obtains written approval
from County Health Services Director or Director’s designee granting an extension of the time to
complete billing for services or expenses. For billing purposes, a “service month” shall be defined
as a calendar month during which CONTRACTOR provides services in accordance with
ARTICLET, “Scope of Services™.

For the purposes of this Agreement, the hourly rate shall be $46, which includes wages, benefits
(including paid leave), supervision, support staff and overhead (including, but not necessarily
limited to, office suppliés, mileage, communication, fees, insurance, postage, printing and
duplication, and administrative overhead). Services will be provided by a specialized team
comprised of a Job Developer, Employment Specialist, and an Employment Assistant/Job Coach.

Flex funds for Full Service Partnership (FSP) clients may be used to purchase supports relevant to
the Vocational Plan, as agreed upon by the client, COUNTY case manager, and CONTRACTOR,
and as authorized by a COUNTY Program Manager on an MHSA FSP Flex Funds Authorization
Form attached hereto as Exhibit “G”, incorporated herein and made by reference a part hereof.

For services provided herein, COUNTY agrees to pay CONTRACTOR monthly in arrears and
within forty-five (45) days following the COUNTY °S receipt and approval of itemized invoice(s)
identifying services rendered. Payment shall be made for actual services rendered and shall not be
made for services the client did not attend or receive.

The total amount of this Agreement shall not exceed $99,800.

Article IV. HIPAA COMPLIANCE:

As a condition of Contractor performing services for the County of El Dorado, Contractor shall
execute that Business Associate Agreement which is attached hereto as Exhibit "H', which is
incorporated herein for all intents and purposes.
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Procurement Contract #023-S1111

Article V. DEBARMENT AND SUSPENSION CERTIFICATION
By signing this agreement, the CONTRACTOR agrees to comply with applicable federal
suspension and debarment regulations including, but not limited to 45 CFR 76.

By signing this agreement, the CONTRACTOR certifies to the best of its knowledge and belief,
that it and its principals:

A Are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded by any federal department or agency;

B. Have not within a three year period preceding this application/proposal/agreement been
convicted of or had a civil judgment rendered against them for commission of fraud or a criminal
offense in connection with obtaining, attempting to obtain, or performing a public (Federal,
State or local) transaction or contract under a public transaction; violation of Federal or State
antitrust statutes or commission of embezzlement, theft, forgery, bribery, falsification of
destruction of records, making false statements, or receiving stolen property;

C. Are not presently indicted for or otherwise criminally or civilly charged by a
governmental entity (Federal, State, or local) with commission of any of the offenses enumerated
in Paragraph b(2) herein;

D. Have not within a three _(3)/yeér period preceding this application/proposal/agreement
had one or more public transactions (Federal, State or local) terminated for cause or default;

E. Shall not knowingly enter in to any lower tier covered transaction with a person who is
proposed for debarment under federal regulations (i.e., 48 CFR part 9, subpart 9.4), debarred,
suspended, declared ineligible or voluntarily excluded from participation in such transactions,
unless authorized by the State; and

F. Shall include a clause entitled, "Debarment and Suspension Certification’ that essentially
sets forth the provisions herein, in all lower tier covered transactions and in all solicitations for
lower tier covered transactions. :

If the CONTRACTOR is unable to certify to any of the statements in this certification, the
CONTRACTOR shall submit an explanation to COUNTY.

The terms and definitions herein have the meanings set out in the Definitions and Coverage
sections of the rules implementing Federal Executive Order 12549.

If the CONTRACTOR knowingly violates this certification, in addition to other remedies
available to the Federal Government, COUNTY may terminate this agreement for cause or
default.
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Article VI. RECORDS RETENTION

CONTRACTOR shall keep books and records as prescribed by COUNTY for each client of the
CONTACTOR for five (5) years together with complete and adequate financial records for all
expenditures made by CONTRACTOR in connection with the administration of the program.
Such records shall be open for inspection on request by the COUNTY program manager, or
designee, at times mutually agreed upon by the parties hereto.

Article VI. CHANGES TO AGREEMENT

This Agreement may be amended by mutual consent of the parties hereto. Said amendments shall
become effective only when in writing and fully executed by duly authorized officers of the parties
hereto.

Article VIII. CONTRACTOR TO COUNTY

It is understood that the services provided under this Agreement shall be prepared in and with
cooperation from COUNTY and its staff. It is further agreed that in all matters pertaining to this
Agreement, CONTRACTOR shall act as Contractor only to COUNTY and shall not act as
Contractor to any other individual or entity affected by this Agreement nor provide information in
any manner to any party outside of this Agreement that would conflict with CONTRACTOR S
responsibilities to COUNTY during term hereof.

Article IX. ASSIGNMENT AND DELEGATION

CONTRACTOR is engaged by COUNTY for its unique qualifications and skills as well as those of
its personnel. CONTRACTOR shall not subcontract, delegate or assign services to be provided, in
whole or in part, to any other person or entity without prior written consent of COUNTY.

Article X. INDEPENDENT CONTRACTOR/LIABILITY

CONTRACTOR is, and shall be at all times, deemed independent and shall be wholly responsible
for the manner in which it performs services required by terms of this Agreement.
CONTRACTOR exclusively assumes responsibility for acts of its employees, associates, and
subcontractors, if any are authorized herein, as they relate to services to be provided under this
Agreement during the course and scope of their employment.

CONTRACTOR shall be responsible for performing the work under this Agreement in a safe,
professional, skillful and workmanlike manner and shall be Hable for its own negligence and
negligent acts of its employees. COUNTY shall have no right of control over the manner in which
work is to be done and shall, therefore, not be charged with responsibility of preventing risk to
CONTRACTOR or its employees.
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Article XI. FISCAL CONSIDERATIONS

The parties to this Agreement recognize and acknowledge that COUNTY is a political subdivision
of the State of California. As such, El Dorado County is subject to the provisions of Article XVI,
Section 18 of the California Constitution and other similar fiscal and procurement laws and
regulations and may not expend funds for products, equipment or services not budgeted in a given
fiscal year. It is further understood that in the normal course of COUNTY business, COUNTY will
adopt a proposed budget prior to a given fiscal year, but that the final adoption of a budget does not
occur until after the beginning of the fiscal year.

Notwithstanding any other provision of this Agreement to the contrary, COUNTY shall give notice
of cancellation of this Agreement in the event of adoption of a proposed budget that does not
provide for funds for the services, products or equipment subject herein. Such notice shall become
effective upon the adoption of a final budget which does not provide funding for this Agreement.
Upon the effective date of such notice, this Agreement shall be automatically terminated and
COUNTY released from any further liability hereunder.

In addition to the above, should the Board of Supervisors during the course of a given year for
financial reasons reduce, or order a reduction, in the budget for any COUNTY department for
which services were contracted to be performed, pursuant to this paragraph in the sole discretion
of the COUNTY, this Agreement may be deemed to be canceled in its entirety subject to payment
for services performed prior to cancellation. -

Article XTI. DEFAULT, TERMINATION, AND CANCELLATION

Section 12.01 Default

Upon the occurrence of any default of the provisions of this Agreement, a party shall give written
notice of said default to the party in default (notice). If the party in default does not cure the
default within ten (10) days of the date of notice (time to cure), then such party shall be in default.
The time to cure may be extended at the discretion of the party giving notice. Any extension of
time to cure must be in writing, prepared by the party in default for signature by the party giving
notice and must specify the reason(s) for the extension and the date on which the extension of
time to cure expires.

Notice given under this section shall specify the alleged default and the applicable Agreement
provision and shall demand that the party in default perform the provisions of this Agreement
within the applicable period of time. No such notice shall be deemed a termination of this
Agreement unless the party giving notice so elects in this notice, or the party giving notice so elects
in a subsequent written notice after the time to cure has expired. In the event of termination for
defanlt, COUNTY reserves the right to take over and complete the work by contract or by any
other means. '

Section 12.02 Bankruptcy
This Agreement, at the option of the COUNTY, shall be terminable in the case of bankruptcy,

voluntary or involuntary, or insolvency of CONTRACTOR.
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Section 12.03 Ceasing Performance

COUNTY may terminate this Agreement in the event CONTRACTOR ceases to operate as a
business, or otherwise becomes unable to substantially perform any term or condition of this
Agreement.

Section 12.04 Termination or Cancellation without Cause

COUNTY may terminate this Agreement in whole or in part upon seven (7) calendar days written
notice by COUNTY without cause. If such prior termination is effected, COUNTY will pay for
satisfactory services rendered prior to the effective dates as set forth in the Notice of Termination
provided to CONTRACTOR, and for such other services, which COUNTY may agree to in writing
as necessary for contract resolution. In no event, however, shall COUNTY be obligated to pay
more than the total amount of the contract. Upon receipt of a Notice of Termination,
CONTRACTOR shall promptly discontinue all services affected, as of the effective date of
termination set forth in such Notice of Termination, unless the notice directs otherwise.

Article XIII. NOTICE TO PARTIES
All notices to be given by the parties hereto shall be in writing and served by depositing same in the
United States Post Office, postage prepaid and return receipt requested.

- Notices to COUNTY shall be addressed as follows:

COUNTY OF EL. DORADO

HEAILTH SERVICES DEPARTMENT
931 SPRING STREET '
PLACERVILLE, CA 95667

ATTN: NEDA WEST, DIRECTOR

or to such other location as the COUNTY directs.
Notices to CONTRACTOR shall be addressed as follows:

CROSSROADS DIVERSIFIED SERVICES, INC.

9300 TECH CENTER DRIVE, #100

SACRAMENTO, CA 95826

ATTN: DAVID DeLEONARDIS, CHIEF EXECUTIVE OFFICER

or to such other location as the CONTRACTOR directs.

Article XIV. INDEMNITY

The CONTRACTOR shall defend, indemnify, and hold the COUNTY harmless against and from
any and all claims, suits, losses, damages and liability for damages of every name, kind and
description, including attorneys fees and costs incurred, brought for, or on account of, injuries to or
death of any person, including but not limited to workers, COUNTY employees, and the public, or
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Procurement Contract #023-S1111

damage to property, or any economic or consequential losses, which are claimed to or in any way
arise out of or are connected with the CONTRACTOR'S services, operations, or performance
hereunder, regardless of the existence or degree of fault or negligence on the part of the COUNTY,
the CONTRACTOR, subcontractor(s) and employee(s) of any of these, except for the sole, or
active negligence of the COUNTY, its officers and employees, or as expressly prescribed by statute.
This duty of CONTRACTOR to indemnify and save COUNTY harmless includes the duties to
defend set forth in California Civil Code Section 2778.

Article XV. INSURANCE
CONTRACTOR shall provide proof of a policy of insurance satisfactory to the El Dorado County
Risk Manager and documentation evidencing that CONTRACTOR maintains insurance that

meets the following requirements:

Full Workers' Compensation and Employers' Liability Insurance covering all employees of
CONTRACTOR as required by law in the State of California.

Commercial General Liability Insurance of not less than $1,000,000 combined single limit per
occurrence for bodily injury and property damage.

Automobile Liability Insurance of not less than $1,000,000 is required in the event motor vehicles
are used by the CONTRACTOR in the performance of the Agreement. ‘

In the event CONTRACTOR is a licensed professional, and is performing professional services
under this Agreement, professional liability (for example, malpractice insurance) is required with a
limit of liability of not less than $1,000,000 per occurrence.

CONTRACTOR shall furnish a certificate of insurance satisfactory to the El Dorado County Risk
Manager as evidence that the insurance required above is being maintained.

The insurance will be issued by an insurance company acceptable to Risk Management, or be
provided through partial or total self-insurance likewise acceptable to Risk Management.

CONTRACTOR agrees that the insurance required above shall be in effect at all times during the
term of this Agreement. In the event said insurance coverage expires at any time or times during
the term of this Agreement, CONTRACTOR agrees to provide at least thirty (30) days prior to said
expiration date, a new certificate of insurance evidencing insurance coverage as provided for herein
for not less than the remainder of the term of the Agreement, or for a period of not less than one (1)
year. New certificates of insurance are subject to the approval of Risk Management and
CONTRACTOR agrees that no work or services shall be performed prior to the giving of such
approval. In the event the CONTRACTOR fails to keep in effect at all times insurance coverage as
herein provided, COUNTY may, in addition to any other remedies it may have, terminate this
Agreement upon the occurrence of such event.
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* The certificate of insurance must include the following provisions stating that:

The insurer will not cancel the insured's coverage without thirty (30) days prior written notice to
COUNTY, and;

The County of El Dorado, its officers, officials, employees, and volunteers are included as additional
insured, but only insofar as the operations under this Agreement are concerned. This provision
shall apply to the general liability policy.

The CONTRACTOR'S insurance coverage shall be primary insurance as respects the COUNTY, its
officers, officials, employees and volunteers. Any insurance or self-insurance maintained by the
COUNTY, its officers, officials, employees or volunteers shall be excess of the CONTRACTOR'S
insurance and shall not contribute with it.

Any deductibles or self-insured retentions must be declared to and approved by the COUNTY,
either: the insurer shall reduce or eliminate such deductibles or self-insured retentions as respects
the COUNTY, its officers, officials, employees, and volunteers; or the CONTRACTOR shall
procure a bond guaranteeing payment of losses and related investigations, claim administration
and defense expenses.

Any failure to comply with the reporting provisions of the policies shall not affect coverage
provided to the COUNTY, its officers, officials, employees or volunteers.

The insurance companies shall have no recourse against the County of El Dorado, its officers and
employees or any of them for payment of any premiums or assessments under any policy issued by
any insurance company.

CONTRACTOR'S obligations shall not be limited by the foregoing insurance requirements and
shall survive expiration of this Agreement.

In the event CONTRACTOR cannot provide an occurrence policy, CONTRACTOR shall provide
insurance covering claims made as a result of performance of this Agreement for not less than three
(3) years following completion of performance of this Agreement.

Certificate of insurance shall meet such additional standards as may be determined by the
contracting County Department either independently or in consultation with Risk Management,
as essential for the protection of the COUNTY.

Article XVI. INTEREST OF PUBLIC OFFICIAL

No official or employee of COUNTY who exercises any functions or responsibilities in review or
approval of services to be provided by CONTRACTOR under this Agreement shall participate in
or attempt to influence any decision relating to this Agreement which affects personal interest or
interest of any corporation, partnership, or association in which he/she is directly or indirectly
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Procurement Contract #023-S1111

interested; nor shall any such official or employee of COUNTY have any interest, direct or indirect,
in this Agreement or the proceeds thereof.

Article XVII. INTEREST OF CONTRACTOR

CONTRACTOR covenants that CONTRACTOR presently has no personal interest or financial
interest, and shall not acquire same in any manner or degree in either: 1) any other contract
connected with or directly affected by the services to be performed by this Agreement; or, 2) any
other entities connected with or directly affected by the services to be performed by this
Agreement. CONTRACTOR further covenants that in the performance of this Agreement no
person having any such interest shall be employed by CONTRACTOR.

Article XVIII.CONFLICT OF INTEREST

The parties to this Agreement have read and are aware of the provisions of Government Code
Section 1090 et seq. and Section 87100 relating to conflict of interest of public officers and
employees. CONTRACTOR attests that it has no current business or financial relationship with
any COUNTY employee(s) that would constitute a conflict of interest with provision of services
under this contract and will not enter into any such business or financial relationship with any
such employee(s) during the term of this Agreement. COUNTY represents that it is unaware of
any financial or economic interest of any public officer or employee of CONTRACTOR relating
to this Agreement. It is further understood and agreed that if such a financial interest does exist
at the inception of this Agreement either party may immediately terminate this Agreement by
giving written notice as detailed in the Article in the Agreement titled, “Default, Termination
and Cancellation”.

Article XIX. CALIFORNIA RESIDENCY (FORM 590)

All independent contractors providing services to the COUNTY must file a State of California
Form 590, certifying their California residency or, in the case of a corporation, certifying that they
have a permanent place of business in California. The CONTRACTOR will be required to submit
a Form 590 prior to execution of an Agreement or COUNTY shall withhold seven (7) percent of
each payment made to the CONTRACTOR during term of the Agreement. This requirement
applies to any agreement/contract exceeding $1,500.00.

Article XX. TAXPAYER IDENTIFICATION NUMBER (FORM W-9)

All independent contractors or corporations providing services to the COUNTY must file a
Department of the Treasury Internal Revenue Service Form W-9, certifying their Taxpayer
Identification Number.

Article XXI. COUNTY BUSINESS LICENSE
It is unlawful for any person to furnish supplies or services, or transact any kind of business in
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the unincorporated territory of El Dorado County without possessing a County business license
unless exempt under County Code Section 5.08.070.

Article XXII. ADMINISTRATOR

The COUNTY Officer or employee with responsibility for administering this Agreement is
Christine Kondo-Lister, Deputy Director, Health Services Department, Mental Health Division, or
SUCCesSOr.

Article XXIII. AUTHORIZED SIGNATURES

The parties to this Agreement represent that the undersigned individuals executing this
Agreement on their respective behalf are fully authorized to do so by law or other appropriate
instrument and to bind upon said parties to the obligations set forth herein.

Article XXTV. PARTIAL INVALIDITY

If any provision of this Agreement is held by a court of competent jurisdiction to be invalid, void or
unenforceable, the remaining provisions will continue in full force and effect without being
impaired or invalidated in any way. ’ :

Article XXV. VENUE

Any dispute resolution action arising out of this Agreement, including, but not limited to,
litigation, mediation, or arbitration, shall be brought in El Dorado County, California, and shall
be resolved in accordance with the laws of the State of California.

Article XXVI. ENTIRE AGREEMENT

This document and the documents referred to herein or exhibits hereto are the entire Agreement
between the parties and they incorporate or supersede all prior written or oral Agreements or
understandings.

REQUESTING DEPARTMENT HEAD CONCURRENCE:

By: %Aé Lj@%" Dated: 6-/[-/0

Neda West, Director
Health Services Department

1/
//
1
/"
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the dates

indicated below.

--COUNTY OF EL DORADO--

%ﬂ% Wﬁ% Dated: &/ R25/)0

Norma Santiago, Chair
Board of Supervisors
"COUNTY’

Attest: Suzanne Allen de Sanchez
Clerk of the Board of Supervisors

. ﬂW Dated: é/.,z 2 / o

Deputy
--CONTRACTOR--

CROSSROADS DIVERSIFIED SERVICES, INC.
A CALIFORNIA CORPORATION

By: /‘72\1} ZZ% (x’U/LL/C\i Dated: (¢ // e / (C

David Del eonardis

i cufive Officer /(
By: % Dated: &/ z 5—2 élzz

%rat& Secretary
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County of El Dorado Health Services Department,
Mental Health Division
Crossroads Diversified Services, Inc.
Exhibit “A”
Program Description

L. Service Location: Health Services Department, Mental Health Division (MHD) office or at
another location to be determined.

II. Scope of Work: Contractor will provide the following services to enable clients referred by
the MHD to engage in work readiness activities including competitive employment.

A. Option One: Introduction to Employment Services Options

Coordination of Services: This includes regular ongoing consultation between the
Employment Specialist, Job Developer and MHD staff; attendance in meetings/trainings
and consultation with family members, support systems and community providers to fully
support clients and resolve barriers.

Definition of Service Needs and Referral: The Employment Specialist meets with each
potential client to review available services and determine readiness to participate. This
may also involve referral to the Department of Rehabilitation as appropriate.

B. Option Two: Employment Readiness Services:
Vocational Assessment: A formal comprehensive evaluation of a client’s vocational
interests, career aspirations, aptitudes, barriers to employment, disability issues,
transferrable skills, education, accommodation needs and the current labor market to
assist in career planning. Information is gathered through client interviews, completion
of standardized assessments, direct observation, review of medical documentation and
consultation with service providers.
Pre-Employment Classes: Workshops that increase a client’s understanding of the world
of work and provide instruction on work issues such as grooming/hygiene, work ethics,
understanding workplace culture, communication, building support systems, etc.
Individual Support Services: This service is intended to assist the client with pre-
employment issues that impact readiness for work. This may include securing volunteer
opportunities to build stamina/skills; mobility training; clarification of criminal
record/expungement options; referral for Social Security Benefits consultation and other
services as needed.

C. Option Three: Employment Services:

Employment Preparation Classes: This workshop is designed to give clients the skills
and confidence necessary to obtain employment. This includes developing a Master
Application, Skills Statement, Resume; practicing interviewing techniques and learning
effective job search strategies.

Job Development/Placement: Crossroads works in partnership with each client to
identify appropriate community employment opportunities and secure interviews. The
Job Developer is available to assist the client complete applications and may attend the
interview at the client’s request. Follow-up with the employer occurs to further promote
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the client and resolve any issues that impact a hiring decision.

Post-Employment Support: Provided for working clients to assist them in maintaining
employment and ensure the employer’s expectations are met. This may include on-site
support to structure job duties and resolve barriers to employment. Consultation
regarding accommodations is also available for employers.

. Option Four: Small Business Development Services:

Business Development: Assistance for clients who are interested in starting a small
business. This may include an analysis of the need for a particular service, linkage to
small business resources, development of promotional materials and identification of
additional resources as needed.

. Additional Support Services:

Clothes/Tools: Financial assistance to assist clients purchase interview/work clothing
and tools required to perform a job.

Travel Funds: Financial assistance to assist clients with the travel costs incurred
attending appointments, meeting employers and traveling to work prior to receiving the
first paycheck.

Job Coaching: Intensive on-site assistance to a client when they are newly employed.
Services include developing task analysis to break down individual steps of a job,
demonstrating specific job tasks, providing verbal cues to enhance learning and assisting
the client develop good relationships with supervisors and co-workers

11-0708.C.14



Staff Name:

=

EXHIBIT "B"

Crossroads Diversified Services, Inc.

. QOption 2 Option 4
Date of Client Name Voc. | Pre- Ind. Bus. Dev.|Total Hours Per| Rate Clothes| Tools/ Total Client
Service of+ [Needs/|Assmnt.] Emp | Support Client Supplies | Transportation
Svcs. | Refer Class | Svcs. | Class | Place. | Support Costs
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00
0.00 $46.00

5/14/2010

$46.00

| Total Mbnithly Client Caéts:

i
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UNIQUE CLIENTS SERVED

Gender:

Age Group:

Race/Ethnicity:

Primary Language:

Other Cultural Groups:

Exhibit «“C”
Crossroads Quarterly Performance Report
Quarter # Fiscal Year

Male:

Female:

Youth (0-15):

TAY (16-25):

Adult (26-59):

Older Adult (60+):

Hispanic:

White:

Native:

African American:

Asian:

Pacific Islander:

Multi:

Other:

Spanish:

English:

Vietnamese:

Cantonese:

Mandarin:

Tagalog:

Cambodian:

Hmong:

Russian:

Farsi:

Arabic:

Other:

LGBTQ:

Other:
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UNIQUE CLIENTS SERVED

Gender:

Age Group:

Race/Ethnicity:

Primary Language:

Other Cultural Groups:

Exhibit “D”
MHSA Crossroads Annual Performance Report
Fiscal Year

Male:

Female:

Youth (0-15):

TAY (16-25):

Adult (26-59):

Older Adult (60+):

Hispanic:

White:

Native:

African American:

Asian:

Pacific Islander:

Multi:

Other:

Spanish:

English:

Vietnamese:

Cantonese:

Mandarin:

Tagalog:

Cambodian:

Hmong:

Russian:

Farsi:

Arabic:

Other:

LGBTQ:

Other:
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Exhibit “E”
MHSA Crossroads Year End Progress Report
Fiscal Year

Program/Services Implementation — Community Services and Supports (CSS)

1) Briefly report on how the implementation of your MHSA program is progressing: whether
implementation activities are generally proceeding as described in the County’s approved Plan, any
key differences, and any major challenges.

2) Provide a brief narrative description of progress in providing services to unserved and underserved
populations, with emphasis on reducing racial/ethnic disparities.

3) Please provide the following information for your MHSA CSS project:

a) The problems and needs addressed by the Project.

b) The type of services provided.

¢) Any outcomes data, if available (optional).

d) The type and dollar amount of leveraged resources and/or in-kind contributions (if applicable).
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EXHIBIT "F"

El Dorado County

Computer and Network Resource
Usage Policies and Standards Guide

General Use
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INTRODUCTION

This Computer and Network Resource Usage Policies and Standards Guide has been created
to assist El Dorado County employees in understanding their responsibilities when using
County computer workstations, printers, peripherals, software, and network resources. The
Guide is intended to comply with Board Policy A-19 and applies to all County employees.

There are a number of changes to this latest revision of the Computer and Network Usage
Policies and Standards Guide. The majority of these changes are driven by new regulations
from various government agencies that necessitate an increased focus on security and the
protection against loss or theft of data in protected classes. These classes include the
Health Insurance Portability and Accountability Act (HIPAA), Personally Identifiable
Information (PII) and Protected Health Information (PHI), Sarbanes-Oxley, etc.)

Page 12, “El Dorado County Computer and Network Resource Usage Policies Agreement”
must be signed by all County employees indicating they have read and understood the
General Usage Policies, “1.1 - Background” through “1.14 - Remote Access Policies”.

It is mandatory that the employee sign the Agreement on an annual basis. It is suggested
that the employee re-sign the Agreement at the time of their annual evaluation.

This policy and standards document is subject to periodic revision.
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GENERAL USAGE POLICIES

1.1 Background

El Dorado County has an extensive communication infrastructure with
network and computing resources for use by County employees,
contractors, vendors, quasi-governmental employees (fire departments,
community services districts, etc.) and temporary workers, hereafter

- referred to as “County User”. In addition, the County provides a large
and continuously growing number of computer workstations, printers,
peripherals, software, training, and supplies to all County sites. These
items are provided by El Dorado County to allow County Users to perform tasks efficiently to
meet the goals established by the El Dorado County Board of Supervisors.

While most are familiar with the term “computer”, it is only one of the resources that are
collectively known as network resources. Network resources consist of computers and their
associated peripherals. These network resources, applications, and data provide the means
to deliver services to El Dorado County residents.

While much of the data used by El Dorado County is “public” information, with legislative
changes (HIPAA, PII, PHI, Sarbanes-Oxley, etc.) there is a need to safeguard the data the
County uses and to maintain the security and privacy of that data. Automatic and
procedural security controls are in place to prevent or reduce unauthorized access to these
resources. The primary responsibility for maintaining the integrity, security, and privacy of
this information and its resources lies with the County User. :

All computer systems furnished by the County, including but not limited to computer
equipment, software, operating systems, storage media, and network accounts providing
electronic communication, file storage, Internet access (“www” browsing, use groups, etc.)
- and FTP (File Transfer Protocol), are the property of El Dorado County. These systems are
to be used for business purposes in serving the interests of the County in the course of
normal operations. Improper use of any of these resources can result in lost or degraded
services to some or all County Users. Violation of local, State and Federal laws, rules and
policies may call for prosecution under the law, including fines and imprisonment and
disciplinary action.

County Users are responsible for reading, understanding, and following the appropriate use
of County equipment and the release of County data. This document summarizes policies
and offers standards and guidelines regarding the integrity, security, and privacy of County
data, network resources and computers. County Users should contact their supervisors for
any necessary clarification.

1.2 Purpose

The purpose of these policies is to define the acceptable use of
computer equipment and networked resources throughout El Dorado
County. These policies are in place to protect the County User and EI
Dorado County. Inappropriate use exposes El Dorado County to risks
including but not limited to virus attacks, compromising network
systems and services, and potential civil or criminal litigation. These

1
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policies apply to all computer equipment that is used by County Users or any device
connected to the El Dorado County network.

Deviations from these policies may occur based on specific departmental technical needs.
Deviations must be reviewed and approved by the Director, Information Technologies (I.T.)
or designee. I.T. decisions may be appealed to the IT Steering Committee.

1.3 General Use and Ownership

The County’s business information, telephone, network, computer and
software resources, peripherals and supplies are County property and
are intended to be used to conduct County business. They do not
belong to individuals and are used by County Users for the purpose of
completing the work required for their position while employed or
contracted by the County.

All data created or received on the County’s computer systems remains the property of Ei
Dorado County. There is no reasonable expectation of privacy regarding the confidentiality
of information stored on any computer, terminal or network device belonging to El Dorado
County, whether related to County business or to personal use.

It is the responsibility of the County User to safequard confidential information from
unauthorized disclosure or use. County Users shall not seek to use personal or confidential
information for their own use or personal gain. County Users must take all reasonable
precautions to ensure privacy is maintained under the law while handling information in any
form, including but not limited to voice, electronic (disk file, diskette, CD ROM, DVD,
magnetic tape, electronic communication, etc.), paper, photograph, and microfiche
information.

New regulatory requirements dictate computers processing protected classes of information
(HIPAA, PII, PHI Sarbanes-Oxiey, etc.) have their hard drives encrypted. Additionally
portable media devices used to store protected classes of information must also be
encrypted (USB storage devices, etc.). Portable computers (laptops, notebooks, cellular
based personal digital assistants (CPDA)) must be encrypted, contain software designed to
recover lost or stolen devices, and have the ability to be remotely incapacitated and able to
destroy all data on the device).

Access to another County User’s data will not be granted without written or electronic
communication authorization from the appropriate department head or designee. All
electronically stored data remains the property of El Dorado County; intentional destruction
of this property is prohibited.

County Users are responsible for exercising good judgment regarding the reasonableness of
personal use on personal time. County Users may engage in reasonable incidental personal
use of the County’s computer systems, to the extent permitted by the County User’s
department head, as long as such use does not degrade overall system performance (such
as streaming media, i.e. music or video files), detract from a County User’s productivity,
duties, service to the public or to the County, violate any law, or any County policy,
procedure, or regulation or tarnish the image of the County or contribute to the disrepute of
the County.

2
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For securfty and network maintenance purposes, I.T. staff members may monitor
equipment, systems and network traffic at any time. This monitoring shall be done under.
the auspices of this policy, which is incorporated into Board Policy A-19.

1.4 Use of Personally Owned Software and Equipment

Personally owned software may not be installed on County computers,
nor shall personally owned computer hardware or peripheral equipment
be connected to County computers or attached to the County network.

1.5 Compliance with Software Copyright Laws T

A copyright violation exposes the County to substantial risk of legal liability.
County Users may not:

» Install any software without having proof of licensing; or

» Install software licensed for one workstation on multiple machines; or

» Install or distribute “pirated” or other software products that are not appropriately
licensed for use by El Dorado County; or

» Install personal or non-County standard software or peripherals.

County Users may not make unauthorized copies of copyrighted material including, but not
limited to, photographs from magazines, books or other copyrighted sources, copyrighted
music, or any copyrighted software for which the County or the County User does not have
a valid license.

/] 1.6 Disposal of Copyrighted Software Material

/-@ All copyrighted material must be disposed of in such a way as to render it
(J\éy@/é\ useless and to minimize the potential liability to the County. The media
=== on which the copyrighted material was obtained must be physically
: destroyed (for example, CDs, DVDs or floppy disks, will be broken in half
or shredded) and any license keys or any other information that is
required in order to use the software legally must be destroyed.

1.7 Use of Computer Resources

County computer resources are used by hundreds of County
Users. To ensure that these resources are available and working
properly, personal use of these resources must not negatively
impact others.

No County User may attempt to access computer systems, or their resources, unless proper
authorization has been granted by the department head. Any attempt to maliciously alter,
erase, damage, destroy or make otherwise unusable or inaccessible any data, software,
computer, or network system may constitute a felony and may result in any combination of

3
This policy and standards document is subject to periodic revision.
11-0708.C.25



disciplinary action and/or prosecution and fines, including litigation costs and payment of
damages under applicable Local, State, and Federal statutes.

No County User shall willfully or through negligence introduce a malicious program into the
network, any server or computer, (e.g. virus, worm, Trojan horse, electronic communication
bomb etc.), nor shall any County User use port scanners or other intrusive software
intended to undermine the stability and integrity of the County network and attached
resources.

No County User shall use a County computing resource to engage in procuring, viewing or
transmitting material that is pornographic in nature or is in violation of sexual harassment
or hostile workplace guidelines. In general, any material that may be considered
objectionable or may tend to bring the County into disrepute may not be sent via the
County’s computer systems.

El Dorado County has a significant investment in network server hardware and associated
data storage capacity. Please see General Usage Standards and Guidelines — 3.3 Server
Storage Utilization for options and recommendations for the file storage options, directory
structure and back-ups to maximize available server storage space.

1.8 Use of Electronic Communication

The need to manage electronic communication systems properly can be
viewed the same as other records keeping systems; namely, to ensure
compliance with laws concerning the creation, retention, or access to such
electronic communication documents and to manage resources storing such
electronic communication documents.

El Dorado County government agencies that use electronic communications have an
obligation to make County Users aware that electronic communication messages, like paper
records, must be retained and destroyed according to established records management
procedures. They should deploy, or modify, electronic communication systems to facilitate
electronic records management. Specific procedures and processes will vary according to
departmental needs and the particular requirements placed on them via specific .
governmental agency rules or applicable law.

Please see General Usage Standards and Guidelines - 3.1 Electronic Communication for
detail standards in support of these policies.

1.8.1 Definitions

Electronic communication systems transport messages (store and deliver) from one
computer user to another. Electronic communication systems range in scope and size:

e From a local area network electronic communication system that delivers messages
within an agency or office.

» To a wide area network electronic communication system that carries messages to a
variety of physical locations.

e To Internet electronic communication that allows users to send and receive
messages from around the world.

4
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e All County e-mail shall include a disclaimer as part of the e-mail signature, and shali
consist of the following language that is automatically inserted by Lotus Notes /
Domino server at the end of each message that is sent outside the County:

CONFIDENTIALITY NOTICE: This electronic communication with its contents may contain
confidential and/or privileged information. It is solely for the use of the intended recipients(s).
Unauthorized interception, review, use, or disclosure is prohibited and ma 1y violate applicable laws
including the Electronic Communications Privacy Act. Ifyou are not the intended recipient, or
authorized to receive for the intended recipient, please contact the sender and destroy all copies of the
communication. Thank you for your consideration.

Electronic communication messages are documents sent or received by a computer
system. This definition includes: 1) the contents of the communication, 2) any transactional
information, and 3) any attachments associated with such communication. Thus, electronic
communication messages are similar to other forms of communicated messages, such as
correspondence, memoranda, and circular letters.

1.8.2 Personal Use

Incidental personal use, if authorized by the appropriate department head, of the County’s
electronic communication system is permitted as long as it is not excessive and does not
degrade the performance of services or interfere with the County’s normal business
practices and the performance of the County User’s business tasks. County Users should
exercise sound judgment and sensitivity to others when exchanging personal messages in
the workplace. .

Lotus Notes is the County standard e-mail system.
e All incoming e-mail must be addressed to the County User’s County-supplied

electronic communication address such as John.Smith@edcaov.us.
firstname.lastname is the Standard Naming Convention.

e Receipt of non-County addressed e-mail via Internet based Internet Service
Providers (ISP’s) (jsmith@hotmail.com or comcast.com for example) is allowed;
however, such email must be accessed via the Internet. Personal attachments may
not be stored on County storage devices.

» Examples of County incoming e-mails include those ending with edcgov.us, co.el-
dorado.ca.us, edso.org, or /PV/EDC or /SLT/EDC (Lotus Notes addresses).

e The use of Internet-based commercial instant messaging products such as AOL
Instant Messaging, Windows Instant Messaging, MIRC, IRC, etc. is prohibited over
the County’s network.

* Some electronic communication clients allow the use of downloadable plug-ins,
allowing the computer user to add “emoticons” and other animations to their
electronic communication. The downloading, installation and use of any of these
items is prohibited on County computer systems.

1.8.3 State and Federal Laws

Use of the County’s electronic communication system is subject to all applicable Federal and
State communications and privacy laws. In particular, County Users need to be aware that

5
This policy and standards document is subject to periodic revision.
11-0708.C.27



attaching programs, sound, video, and images to electronic communication messages may
violate copyright laws, and data files containing County User or citizen information are
subject to all privacy laws.

1.8.4 Restrictions
Electronic communication may not be used for:

« Unlawful activities.
e Advertising (unsolicited electronic communication commonly referred to as “Spam”).
+ Mail "bombs”.

* Uses that violate departmental, County, State or Federal policies, such as, but not
limited to, obscenity, sexual harassment, hostile work place, etc .

» Any other use which interferes with computing facilities and services of the County.

The list of restrictions is indicative rather than inclusive of restrictions and electronic
communication may not be used for reasons other than those specifically mentioned.

1.8.5 False Identity

County Users shall not employ a false identity in sending electronic communication or alter
forwarded electronic communication out of the context of its original meaning.

1.8.6 Representation

County Users shall not give the impression that they are representing, giving opinions, or
otherwise making statements on behalf of the County unless they are appropriately
authorized, explicitly or implicitly, to do so.

1.8.7 Network Capacity

The County’s electronic communication system shall not be used for purposes that couid
reasonably be expected to cause, either directly or indirectly, excessive use of network
service or capacity, or cause interference with other County Users use of electronic
communication systems, or any computing facilities or services.

For example, attaching files larger than 5 MB to an e-mail message and sending the e-mail
to multiple recipients. Files meant to be shared or accessed by multiple County Users
should be stored on a shared drive and a file path (link) to the file should be sent to the
intended recipients.

1.8.8 Possession

County Users are not responsible for “electronic communication in their possession” when
they have no "reasonable” knowledge of its existence or contents.

Preservation of electronic communication (subject to litigation) is required when an
individual knows or should reasonably know, by official notification or other communications
that the probability of litigation exists or the process of discovery pursuant to litigation
exists. Electronic communication and any associated attachments shall be preserved by all
reasonable means until notified in writing by County Counsel that the litigation period has
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passed and that electronic communication pertaining to litigants no longer needs to be
preserved. Preservation may include any and all electronic communication relating to
possible litigation being copied onto readable media and delivered (with signed receipt) to
County Counsel for later use. By not exercising reasonable and prudent precautions in
preserving potential evidence, including electronic communication, you may subject yourself
to criminal liability.

Every County User has a duty to preserve evidence in litigation. Destroying documents
relevant to threatened or ongoing litigation may result in legal actions against that County
User and against the County.

1.9 Use of the Internet

County User’s incidental personal use of the Internet, if authorized by the
appropriate department head, shall not encroach on or displace time spent
performing their work duties. County Users shall not use the Internet in
any way that may violate any other County rules, regulations, policies,
procedures or practices, or bring civil or criminal liability or public reproach
or any conduct tending to bring the County service into disrepute.

1.10 Computer User ID’s and Password

All County Users shall be assigned “User ID’s” and passwords.
Based on a County User’s responsibilities and his or her department
head’s authorization. The County User may be provided with access
levels which allow him or her to view, create, alter, delete, print, or
transmit information.

CoUnty Users are responsible for maintaining the security of their personal account
passwords and may not release it for use by any other individual.

All user-level passwords (e.g., electronic communication, web, desktop computer, etc.)
must be changed at least every six months. The recommended change interval is every
four months. There are some systems, such as access for DMV records, that require
passwords be changed more often. Please see Section 3.2, Passwords for the correct
construction of passwords.

User accounts (e.g., root, enable, NT admin, application administration accounts, etc.) that
have system-level privileges or administrative privileges must have strong unique
passwords (8-12 character minimum) and will face regular mandatory password changes of
no more than every four (4) months.

Passwords must not be inserted into electronic communication messages or other forms of
electronic communication, including programming languages.

Any County User found to have violated this policy shall immediately have their access
revoked and may be subject to disciplinary action.

Please see General Usage Standards and Guidelines - 3.2 Passwords in support of this
policy. All user-level and system-level passwords must conform to the guidelines described
in Section 3.2.1, Password Construction Guidelines.
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1.11 Computer Viruses

The computer industry faces a continuing onslaught of malicious
viruses, worms, malware and other damaging programs that attack
computer and network resources. The County maintains equipment
and software that reduces the potential impact of viruses, worms,
spam, malware and phishing attacks in order to minimize impact of
these invasions. It is the responsibility of the County User to take
precautions to protect his/her computer and all network resources
throughout the County.

Any computer or peripheral connecting to the El Dorado County network must use County
approved anti-virus software. This software must be configured to receive regular software
and virus signature file updates. All County computing equipment or peripherals, as
applicable, shall run up to date versions of the County approved antivirus software or
operating systems as approved for distribution by the I.T. department.

County Users should be cautious of opening electronic communication. Viruses can also be
received from persons known to the recipient. If there is any doubt as to the validity of an
attachment or the electronic communication, County Users shall delete the electronic
communication and/or the attachment.

County Users may not download any software, including screensavers, from the Internet
without prior authorization from the Director of I. T., or designee.

Computers may not simultaneously connect to the County Wide Area Network (WAN) and
other networks such as commercial, private, personal or direct Internet connections via dial-
up, DSL or broadband connections.

Critical data éhould be maintained on servers for security, anti-virus protection and to
ensure data integrity through system tape back up.

All computers connecting to the County network are required to be current on all operating
system, browser, Office Suite and application updates. These are the updates to the
programs mentioned, not necessarily the most current release of the programs.

1.12 Removable Data Storage Devices

There are many forms of removabie data storage devices in use
today. These devices include, but are not limited to; floppy disk,
CDs, DVDs, USB storage devices, MP3 players and cameras being
the most common. These devices can easily spread malware
(malicious software), viruses, worms, etc. to County computer
equipment and network. To prevent the spread of malware
adherence to the following guidelines is required:

e Floppy drive use has been permanently discontinued.
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o Data on CDs and DVDs and USB devices are automatically scanned for malware upon
insertion and opening of the files contained therein.

» County digital cameras connected to County computers via docking
stations pose little risk and are authorized. Personal digital cameras
used in the conduct of County business are authorized to upload digital
images.

e MP3 players (IPOD’s, etc) may not be connected to County computing
equipment. The downloading of music from the Internet to County
computers is prohibited. Downloading music at home to MP3 players
and connecting to County computers is prohibited due to the very high risk of
infection.

» Access to "shared resource” download sites and us of software such as LimeWire and
others like it using County computers is prohibited as hackers have no problems
obtaining any piece of data off your computer including Personally Identifiable
Information (PII). Then they can and will use this information to destroy your credit
record and life as reported by all major news agencies.

* All USB based storage devices shall be equipped with integral password protected
encryption or Pointsec encryption. Departments processing protected classes of
information shall use Pointsec Portable Media Encryptions (PME) to protect data.
Implementation of this policy shall be incremental with the acquisition of new USB
devices due to budget constraints.

1.13 Portable Computing Devices (WPDA, PDA,
Laptops, Tablets)
Portable computing devices such as wireless and/or standard personal

digital assistants and laptop computers are subject to every element of
the Computer and Network Resource Usage Policies.

Due to their portable nature they are much more prone to loss or theft. Users of these
devices are required to practice due diligence in loss prevention of the physical device and
data contained within.

The following practices must be observed when transporting or using these devices at work
or in the field:

e Physical security is one of the most important aspects of protecting these devices.
Never let them out of your sight or leave them any place unattended.

o If these devices must be left in a vehicle, store them in the trunk or other secure
location, camouflaging them as necessary to keep them out of sight.

» These devices should be protected with their integral security systems:

» Laptops with Biometric devices (finger print scanners, retinal scanners) or smart
cards should be used whenever possible, especially equipment containing sensitive
or regulatory protected data. All laptops must be equipped with Computrace theft
and loss recovery software.
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+ Sensitive data should be stored on secured servers as much as possible. Data stored
on local hard drives or portable media devices shall be encrypted and password
protected.

e All portable computer devices must have appropriate County antivirus software
installed and County approved firewall software for devices connecting to Internet
services to protect data from hackers.

» Wireless Personal Digital Assistants may only communicate with the County e-mail
system through the I.T. approved gateways into the Lotus Notes/Domino e-mail
system. County approved devices include, Blackberry and Windows Mobile 5 or 6
digital assistants. Palm devices will be phased out as they reach end of life and will
not be supported after that point as the gateway that supports Paim OS devices will
be discontinued.

» Data from unknown sources may not be beamed to your portable devices via
infrared ports.

» Devices that are lost or stolen must be immediately reported to your supervisor and
LT..

1.14 Remote Access

This policy applies to County Users utilizing remote services to
access the El Dorado County network. This policy applies to all
implementations of remote access that are directed through a
VPN concentrator, firewall-to-firewall access, or dial-up service to
access County network resources.

If approved by the appropriate department head or authorized representative (if user is not
a County employee) and the County Security Officer, remote access users (County Users,
outside government agencies, contractors, vendors, etc.) may utilize the benefits of remote
access, which is a "user managed” service. Remote access users will be responsible for
selecting an Internet Service Provider (ISP), coordinating installation, installing any required
software, and paying associated fees. When connecting to County hosted remote access
services, the remote access user is responsible for any and all toll charges associated with
the use of remote access equipment.

The following policies apply to remote access users:

» Itis the responsibility of remote access user with remote privileges to ensure that
unauthorized users are not allowed access to El Dorado County internal networks.

» When actively connected to the County network through dial-up services, all other
connections to non-County networks must be disconnected.

e Remote access accounts will be created and managed by El Dorado County I.T.

e All computers connected to El Dorado County internal networks via remote access
are subject to the same security requirements as those connected to the County
network.
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Remote access County Users will be automatically disconnected from El Dorado
County's network after thirty minutes of inactivity. The user must then logon again
to reconnect to the network.

VPN connectivity will be through approved client software or other connectivity
methods as defined by El Dorado County I.T.

When authorized for remote access to the County network using personal
equipment, County Users must understand that their machines are a de facto
extension of El Dorado County's network, and as such are subject to the same rules
and regulations that apply to El Dorado County-owned equipment, and their
machines must be configured to comply with the security policies and standards of El
Dorado County.

When authorized for remote access to the County's network, County Users have
unique access to sensitive resources. To insure network security, it is critical that all
remote County Users actively support and fully comply with the measures described
in these policies. Failure to comply can place the entire County network at serious
risk and could lead to disciplinary action.

Remote access users are required to complete a remote access request form,
provided by L.T., which identifies security, antivirus and other computer protection
requirements for the requesting party’s access. The form must be signed by the
department head, or authorized representative if not a County employee, and the
Security Officer. After submission of the completed form, I.T. will ensure remote
systems meet County specifications prior to granting access to the County network.
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COUNTY USER AGREEMENT

El Dorado County Computer and
Network Policies Agreement

I have read and understand that:

1) As a user of the County's information technology resources, I may have access to
sensitive resources that are connected through the County network. To assure
security throughout the entire County network, it is critical that all users actively
support and fully comply with the measures described in the Computer and Network
Resource Usage Policies and Standards Guide. Failure to comply can place the entire
County network at serious risk. Failure to comply may subject me to disciplinary
action.

2) As a user of the County's information systems I shall at ail times act in accordance
with all applicable laws and County policies, rules or procedures. I shall not use
County information technology resources in an improper or unauthorized manner.

I have received, read and am fully aware of the El Dorado County Computer and Network

Resource Usage Policies and Standards Guide. I agree to comply with the terms of this
policy.

User Name:

Signature:

Date:

This form shall be signed on an annual basis and be retained
in the department, district or agency file.
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GENERAL USAGE STANDARDS AND GUIDELINES

3.1 Electronic Communication

The County encourages the use of electronic communication to enhance
communication and business activities. Standards are necessary to
ensure the appropriate use of electronic communication and to prevent
or limit disruptions to work activity and computer services.

The nature of electronic communication at the present time makes it
susceptible to misuse. County Users need to be aware that sensitive or
private information can be easily forwarded to other individuals the
originator never intended, both internal and external to the County.

Users of the County’s electronic communication services need to be aware that use of these
services is a privilege granted with the expectation that it will be used for business purposes
and in a professional and courteous manner similar to other forms of communication. All
electronic communication sent or received by individuals through County User’s accounts is
the property of the County and may be examined by County officials at the request of a
County User’s department head and with approval from the Director of Human Resources.

It is important to understand and use electronic communication appropriately within the
County use policy and your specific departmental electronic communication use policy.
Additionally, for a guide to safe electronic communication use please refer to the EDCNET,
the County’s intranet website:

http://edcnet/IT/PUBLIC/safe_computing.htmi.

All e-mail, whether it is a new e-mail or it is a response, shall contain the e-mail security
disclaimer as defined in Section 1.8.1 of this document.

3.1.1 Security and Confidentiality

The confidentiality of electronic communication cannot be assured. County Users should
exercise extreme caution in using electronic communication to communicate confidential or
sensitive material. Any electronic communication that contains protected classes of
information (HIPAA, PII, PHI Sarbanes-Oxley, etc.) must be encrypted before it is
electronically communicated.

3.1.2 Anti-Spam Measures

Never respond to a spam electronic communication. Many spam electronic communications
may contain instructions on how to remove your address from their address list. More often
than not, your response only confirms they have a valid address. They will continue to send
you spam and will sell or share the now confirmed active address to other spammers.

Never use your County electronic communication account for Internet purchasing, auction
sites (EBay etc.) or supply your County Internet e-mail account address to suspicious or
untrusted sites.

E! Dorado County has made a significant investment in technologies designed to minimize
our exposure to spam and viruses. This equipment will quarantine suspicious electronic
communication. The equipment uses a series of anti-spam /antivirus measures to assign a
point value to incoming e-mail. When an electronic communication hits these thresholds it
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is normally quarantined. Often times, incoming electronic communication may be
quarantined due to poor maintenance and/or security measures at the senders end, causing
their electronic communication services to be “blacklisted” and resulting in quarantine at our
servers. These actions are by design and meant to protect our systems and your County
computers.

The process of e-mail quarantine may delay the delivery of electronic communication. I.T.
staff checks quarantine areas regularly to minimize the impact on County staff members.
Although this quarantine process may at times be inconvenient, it is necessary to prevent
the entry of un-wanted and potentially dangerous electronic communication into the County
system.

3.1.3 HIPPA and Compliance with Electronic Communication Privacy Act

Standards are under development to comply with above regulations and acts. In general,
electronic communication under the umbrella of these regulations requires data and
electronic communication encryption. The County has adopted hard drive, USB portable
media and e-mail encryption standards. The I.T. department will work with departments
subject to these standards to ensure compliance shall be in place by July of 2010.

3.1.4 E-mail Retention

Formal e-mail retention policies are under review and will be complete in the near future;
after the appropriate review and approval processes. E-mail retention policies differ from e-
mail archiving. Archiving manages the size of e-mail files. Retention manages the age of e-
mail and deletes e-mail that age past a certain date.

3.1.4.1 Account File Size Restrictions and E-mail Retention Standard

E-mail attachments can consume large amounts of storage space on County file servers. It
is recommended that attachments be detached and stored on a local computer or stored on
a server and deleted from electronic communication to preserve electronic communication
server storage.

County User best practices should include proper management of their e-mail. Departments
must develop guidelines pertinent to their business requirements that dictate how long
specific electronic communications should be kept, what can be deleted and when.
Departments undoubtedly have differing needs for retention based on Local, State, and
Federal law as well as accepted best practices within their industries.

A departmental e-mail retention standard must be designed to reflect the need for each
County User to manage his or her e-mail effectively and efficiently. This standard will help
minimize the impact on County resources in storing and managing the County's enterprise
e-mail system.

The maximum e-mail file size is set at 300 Mb. When a County User’s file size reaches 250
Mb the user receives an e-mail notification that their e-mail file is reaching the maximum
allowable size. If the file size reaches the 300 MB limit send\receive e-mail privileges are
suspended until files are deleted or archived to bring the file size below the maximum
allowable size. Contact I.T. for assistance with archiving your e-mail.

3.1.5 Managing E-mail

You may receive and manage your 'production’ e-mail file and create folders as you wish
and according to your department's policy.
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You can manage your e-mail by:
e Deleting e-mail you no longer need.

e Saving only e-mail that you are required to save by department policy or based on
legal requirements, to a designated archive folder(s). This process will move your
‘archived' e-mail from your 'limited' production area to your archive storage location.

* Removing attachments from e-mail and store them on local computer and/or server
storage.

» Printing your e-mail and saving the printed copy (or make Adobe 'PDFs') and then
deleting the e-mail.

e Once a County User no longer needs an e-mail and moves the e-mail to the Trash
folder the e-mail is held in the Trash folder for 96 hours then deleted. By deleting all
e-mail in the Trash folder the County User ensures all messages are deleted.
Reductions to the size of the County User e-mail account after deleting e-mails may
not immediately reflect the accurate size for up to two days due to automated
processes. If a County User requires the size change to take immediate effect due to
reaching the 300Mb limit, contact the Help Desk.

These processes should help bring e-mail file sizes below the allowable limits.

3.1.5.1 Archiving E-mail
E-mail archiving guidelines are still under discussion at this time.

3.1.5.2 Backup Process for Production E-mail and Archived E-mail
e Production e-mail will be backed up daily (normal business day).

e Production e-mail will be backed up to tape on a weekly basis for 'off-site' disaster
recovery purposes.

3.1.5.3 E-mail Account Deletions

All Internet electronic communication is forwarded to the County e-mail system, Lotus
Notes. Upon notification by a department head or Human Resources that a County User is
confirmed to have permanently left County service, the Internet account will be frozen or
deleted. The County e-mail files are moved to “obsolete” and the County User’s name is
removed from the County e-mail list. Files placed in “obsolete” are retained for 60 days and
then deleted. Departments requiring any deviation from this standard should immediately
contact the Director of I. T. to avoid deletion of files intended for an extension of time prior
to deletion.

3.1.5.4 Anti-Virus Measures and E-mail Attachments

Never open any file attached to an electronic communication from an unknown, suspicious
or untrustworthy source. Delete these electronic communications immediately, then
"double delete" them by emptying your Trash. One of our best lines of defense against
malicious attacks is the computer user. Regularly check electronic communication for
notifications sent to you by I.T. regarding viruses and electronic communication “scams”.
An informed computer user is an aware user and can better identify suspicious content in
electronic communication.
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Delete spam, chain, and other junk electronic communication without forwarding.

Never download files from unknown or suspicious sources or websites. Never visit
“underground” sites, hacking sites, or any site that is not required in the execution of your
duties as a County User. These sites can put the integrity of the County network at risk
through malicious code, either intentionally or unintentionally.

Avoid direct disk sharing (peer to peer) with read/write access unless there is a business
requirement to do so.

3.1.6 Electronic Communications - Instant Messaging

The County is using Lotus Instant Messaging as an additional form of electronic
communication between County Users. All policies applicable to electronic mail apply to
electronic messaging. Special precautions must be observed with the use of instant
messaging due to the nature in which transcripts of instant messaging are logged. The
default for Lotus Notes Instant Messaging is “not logged”.

Should any County User receive objectionable, offensive or threatening content during an
instant message session, it is important to follow these procedures:

» Do not close the instant message session or turn off your computer
» Contact your supervisor to report the behavior in question

As applicable, your supervisor will take the appropriate action, up to and including
contacting the Human Resources department who will direct the collection of the data in
question, following strict confidentiality guidelines.

3.2 Passwords

Passwords are an important aspect of computer security. They are the
front line of protection for user accounts. A poorly chosen password may
result in the compromise of El Dorado County's entire corporate network.
As such, all El Dorado County Users are responsible for taking the
appropriate steps, as outlined below, to select and secure their
passwords.

The purpose of this standard is to establish criteria for creation of strong passwords, the
protection of those passwords, and the frequency of change. This includes all County Users
who have or are responsible for an account (or any form of access that supports or requires
a password) on any system that resides at any El Dorado County facility, has access to the
County network, or stores any non-public County information.

3.2.1 Password Construction Guidelines

Passwords are used for various purposes in El Dorado County. Some of the more common
uses include: personal computer accounts, network server accounts, web accounts,
electronic communication accounts, screen saver protection, voice electronic communication
password, and mainframe accounts.

Poor or weak passwords have the following characteristics:

16
This policy and standards document is subject to periodic revision.
11-0708.C.38



e The password contains less than eight characters.

e The password is a word found in a dictionary (English or foreign).

e The password is a common usage word such as:
- Names of family, pets, friends, co-workers, fantasy characters, etc.
- Computer terms and names, commands, sites, companies, hardware, software.
- The words "El Dorado County, “County”, "EDC", or any derivation.
- Birthdays and other personal information such as addresses and phone numbers.
- Word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.
- Any of the above spelled backwards.
- Any of the above preceded or followed by a digit (e.g., secret1, 1secret)

Strong or effective passwords have the following characteristics:
e The password contains at LEAST 8 characters.
» The password contains both upper and lower case characters (e.g., a-z, A-Z)

e The password has digits and punctuatlon characters as well as Ietters (e.g., 0-9, 1@
#FSPANE*()_+~-=\"{3}[1:";'<>?,./)

e The password is not a word in any language, slang, dialect, jargon, etc.
» The password is not based on personal information, names of family, etc.

Try to create passwords that can be easily remembered. One way to do this is create a
password based on a song title, affirmation, or other phrase. For example, the phrase
might be: "This May Be One Way to Remember" and the password could be: "TmB1w2R!" or
"Tmb1W>r~" or some other variation.

NOTE: Do NOT use either of the above examples as passwords!

3.2.2 Password Protection Standards

Do not use the same password for El Dorado County accounts as for other non- County
access (e.g., personal ISP account, EBay, personal electronic communication accounts,
etc.). Do not share El Dorado County passwords with anyone, including administrative
assistants or secretaries. All passwords are to be treated as sensitive, confidential County
information.

Here is a list of password “don‘ts":

e Don't reveal a password over the phone to un-authorized personnel.
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» Don't reveal a password in an electronic communication message.

» Don't reveal a password to the manager without a written request for such
information from your manager.

o Don't talk about a password in front of others.

» Don't hint at the format of a password (e.g., "my family name").
» Don't reveal a password on questionnaires or security forms.

e Don't share a password with family members.

e Don't reveal a password to co-workers while on vacation.

e Don’t use the "Remember Password" feature of applications (e.g., Internet Explorer,
Outlook, Outlook Express, and Entourage).

e Don't write passwords down and store them anywhere in your office.

» Don't store passwords in a file on ANY computer system (including PDA’s) without
encryption.

All computing equipment deployed in El Dorado County shall have screen savers with
password protection enabled and set to lock the computer after ten (10) minutes of
inactivity. County Users should hit “Ctrl/Alt/Delete keys and lock their computers to protect
against un-authorized access whenever leaving their work station.

If someone demands a password, refer them to this document or have them call the
Director of I. T.. Departments needing authorized access should contact the Information
Technology department to securely address this need.

If an account or password is suspected to have been compromised, report the incident to
L.T. immediately and change all passwords.
3.2.3 Application Development Password Standalrds

Mainframe applications should use RACF security functionality. Client-server and web-based
applications should use Active Directory Services security functionality.

3.2.4 Pass Phrases

Pass phrases are generally used for public/private key authentication. A public/private key
system defines a mathematical relationship between the public key that is known by all, and
the private key, that is known only to the user. Without the pass phrase to "unlock” the
private key, the user cannot gain access.

Pass phrases are not the same as passwords. A pass phrase is a longer version of a
password and is, therefore, more secure. A pass phrase is typically composed of multiple
words. Because of this, a pass phrase is more secure against "dictionary attacks.”

A good pass phrase is relatively long and contains a combination of upper and lowercase
letters and numeric and punctuation characters. An example of a good pass phrase:
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"TheTrafficOn50WasTerribleThisMorning"”
All of the rules above that apply to passwords apply to pass phrases.

3.2.5 Use of Passwords and Pass Phrases for Remote Access Users

Access to the El Dorado County networks via Virtual Private Networking (VPN) access and
some networked resources are controlled using the username/password
(challenge/response) mode of authentication. Access to the County network via VPN is
tightly controlled.

3.3 Server Storage Utilization

To maximize server storage, County Users should properly manage their
data and directory structures. There are several methods of file storage
and associated back-up. The recommendations in the next section
provide options and recommendations for file storage, directory
structure and back-ups to ensure the availability of server storage
space.

3.3.1 File Storage Options

e Operating system and applications are loaded on the desktop computer and all data
files stored on the local machine hard drive. This option provides local access to the
computer data files, but offers no backup of those files. Hard drive failure will result
in complete loss of data files. This option is not recommended.

e Operating system and applications are loaded locally and all data files are stored on
a network server. This option safeguards data in two ways: 1) data files reside on
servers, 2) data files on servers are backed up to tape nightly. A possible drawback -
to this option is the inability to access data on the server in the event of server or
network problems.

» Operating system and applications are loaded locally. All data files are stored on the
local hard drive and its directory structure configured to allow for scheduled copying
of local data files to the server. This option safequards data in three ways: 1) data
files reside on local drives, 2) data files reside on server hard drives, 3 ) data files are
backed up to tape nightly. In the event of network or server problems, data files
stored Jocally will be available. While this method requires the largest amount of
user intervention due to regularly scheduled backups of local data files to server
drives, it does provide maximum availability and protection of data files.

e "Thin Client” computer; all files reside on a server. The operating system and
applications run at the server level, data files are stored on server drives. Proper file
management at the server level preserves hard drive space.

3.3.2 Server File Storage

e The majority of County computers are connected to Windows based servers. These
servers store data files and send print jobs to networked printers. Storage must be
managed to maximize storage capacity.
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Server hard drive arrays have finite capacity. NEVER copy the entire contents of
local drives to server drives. This wastes server-based storage.

County User-specific data files should be copied only to the County User’s server
home directory which is normally designated as the “H:” drive.

Data files common to a group should only be copied to the “shared” server
directory’s appropriate sub-directory. Always store data files in the appropriate sub-
directory as defined within your department and/or group. NEVER store data files at
the root of shared directories.

Do not store multiple copies of data files on a server. There is no need to have a
copy of the same file in your home directory and a group directory. Do not de-
compress operating system or application service packs or updates to server hard
drives.

Clean up your directories at least monthly. Delete old data files or files no longer
needed and remove unnecessary iterations or versions of data files. Server storage
is not to be used for storing non-work-related music, video, or picture files.
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Exhibit “G”
El Dorado County

MHSA FSP Flex Funds Authorization Form

Date of request:

Client Initials:

Items to be purchased:

Cost:

MHSA self sufficiency goal and plan for this purchase:

Name & Signature of Staff Member making the request

Agency

Phone #

MHD Program Coordinator Authorization

Date

MHD Program Manager Authorization

C:\windows\Temp\notes418EB6\Crossroads Exhibit G flex fund.doc

Date
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EXHIBIT “H”
HIPAA Business Associate Agreement

This HIPAA Business Associate Agreement is made part of the base contract (“Underlying
Agreement”) to which it is attached, as of the date of commencement of the term of the Underlying
Agreement (the “Effective Date™).

RECITALS

WHEREAS, County and Contractor entered into the Underlying Agreement pursuant to
which Contractor provides services to County, and in conjunction with the provision of such
services, certain Protected Health Information (“PHI’) and Electronic Protected Health Information
(“EPHI”) may be made available to Contractor for the purposes of carrying out its obligations under
the Underlying Agreement; and

WHEREAS, the provisions of the Health Insurance Portability and Accountability Act, Pub.
L. No. 104-161 of 1996 (“HIPAA”), more specifically the regulations found at Title 45, CFR, Parts
160 - 164 (the “Privacy and Security Rule”), as may be amended from time to time, which are
applicable to the protection of any disclosure of PHI pursuant to the Underlying Agreement; and

WHEREAS, County is a Covered Entity, as defined in the Privacy Rule; and

WHEREAS, Contractor, when a recipient of PHI from County, is a Business Associate as
defined in the Privacy Rule; and

WHEREAS, “Individual” shall have the same meaning as the term” individual” in 45 CFR §
164.501 and shall include a person who qualifies as a personal representative in accordance with 45
CFR § 164.202(g); and .

WHEREAS, the parties agree that any disclosure or use of PHI or EPHI be in compliance
with the Privacy and Security Rule or other applicable law;

NOW, THEREFORE, in consideration of the mutual promises and covenants contained
herein, the Parties agree as follows:

1. Definitions. Unless otherwise provided in this Business Associate Agreement,
capitalized terms shall have the same meanings as set forth in the Privacy Rule, as
may be amended from time to time.

2. Scope of Use and Disclosure by Contractor of County Disclosed PHI

A. Contractor shall be permitted to use PHI disclosed to it by the County:

§)) on behalf of the County, or to provide services to the County for the
purposes contained herein, if such use or disclosure would not violate
the Privacy Rule if done by the County, or the minimum necessary
policies and procedures of the County

2) as necessary to perform any and all of its obligations under the
Underlying Agreement.

B. Unless otherwise limited herein, in addition to any other uses and/or
disclosures permitted or authorized by this Business Associate Agreement or
Required by Law, Contractor may:

(1)  use the PHI in its possession for its proper management and
administration and to fulfill any legal obligations.

2) disclose the PHI in its possession to a third party for the purpose of
Contractor’s proper management and administration or to fulfill any
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legal responsibilities of Contractor. Contractor may disclose PHI as

necessary for Contractor’s operations only if:

(a) The disclosure is Required by Law; or

(b) Contractor obtains written assurances from any person or
organization to which Contractor will disclose such PHI that
the person or organization will:

)] hold such PHI in confidence and use or further
disclose it only for the purpose of which Contractor
disclosed it to the third party, or as Required by Law;
and,

(i)  the third party will notify Contractor of any instances
of which it becomes aware in which the
confidentiality of the information has been breached.

3) aggregate the PHI and/or aggregate the PHI with that of other data for
the purpose of providing County with data analyses related to the
Underlying Agreement, or any other purpose, financial or otherwise,
as requested by County.

(4)  notdisclose PHI disclosed to Contractor by County not authorized by
the Underlying Agreement or this Business Associate Agreement
without patient authorization or de-identification of the PHI as
authorized in writing by County.

) de-identify any and all PHI of County received by Contractor under
this Business Associate Agreement provided that the de-identification
conforms to the requirements of the Privacy Rule, 45 CFR and does
not preclude timely payment and/or claims processing and receipt.

C. Contractor agrees that it will neither use nor disclose PHI it receives from

County, or from another business associate of County, except as permitted or

required by this Business Associate Agreement, or as Required by Law, or as

otherwise permitted by law.

Obligations of Contractor. In connection with its use of PHI disclosed by County to
Contractor, Contractor agrees to:

A. Use or disclose PHI only as permitted or required by this Business Associate
Agreement or as Required by Law.
B. Use reasonable and appropriate safeguards to prevent use or disclosure of

PHI other than as provided for by this Business Associate Agreement.

C. To the extent practicable, mitigate any harmful effect that is known to
Contractor of a use or disclosure of PHI by Contractor in violation of this
Business Associate Agreement.

D. Report to County any use or disclosure of PHI not provided for by this
Business Associate Agreement of which Contractor becomes aware.

E. Require subcontractors or agents to whom Contractor provides PHI to agree
to the same restrictions and conditions that apply to Contractor pursuant to
this Business Associate Agreement.

F. Use appropriate administrative, technical and physical safeguards to prevent
inappropriate use or disclosure of PHI created or received for or from the

County.
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G. Implement administrative, physical, and technical safeguards that reasonably
and appropriately protect the confidentiality, integrity, and availability of the
electronic PHI that it creates, receives, maintains, or transmits on behalf of
the County and to follow generally accepted system security principles as
required in final rule 45 CFR Parts 160-164.

H. Contractor will report any security incident of which it becomes aware to the
County. Security incident means the attempted or successful unauthorized
access, use, disclosure, modification, or destruction of information or
interference with system operations. This does not include trivial incidents
that occur on a daily basis, such as scans or “pings”.

I Obtain and maintain knowledge of the applicable laws and regulations related
to HIPAA, as may be amended from time to time.
J. May use PHI to report violations of law to appropriate Federal and State

Authorities, consistent with § 164.502() (1).

PHI Access, Amendment and Disclosure Accounting. Contractor agrees to:

A. Provide access, at the request of County, within five (5) days, to PHI in a
Designated Record Set, to the County, or to an Individual as directed by the
County.

B. To make any amendment(s) to PHI in a Designated Record Set that the
County directs or agrees to at the request of County or an Individual within
sixty (60) days of the request of County.

C. To assist the County in meeting its disclosure accounting under HIPAA:
(1) Contractor agrees to document such disclosures of PHI and

information related to such disclosures as would be required for the
County to respond to a request by an Individual for an accounting of
disclosures of PHI.

2) Contractor agrees to provide to County or an Individual, within sixty
(60) days, information collected in accordance with this section to
permit the County to respond to a request by an Individual for an
accounting of disclosures of PHI.

€)) Contractor shall have available for the County the information
required by this section for the six (6) years preceding the County’s
request for information (except the Contractor need have no
information for disclosures occurring before April 14, 2003).

D. Make available to the County, or to the Secretary of Health and Human
Services, Contractor’s internal practices, books and records relating to the use
of and disclosure of PHI for purposes of determining Contractor’s
compliance with the Privacy Rule, subject to any applicable legal restrictions.

E. Within thirty (30) days of receiving a written request from County, make
available any and all information necessary for County to make an accounting
of disclosures of County PHI by Contractor.

F. Within sixty (60) days of receiving a written request from County,
incorporate any amendments or corrections to the PHI in accordance with the
Privacy Rule in the event that the PHI in Contractor’s possession constitutes a
Designated Record Set.
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G. Not make any disclosure of PHI that County would be prohibited from
making.

Obligations of County.

A. County agrees that it will make its best efforts to promptly notify Contractor
in writing of any restrictions on the use and disclosure of PHI agreed to by
County that may affect Contractor’s ability to perform its obligations under
the Underlying Agreement, or this Business Associate Agreement.

B. County agrees that it will make its best efforts to promptly notify Contractor
in writing of any changes in, or revocation of, permission by any Individual to
use or disclose PHI, if such changes or revocation may affect Contractor’s
ability to perform its obligations under the Underlying Agreement, or this
Business Associate Agreement.

C. County agrees that it make it’s best efforts to promptly notify Contractor in
writing of any known limitation(s) in its notice of privacy practices to the
extent that such limitation may affect Contractor’s use of disclosure of PHL

D. County shall not request Contractor to use or disclose PHI in any manner that
would not be permissible under the Privacy Rule if done by County, except as
may be expressly permitted by the Privacy Rule.

E. County will obtain any authorizations necessary for the use or disclosure of
PHI, so that Contractor can perform its obligations under this Business
Associate Agreement and/or the Underlying Agreement.

Term and Termination.

A. Term — this Business Associate Agreement shall commence upon the
Effective Date and terminate upon the termination of the Underlying
Agreement, as provided therein when all PHI provided by the County to
Contractor, or created or received by Contractor on behalf of the County, is
destroyed or returned to the County, or, or if it is infeasible to return or
destroy PHI, protections are extended to such information, in accordance with
the termination provisions in this.Section.

B. Termination for Cause. Upon the County’s knowledge of a material breach by
the Contractor, the County shall either:

1) Provide an opportunity for the Contractor to cure the breach or end
the violation and terminate this Agreement if the Contractor does not
cure the breach or end the violation within the time specified by the
County.

2) Immediately terminate this Agreement if the Contractor has breached
a material term of this Agreement and cure is not possible; or

(3)  Ifneither termination nor cures are feasible, the County shall report
the violation to the Secretary.

C. Effect of Termination.
€Y Except as provided in paragraph (2) of this section, upon termination

of this Agreement, for any reason, the Contractor shall return or
destroy all PHI received from the County, created or received by the
Contractor on behalf of the County. This provision shall apply to PHI
that is in the possession of subcontractors or agents of the Contractor.
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Contractor shall retain no copies of the PHL

) In the event that the Contractor determines that returning or
destroying the PHI is infeasible, Contractor shall provide to the
County notification of the conditions that make return or destruction
infeasible. Upon {negotiated terms} that return or destruction of PHI
is infeasible, Contractor shall extend the protections of this
Agreement to such PHI and limit further uses and disclosures of such
PHI to those purposes that make the return or destruction infeasible,
for so long as the Contractor maintains such PHI.

HIPAA Business Associate Indemnity

Contractor shall indemnify and hold harmless all Agencies, Districts, Special
Districts and Departments of the County, their respective directors, officers, Board
of Supervisors, elected and appointed officials, employees, agents and representatives
from any liability whatsoever, based or asserted upon any services of Contractor, its
officers, employees, subcontractors, agents or representatives arising out of or in any
way relating to this Business Associate Agreement, including but not limited to
property damage, bodily injury, or death or any other element of any kind or nature
whatsoever including fines, penalties or any other costs and resulting from any reason
whatsoever arising from the performance of Contractor, its officers, agents,
employees, subcontractors, agents or representatives from this Business Associate
Agreement. Contractor shall defend, at its sole expense, all costs and fees including
but not limited to attorney fees, cost of investigation, defense and settlements or
awards all Agencies, Districts, Special Districts and Departments of the County,
their respective directors, officers, Board of Supervisors, elected and appointed
officials, employees, agents and representatives in any claim or action based upon
such alleged acts or omissions.

With respect to any action or claim subject to indemnification herein by
Contractor, Contractor shall, at their sole cost, have the right to use counsel of their
choice, subject to the approval of County, which shall not be unreasonably withheld,
and shall have the right to adjust, settle, or compromise any such action or claim
without the prior consent of County; provided, however, that any such adjustment,
settlement or compromise in no manner whatsoever limits or circumscribes
Contractor’s indemnification to County as set forth herein. Contractor’s obligation to
defend, indemnify and hold harmless County shall be subject to County having given
Contractor written notice within a reasonable period of time of the claim or of the
commencement of the related action, as the case may be, and information and
reasonable assistance, at Contractor’s expense, for the defense or settlement thereof.
Contractor’s obligation hereunder shall be satisfied when Contractor has provided to
County the appropriate form of dismissal relieving County from any liability for the
action or claim involved.

The specified insurance limits required in the Underlying Agreement of this
Business Associate Agreement shall in no way limit or circumscribe Contractor’s
obligations to indemnify and hold harmless the County herein from third party claims
arising from the issues of this Business Associate Agreement.

In the event there is conflict between this clause and California Civil Code
Section 2782, this clause shall be interpreted to comply with Civil Code 2782. Such
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interpretation shall not relieve the Contractor from indemmifying the County to the
fullest extent allowed by law.

In the event there is a conflict between this indemnification clause and an
indemnification clause contained in the Underlying Agreement of this Business
Associate Agreement, this indemnification shall only apply to the subject issues
included within this Business Associate Agreement.

8. Amendment — the parties agree to take such action as is necessary to amend this
Business Associate Agreement from time to time as is necessary for County to
comply with the Privacy Rule, 45 CFR, and HIPAA generally.

9. Survival —the respective rights and obligations of this Business Associate Agreement
shall survive the termination or expiration of this Business Associate Agreement.

10.  Regulatory References — a reference in this Business Associate Agreement to a
section in the Privacy Rule means the section as in effect or as amended.

11.  Conflicts - any ambiguity in this Business Associate Agreement and the Underlying
Agreement shall be resolved to permit County to comply with the Privacy Rule, 45
CFR, and HIPAA generally.

Dated: é // ¢ // ¢ C Dated: é/,Z?/ O

Signed=, /’L < l/g Zﬁ Ll Cg : %W//Mm

David DeLeonardis Norrna Santiago, Chair

Chief Executive Officer Board of Supervisors

Crossroads Diversified Services, Inc. El Dorado County
Attest:

Suzanne Allen de Sanchez, Clerk
of the Board of Supervisors

By;
Deputy Cler

Dated: é//oZ?/O
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