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A. Both the Contractor and the State may agree to amend or renegotiate the Contract. 

B. Should either party, during the term of this Agreement, desire a change or amendment to 
the terms of this Agreement, such changes or amendments shall be proposed in writing to 
the other party, who will respond in writing as to whether the proposed 
changes/amendments are accepted or rejected. If accepted and after negotiations are 
concluded, the agreed upon changes shall be made through the State's official agreement 
amendment process. No amendment will be considered binding on either party until it is 
formally approved by the both parties and the Department of General Services (DGS), if 
DGS approval is required. 

C. Contract amendments will be required to change encumbered amounts for each year of a 
multi-year contract period, of which the first amendment will be based on the Governor's 
Budget Act allocation of that specific fiscal year. The signed contract from the Contractor will 
be due to the Department of Health Care Services within 90 days from the issuance to the 
County. If the signed Contract from the Contractor is not received within 90 days from the 
issuance to the County, DHCS may withhold all non-DMC payments under Exhibit B of this 
Contract until the required amendment is received by the State. 

D. Contract amendments may be requested by the Contractor until May 1 of each of the 
contract's fiscal years. An amendment proposed by either the Contractor or the State shall 
be forwarded in writing to the other party. 

1) The proposed amendment submitted by Contractor shall include the proposed 
changes, and a statement of the reason and basis for the proposed change. 

2) Amendments shall be duly approved by the County Board ofSupe.rvisors or its 
authorized designee, and signed by a duly authorized representative. 

E. Contractor acknowledges that any newly allocated funds that are in excess of the initial 
amount for each fiscal year may be forfeited if DHCS does not receive a fully executable 
contract amendment on or before June 30, 2015. 

F. State may settle costs for substance use disorder services based on the year-end cost 
settlement report as the final amendment to the approved single State/County contract. 

2. Cancellation I Termination 

A. This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance 
written notice to the Contractor. 
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B. DHCS reserves the right to cancel or terminate this Agreement immediately for cause. The 
Contractor may submit a written request to terminate this Agreement only if DHCS 
substantially fails to perform its responsibilities as provided herein. 

C. The term "for cause" shall mean that the Contractor fails to meet the terms, conditions, 
and/or responsibilities of this Agreement. 

D. Agreement termination or cancellation shall be effective as of the date indicated in DHCS' 
notification to the Contractor. The notice shall stipulate any final performance, invoicing or 
payment requirements. 

E. Upon receipt of a notice of termination or cancellation, the Contractor shall take immediate 
steps to stop performance and to cancel or reduce subsequent agreement costs. 

F. In the event of early termination or cancellation, the Contractor shall be entitled to payment 
for all allowable costs authorized under this Agreement and incurred up to the date of 
termination or cancellation, including authorized non-cancelable obligations, provided such 
expenses do not exceed the stated maximum amounts payable. 

G. In the event of changes in "law that affect provisions of this Contract, the parties agree to 
amend the affected provisions to conform to"the changes in law· retroactive to the effective 
date of such changes in law. The parties further agree that the terms of this Contract are 
severable and in the event that changes in liaw render provisions of the Contract void, the 
unaffected provisions and obligations of this Contract will remain in full force and effect. 

H. The following additional provisions regarding termination apply only to Exhibit A, Attachment 
I, Part V, of this Contract: 

1) In the event the federal Department of .Health and Human Services (hereinafter 
referred to as DHHS), or State determines Contractor does not meet the 
requirements for participation in the DMC Treatment Program, State will terminate 
payments for services provided pursuant to Exhibit A, Attachment I, Part V, of this 
Contract for cauSe.' 

2) All obligations to provide covered services under this Contract will automatically 
terminate on the effective date of any termination of this Contract. Contractor will be 
responsible for providing or arranging for covered services to beneficiaries until the 
effective date of termination or expiration of the Contract. 

Contractor will remain liable for processing and paying invoices and statements for 
covered services and utilization review requirements prior to the expiration or 
termination until all obligations have been met. 

3) In the event Exhibit A, Attachment I, Part V, of this Contract is nullified, Contractor 
shall refer DMC clients to providers who are certified to provide the type(s) of 
services the client has been receiving. 

I. In the event this Contract is terminated, Contractor shall deliver its entire fiscal and program 
records pertaining to the performance of this Contract to the State, which will retain the 
records for the required retention period. 
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A. DHCS intends to avoid ;:1ny real or apparent conflict of interest on the part of the Contractor, 
subcontractors, or employees, officers and directors of the Contractor or subcontractors. 
Thus, DHCS reserves the right to determine, at its sole discretion, whether any information, 
assertion or claim received from any source indicates the existence of a real or apparent 
conflict of interest; and, if a conflict is found to exist, to require the Contractor to submit 
additional information or a plan for resolving the conflict, subject to DHCS review and prior 
approval. 

B. Conflicts of interest include, but are not limited to: 

1) An instance where the Contractor or any of its subcontractors, or any employee, 
officer, or director of the Contractor or any subcontractor has an interest, financial or 
otherwise, whereby the use or disclosure of information obtained while performing 
services under the Agreement would allow for private or personal benefit or for any 
purpose that is contrary to the goals and objectives of the Agreement. 

2) An instance where the Contractor's or any subcontractor's employees, officers, or 
directors use their positions for purposes that are, or give the appearance of being, 
motivated by a desire for private gain for themselves or others, such as those with 
whom they have family, business or other ties. 

C. If DHCS is or becomes aware of a known or suspected conflict of interest, the Contractor will 
be given an opportunity to submit additional information or to resolve the conflict. A 
Contractor with a suspected conflict of interest will have five (5) working days from the date 
of notification of the conflict by DHCS to provide complete information regarding the 
suspected conflict. If a conflict of interest is determined to exist by DHCS and cannot be 
resolved to the satisfaction of DHCS, the conflict will be grounds for terminating the 
Agreement. DHCS may, at its discretion upon receipt of a written request from the 
Contractor, authorize an extension of the timeline indicated herein. 

D. Contractor acknowledges that state laws on conflict of interest, found in the Political Reform 
Act, Public Contract Code Section 10365.5, and Government Code Section 1090, apply to 
this Contract. 

4. ·Freeze Exemptions 

(Applicable only to local government agencies.) 

A. Contractor agrees that any hiring freeze adopted during the term of this Agreement shall not 
be applied to the positions funded, in whole or part, by this Agreement. 

B. Contractor agrees not to implement any personnel policy, which may adversely affect 
performance or the positions funded, in whole or part, by this Agreement. 
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C. Contractor agrees that any travel freeze or travel limitation policy adopted during the term of 
this Agreement shall not restrict travel funded, in whole or part, by this Agreement 

D. Contractor agrees that any purchasing freeze or purchase limitation policy adopted during 
the term of this Agreement shall not restrict or limit purchases funded, in whole or part, by 
this Agreement 

5. Domestic Partners . 

Pursuant to Public Contract Code 10295.3, no state agency may enter into any contract executed 
or amended after January 1, 2007, for the acquisition of goods or services in the amount of 
$100,000 or more with a contractor who, in the provision of benefits, discriminates between 
employees with spouses and employees with domestic partners, or discriminates between domestic 
partners and spouses of those employees. 

6. Force Majeure 

Neither party shall be responsible for delays or failures in performance resulting from acts beyond 
the control of the_ offending party. Such acts shall include but not be limited to acts of God, fire, 
flood, earth5:tuake, ott)er natu~al.disaster, pu~lear accjdeQt, strike, lockout, riot, freight, embargo, 
public relat~~ utility, or goyernme,ntal statutes or regul,ations super-imposed after the fact If a delay 
or failure in performance by the Qontractor arise~ out of a default of its Subcontractor, and if such 
default of its Subcontractor, arises out of causes beyond the control of both the Contractor and 
Subcontract_9r, and without the fault or n~gligence of either of them, the Contractor shall not be 
liable for damages of .such del~Y or failure!, unless the .S\Jpplies or services to be furnished by the 
Subcontractor _were obtainable from other sources in sufficient time to permit the Contractor to meet 
the requin~d perfqrmance schedule. -
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PRIVACY AND INFORMATION SECURITY PROVISIONS 

This Exhibit G is intended to protect the privacy and security of specified Department 
information that Contractor may access, receive, or transmit under this Agreement. The 
Department information covered under this Exhibit G consists of: (1) Protected Health 
Information as defined under the Health Insurance Portability and Accountability Act of 1996, 
Public Law 104-191 ("HIPAA")(PHI): and (2) Personal Information (PI) as defined under the 
California Information Practices Act (CIPA), at California Civil Code Section 1798.3. Personal 
Information may include data provided to the Department by the Social Security Administration. 

Exhibit G consists of the following parts: 

1. Exhibit G-1, HIPAA Business Associate Addendum, which provides for the privacy and 
security of PH I. 

2. Exhibit G-2, which provides for the privacy and security of PI in accordance with 
specified provisions of the Agreement between the Department and the Social Security 
Administration, known as the Information Exchange Agreement {lEA) and the Computer 
Matching and Privacy Protection Act Agreement between the Social Security 
Administration and the California Health and Human Services Agency (Computer 
Agreement) to the extent Contractor access, receives, or transmits PI under these 
Agreements. Exhibit G-2 further provides for the privacy and security of PI under Civil 
Code Section 1798.3{a) and 1798.29. 

3. Exhibit G-3, Miscellaneous Provision, sets forth additional terms and conditions that 
extend to the provisions of Exhibit Gin its entirety. 
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EXHIBIT G-1 

HIPAA Business Associate Addendum 

1. Recitals. 

County Contract 
County of El Dorado 

#14-90055 
Exhibit G 

A. A business associate relationship under the Health Insurance Portability and 
Accountability Act of 1996, Public Law 104-191 ("HIPAA"), the Health 
Information Technology for Economic and Clinical Health Act, Public Law 111-
005 ("the HITECH Act"), 42 U.S.C. Section 17921 et seq., and their 
implementing privacy and security regulations at 45 CFR Parts 160 and 164 
("the HIPAA regulations") between Department and Contractor arises only to 
the extent that Contractor creates, receives, maintains, transmits, uses or 
discloses PHI or ePHI on the Department's behalf, or provides services, 
arranges, performs or assists in the performance of functions or activities on 
behalf of the Department that are included in the definition of "business 
associate" in 45 C. F. R. 160.1 03 where the provision of the service involves the 
disclosure of PHI or ePHI from the Department, including but not limited to, 
utilization review, quality assurance, or benefit management. To the extent 
Contractor performs these services, functions, and activities on behalf of 
Department, Contractor is the Business Associate of the Department, acting on 
the Department's behalf. The Department and Contractor are each a party to 
this Agreement and are collectively referred to as the "parties." 

B. The Department wishes to disclose to Contractor certain information 
pursuant to the terms of this Agreement, some of which may constitute 
Protected Health Information ("PHI"), including protected health information 
in electronic media ("ePHI"), under federal law, to be used or disclosed in the 
course of providing services and activities as set forth in Section 1.A. of 
Exhibit G-1 of this Agreement. This information is hereafter referred to as 
"Department PHI". 

C. The purpose of this Exhibit G-1 is to protect the privacy and security of the PHI 
and ePHI that may be created, received, maintained, transmitted, used or 
disclosed pursuant to this Agreement, and to comply with certain standards 
and requirements of HIPAA, the HITECH Act, and the HIPAA regulations, 
including, but not limited to, the requirement that the Department must enter 
into a contract containing specific requirements with Contractor prior to the 
disclosure of PHI to Contractor, as set forth in 45 CFR Parts 160 and 164 and 
the HITECH Act. To the extent that data is both PHI or ePHI and Personally 
Identifying Information, both Exhibit G-2 (including Attachment I, the SSA 
Agreement between SSA, CHHS and DHCS, referred to in Exhibit G-2) and 
this Exhibit G-1 shall apply. 

D. The terms used in this Exhibit G-1, but not otherwise defined, shall have the 
same meanings as those terms have in the HIPAA regulations. Any reference 
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to statutory or regulatory language shall be to such language as in effect or as 
amended. 

2. Definitions. 

A. Breach shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations. 

B. Business Associate shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations. 

C. Covered Entity shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations. 

D. Department PHI shall mean Protected Health Information or Electronic 
Protected Health Information, as defined below, accessed by Contractor in a 
database maintained by the Department, received by Contractor from the 
Department or acquired or created by Contractor in connection with performing 
the functions, activities and services on behalf of the Department as specified in 
Section 1.A. of Exhibit G-1 of this Agreement. The terms PHI as used in this 
document shall mean Department PHI. 

E. Electronic Health Records shall have the meaning given to such term in the 
HITECH Act, including, but not limited to, 42 U.S. C. Section 17921 and 
implementing regulations. 

F. Electronic Protected Health Information (ePHI) means individually 
identifiable health information transmitted by electronic media or 
maintained in electronic media, including but not limited to electronic 
media as set forth under 45 CFR section 160.103. 

G. Individually Identifiable Health Information means health information, including 
demographic information collected from an individual, that is created or 
received by a health care provider, health plan, employer or health care 
clearinghouse, and relates to the past, present or future physical or mental 
health or condition of an individual, the provision of health care to an individual, 
or the past, present, or future payment for the provision of health care to an 
individual, that identifies the individual or where there is a reasonable basis to 
believe the information can be used to identify the individual, as set forth under 
45 CFR Section 160.1 03. 

H. Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR Parts 
160 and 164, subparts A and E. 

I. Protected Health Information (PHI) means individually identifiable health 
information that is transmitted by electronic media, maintained in electronic 
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media, or is transmitted or maintained in any other form or medium, as set 
forth under 45 CFR Section 160.103 and as defined under HIPAA. 

J. Required by law, as set forth under 45 CFR Section 164.103, means a mandate 
contained in law that compels an entity to make a use or disclosure of PHI that 
is enforceable in a court of law. This includes, but is not limited to, court orders 
and court-ordered warrants, subpoenas or summons issued by a court, grand 
jury, a governmental or tribal inspector general, or an administrative body 
authorized to require the production of information, and a civil or an authorized 

· investigative demand. It also includes Medicare conditions of participation with 
respect to health care providers participating in the program, and statutes or 
regulations that require the production of information, including statutes or 
regulations that require such information if payment is sought under a 
government program providing public benefits. 

K. Secretary means the Secretary of the U.S. Department of Health and Human 
Services ("HHS") or the Secretary's designee. 

L. Security Incident means the attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of Department PHI, or confidential data 
utilized by Contractor to perform the services, functions and activities on behalf 
of Department as set forth in Section 1.A. of Exhibit G-1 of this Agreement; or 
interference with system operations in an information system that processes, 
maintains or stores Department PHI. 

M. Security Rule shall mean the HIPAA regulations that are found at 45 CFR Parts 
160 and 164. 

N. Unsecured PHI shall have the meaning given to such term under the HITECH 
Act, 42 U.S.C. Section 17932(h), any guidance issued by the Secretary 
pursuant to such Act and the HIPAA regulations. 

3. Terms of Agreement. 

A. Permitted Uses and Disclos·ures of Department PHI by Contractor. 

Except as otherwise indicated in this Exhibit G-1, Contractor may use or disclose 
Department PHI only to perform functions, activities or services specified in 
Section 1.A of Exhibit G-1 of this Agreement, for, or on behalf of the Department, 
provided that such use or disclosure would not violate the HIPAA regulations or 
the limitations set forth in 42 CFR Part 2, or any other applicable law, if done by 
the Department. Any such use or disclosure, if not for purposes of treatment 
activities of a health care provider as defined by the Privacy Rule, must, to the 
extent practicable, be limited to the limited data set, as defined in 45 CFR 
Section 164.514(e)(2), or, if needed, to the minimum necessary to accomplish 
the intended purpose of such use or disclosure, in compliance with the HITECH 
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Act and any guidance issued pursuant to such Act, and the HIPAA regulations. 

B. Specific Use and Disclosure Provisions. Except as otherwise indicated in this 
Exhibit G-1, Contractor may: 

1) Use and Disclose for Management and Administration. Use and disclose 
Department PHI for the proper management and administration of the 
Contractor's business, provided that such disclosures are required by law, or 
the Contractor obtains reasonable assurances from the person to whom the 
information is disclosed, in accordance with section D(7) of this Exhibit G-1, 
that it will remain confidential and will be used or further disclosed only as 
required by law or for the purpose for which it was disclosed to the person, 
and the person notifies the Contractor of any instances of which it is aware 
that the confidentiality of the information has been breached. 

2) Provision of Data Aggregation Services. Use Department PHI to provide 
data aggregation services to the Department to the extent requested by the 
Department and agreed to by Contractor. Data aggregation means the 
combining of PHI created or received by the Contractor, as the Business 
Associate, on behalf of the Department with PHI received by the Business 
Associate in its capacity as the Business Associate of another covered 
entity, to permit data analyses that relate to the health care operations of the 
Department 

C. Prohibited Uses and Disclosures 

1) Contractor shall not disclose Department PHI about an individual to a 
health plan for payment or health care operations purposes if the 
Department PHI pertains solely to a health care item or service for which 
the health care provider involved has been paid out of pocket in full and 
the individual requests such restriction, in accordance with 42 U.S.C. 
Section 17935(a) and 45 CFR Section 164.522(a). 

2) Contractor shall not directly or indirectly receive remuneration in exchange 
for Department PH I. 

D. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department PHI other than as 
permitted or required by this Agreement or as required by law, including 
but not limited to 42 CFR Part 2. 

2) Compliance with the HIPAA Security Rule. To implement administrative, 
physical, and technical safeguards that reasonably and appropriately 
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protect the confidentiality, integrity, and availability of the Department PHI, 
including electronic PHI, that it creates, receives, maintains, uses or 
transmits on behalf of the Department, in compliance with 45 CFR Sections 
164.308, 164.310 and 164.312, and to prevent use or disclosure of 
Department PHI other than as provided for by this Agreement. Contractor 
shall implement reasonable and appropriate policies and procedures to 
comply with the standards, implementation specifications and other 
requirements of 45 CFR Section 164, subpart C, in compliance with 45 CFR 
Section164.316. Contractor shall develop and maintain a written information 
privacy and security program that includes administrative, technical and 
physical safeguards appropriate to the size and complexity of the 
Contractor's operations and the nature and scope of its activities, and which 
incorporates the requirements of section 3, Security, below. Contractor will 
provide the Department with its current and updated policies upon request. 

3) Security. Contractor shall take any and all steps necessary to ensure the 
continuous security of all computerized data systems containing PHI and/or 
PI, and to protect paper documents containing PHI and/or Pl. These steps 
shall include, at a minimum: 

a. Complying with all of the data system security precautions listed in 
Attachment A, Data Security Requirements; 

b. Achieving and maintaining compliance with the HIPAA Security 
Rule ( 45 CFR Parts 160 and 164 ), as necessary in conducting 
operations on behalf of DHCS under this Agreement; and 

c. Providing a level and scope of security that is at least comparable 
to the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A-130, Appendix 
Ill- Security of Federal Automated Information Systems, which 
sets forth guidelines for automated information systems in Federal 
agencies. 

4) Security Officer. Contractor shall designate a Security Officer to oversee 
its data security program who shall be responsible for carrying out the 
requirements of this section and for communicating on security matters with 
the Department. 

5) Mitigation of Harmful Effects. To mitigate, to the extent practicable, any 
harmful effect that is known to Contractor of a use or disclosure of 
Department PHI by Contractor or its subcontractors in violation of the 
requirements of this Exhibit G. 

6) Reporting Unauthorized Use or Disclosure. To report to Department any 
use or disclosure of Department PHI not provided for by this Exhibit G of 
which it becomes aware. 
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a. To enter into written agreements with any agents, including 
subcontractors and vendors to whom Contractor provides 
Department PHI, that impose the same restrictions and 
conditions on such agents, subcontractors and vendors that 
apply to Contractor with respect to such Department PHI under 
this Exhibit G, and that require compliance with all applicable 
provisions of HIPAA, the HITECH Act and the HIPAA regulations, 
including the requirement that any agents, subcontractors or 
vendors implement reasonable and appropriate administrative, 
physical, and technical safeguards to protect such PHI. As 
required by HIPAA, the HITECH Act and the HIPAA regulations, 
including 45 CFR Sections 164.308 and 164.314, Contractor 
shall incorporate, when applicable, the relevant provisions of this 
Exhibit G-1 into each subcontract or subaward to such agents, 
subcontractors and vendors, including the requirement that any 
security incidents or breaches of unsecured PHI be reported to 
Contractor. 

b. In accordance with 45 CFR Section 164.504(e)(1){ii), upon 
Contractor's knowledge of a material breach or violation by its 
subcontractor of the agreement between Contractor and the 
subcontractor, Contractor shall: 

i) Provide an opportunity for the subcontractor to cure the 
breach or end the violation and terminate the agreement if 
the subcontractor does not cure the breach or end the 
violation within the time specified by the Department; or 

ii) Immediately terminate the agreement if the subcontractor 
has breached a material term of the agreement and cure is 
not possible. 

8) Availability of Information to the Department and Individuals to Provide 
Access and Information: 

a. To provide access as the Department may require, and in the 
time and manner designated by the Department (upon 
reasonable notice and during Contractor's normal business 
hours) to Department PHI in a Designated Record Set, to the 
Department (or, as directed by the Department), to an 
Individual, in accordance with 45 CFR Section 164.524. 
Designated Record Set means the group of records maintained 
for the Department health plan under this Agreement that 
includes medical, dental and billing records about individuals; 
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enrollment, payment, claims adjudication, and case or medical 
management systems maintained for the Department health 
plan for which Contractor is providing services under this 
Agreement; or those records used to make decisions about 
individuals on behalf of the Department. Contractor shall use 
the forms and processes developed by the Department for this 
purpose and shall respond to requests for access to records 
transmitted by the Department within fifteen (15) calendar days 
of receipt of the request by producing the records or verifying 
that there are none. 

b. If Contractor maintains an Electronic Health Record with PHI, 
and an individual requests a copy of such information in an 
electronic format, Contractor shall provide such information in 
an electronic format to enable the Department to fulfill its 
obligations under the HITECH Act, including but not limited to, 
42 U.S.C. Section 17935(e) and the HIPAA regulations. 

9) Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requirements set forth in Title 42 
Code of Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is 
aware that criminal penalties may be imposed for a violation of these 
confidentiality requirements. 

10) Amendment of Department PHI. To make any amendment(s) to 
Department PHI that were requested by a patient and that the Department 
directs or agrees should be made to assure compliance with 45 CFR 
Section 164.526, in the time and manner designated by the Department, 
with the Contractor being given a minimum of twenty (20) days within which 
to make the amendment. 

11) Internal Practices. To make Contractor's internal practices, books and 
records relating to the use and disclosure of Department PHI available to 
the Department or to the Secretary, for purposes of determining the 
Department's compliance with the HIPAA regulations. If any information 
needed for this purpose is in the exclusive possession of any other entity 
or·person and the other entity or person fails or refuses to furnish the 
information to Contractor, Contractor shall provide written notification to the 
Department and shall set forth the efforts it made to obtain the information. 

12) Documentation of Disclosures. To document and make available to the 
Department or (at the direction of the Department) to an individual such 
disclosures of Department PHI, and information related to such disclosures, 
necessary to respond to a proper request by the subject Individual for an 
accounting of disclosures of such PHI, in accordance with the HITECH Act 
and its implementing regulations, including but not limited to 45 CFR Section 
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164.528 and 42 U.S. C. Section 17935(c). If Contractor maintains electronic 
health records for the Department as of January 1, 2009 and later, 
Contractor must provide an accounting of disclosures, including those 
disclosures for treatment, payment or health care operations. The electronic 
accounting of disclosures shall be for disclosures during the three years 
prior to the request for an accounting. 

13) Breaches and Security Incidents. During the term of this Agreement, 
Contractor agrees to implement reasonable systems for the discovery 
and prompt reporting of any breach or security incident, and to take the 
following steps: 

a. Initial Notice to the Department. (1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach of unsecured PHI in electronic media or in 
any other media if the PHI was, or is reasonably believed to have 
been, accessed or acquired by an unauthorized person. (2) To 
notify the Department within 24 hours (one hour if SSA data) 
by email or fax of the discovery of any suspected security 
incident, intrusion or unauthorized access, use or disclosure of 
PHI in violation of this Agreement or this ExhibitG-1, or potential 
loss of confidential data affecting this Agreement. A breach shall 
be treated as discovered by Contractor as of the first day on 
which the breach is known, or by exercising reasonable diligence 
would have been known, to any person (other than the person 
committing the breach) who is an employee, officer or other 
agent of Contractor. 

Notice shall be provided to the Information Protection Unit, 
Office of HIPAA Compliance. If the incident occurs after 
business hours or on a weekend or holiday and involves 
electronic PHI, notice shall be provided by calling the 
Information Protection Unit (916.445.4646, 866-866-0602) or by 
emailing privacyofficer@dhcs.ca.gov). Notice shall be made 
using the DHCS "Privacy Incident Report" form, including all 
information known at the time. Contractor shall use the most 
current version of this form, which is posted on the DHCS 
Information Security Officer website (www.dhcs.ca.gov, then 
select "Privacy'' in the left column and then "Business Partner'' 
near the middle of the page) or use this link: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBu 
sinessAssociatesOnly.aspx 

Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of Department 
PHI, Contractor shall take: 
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i) Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and 

ii) Any action pertaining to such unauthorized disclosure 
required by applicable Federal and State laws and 
regulations. 

b. Investigation and Investigation Report. To immediately 
investigate such suspected security incident, security incident, 
breach, or unauthorized access, use or disclosure of PHI . 
Within 72 hours of the discovery, Contractor shall submit an 
updated "Privacy Incident Report" containing the information 
marked with an asterisk and all other applicable information 
listed on the form, to the extent known at that time, to the 
Information Protection Unit. 

c. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager and the 
Information Protection Unit within ten (1 0) working days of the 
discovery of the breach or unauthorized use or disclosure. The 
report shall be submitted on the "Privacy Incident Report" form and 
shall include an assessment of all known factors relevant to a 
determination of whether a breach occurred under applicable 
provisions of HIPAA, the HITECH Act, and the HIPAA regulations. 
The report shall also include a full, detailed corrective action plan, 
including information on measures that were taken to halt and/or 
contain the improper use or disclosure. If the Department requests 
information in addition to that listed on the "Privacy Incident Report" 
form, Contractor shall make reasonable efforts to provide the 
Department with such information. If, because of the circumstances 
of the incident, Contractor needs more than ten (10) working days 
from the discovery to submit a complete report, the Department 
may grant a reasonable extension of time, in which case Contractor 
shall submit periodic updates until the complete report is submitted. 
If necessary, a Supplemental Report may be used to submit 
revised or additional information after the completed report is 
submitted, by submitting the revised or additional information on an 
updated "Privacy Incident Report" form. The Department will review 
and approve the determination of whether a breach occurred and 
whether individual notifications and a corrective action plan are 
required. 

d. Responsibility for Reporting of Breaches. If the cause of a 
breach of Department PHI is attributable to Contractor or its 
agents, subcontractors or vendors, Contractor is responsible for all 
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required reporting of the breach as specified in 42 U.S.C. section 
17932 and its implementing regulations, including notification to 
media outlets and to the Secretary (after obtaining prior written 
approval of DHCS). If a breach of unsecured Department PHI 
involves more than 500 residents of the State of California or under 
its jurisdiction, Contractor shall first notify DHCS, then the 
Secretary of the breach immediately upon discovery of the breach. 
If a breach involves more than 500 California residents, Contractor 
shall also provide, after obtaining written prior approval of DHCS; 
notice to the Attorney General for the State of California, Privacy 
Enforcement Section. If Contractor has reason to believe that 
duplicate reporting of the same breach or incident may occur 
because its subcontractors, agents or vendors may report the 
breach or incident to the Department in addition to Contractor, 
Contractor shall notify the Department, and the Department and 
Contractor may take appropriate action to prevent duplicate 
reporting. 

e. . Responsibility for Notification of Affected Individuals. If the 
cause of a breach of Department PHI is attributable to Contractor 
or its agents, subcontractors or vendors and notification of the 
affected individuals is required under state or federal law, 
Contractor shall bear all costs of such notifications as well as any 
costs associated with the breach. In addition, the Department 
reserves the right to require Contractor to notify such affected 
individuals, which notifications shall comply with the requirements 
set forth in 42U.S.C. section 17932 and its implementing 
regulations, including, but not limited to, the requirement that the 
notifications be made without unreasonable delay and in no event 
later than 60 calendar days after discovery of the breach. The 
Department Privacy Officer shall approve the time, manner and 
content of any such notifications and their review and approval 
must be obtained before the notifications are made. The 
Department will provide its review and approval expeditiously and 
without unreasonable delay. 

f. Department Contact Information. To direct communications to 
the above referenced Department staff, the Contractor shall 
initiate contact as indicated herein. The Department reserves the 
right to make changes to the contact information below by giving 
written notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to which it is 
incorporated. 
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Manager 

See the Exhibit A, 
Scope of Work for 
Program Contract 
Manager 
information 

DHCS Privacy Officer 

Information Protection Unit 
c/o: Office of HIPAA 
Compliance Department of 
Health Care Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7413 
(916) 445-4646; (866) 866-0602 

Email: 
privacyofficer@dhcs.ca.qov 

Fax: (916) 440-7680 
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DHCS Information Security 
Officer 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Email: iso@dhcs.ca.gov 

Telephone: ITSD Service Desk (916) 
440-7000; (800) 579-0874 

Fax: (916)440-5537 

14) Termination of Agreement. In accordance with Section 13404(b) of the 
HITECH Act and to the extent required by the HIPAA regulations, if 
Contractor knows of a material breach or violation by the Department of 
this Exhibit G-1, it shall take the following steps: 

a. Provide an opportunity for the Department to cure the breach or 
end the violation and terminate the Agreement if the Department 
does not cure the breach or end the violation within the time 
specified by Contractor; or 

b. Immediately terminate the Agreement if the Department has 
breacl1ed a material term of the Exhibit G-1 and cure is not 
possible. 

15) Sanctions and/or Penalties. Contractor understands that a failure to 
comply with the provisions of HIPAA, the HITECH Act and the HIPAA 
regulations that are applicable to Contractors may result in the imposition of 
sanctions and/or penalties on Contractor under HIPAA, the HITECH Act and 
the HIPAA regulations. 

E. Obligations of the Department. 

The Department agrees to: 

1) Permission by Individuals for Use and Disclosure of PHI. Provide the 
Contractor with any changes in, or revocation of, permission by an Individual 
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to use or disclose Department PHI, if such changes affect the Contractor's 
permitted or required uses and disclosures. 

2) Notification of Restrictions. Notify the Contractor of any restriction to the 
use or disclosure of Department PHI that the Department has agreed to in 
accordance with 45 CFR Section 164.522, to the extent that such restriction 
may affect the Contractor's use or disclosure of PHI. 

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to use 
or disclose Department PHI in any manner that would not be permissible 
under the HIPAA regulations if done by the Department. 

4) Notice of Privacy Practices. Provide Contractor with the web link to the 
Notice of Privacy Practices that DHCS produces in accordance with 45 CFR 
Section 164.520, as well as any changes to such notice. Visit the DHCS 
website to view the most current Notice of Privacy Practices at: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/NoticeofPrivacyPracti 
ces.aspx or the DHCS website at www.dhcs.ca.gov (select "Privacy in the 
right column and "Notice of Privacy Practices" on the right side of the page). 

F. Audits, Inspection and Enforcement 

If Contractor is the subject of an audit, compliance review, or complaint investigation 
by the Secretary or the Office for Civil Rights, U.S. Department of Health and Human 
Services, that is related to the performance of its obligations pursuant to this HIPAA 
Business Associate Exhibit G-1 ,Contractor shall immediately notify the Department. 
Upon request from the Department, Contractor shall provide the Department with a 
copy of any Department PHI that Contractor, as the Business Associate, provides to 
the Secretary or the Office of Civil Rights concurrently with providing such PHI to the 
Secretary. Contractor is responsible for any civil penalties assessed due to an audit or 
investigation of Contractor, in accordance with 42 U.S.C. Section 17934(c). 

G. Termination. 

1) Term. The Term of this Exhibit G-1 shall extend beyond the termination of 
the Agreement and shall terminate when all Department PHI is destroyed or 
returned to the Department, in accordance with 45 CFR Section 
164.504( e )(2)(ii)( J). 

2) Termination for Cause. In accordance with 45 CFR Section 
164.504(e)(1)(iii), upon the Department's knowledge of a material breach or 
violation of this Exhibit G-1 by Contractor, the Department shall: 

a. Provide an opportunity for Contractor to cure the breach or end the 
violation and terminate this Agreement if Contractor does not cure 
the breach or end the violation within the time specified by the 
Department; or 
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b. Immediately terminate this Agreement if Contractor has breached a 
material term of this Exhibit G-1 and cure is not possible. 

THE REST OF THIS PAGE IS INTENTIONALLY BLANK 
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Privacy and Security of Personal Information and Personally Identifiable Information Not 
Subject to HIPAA 

1. Recitals. 

A. In addition to the Privacy and Security Rules under the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) the Department is subject to 
various other legal and contractual requirements with respect to the personal 
information (PI) and personally identifiable information (PII) it maintains. These 
include: 

1) The California Information Practices Act of 1977 (California Civil Code 
§§1798 et seq.), 

2) The Agreement between the Social Security Administration (SSA) and the 
Department, known as the Information Exchange Agreement (lEA), which 
incorporates the Computer Matching and Privacy Protection Act 
Agreement (CMPPA) between the SSA and the California Health and 
Human Services Agency. The lEA, including the CMPPA is attached to 
this Exhibit G as Attachment I and is hereby incorporated in this 
Agreement. 

3) Title 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2. 

B. The purpose of this Exhibit G-2 is to set forth Contractor's privacy and security 
obligations with respect to PI and Pll that Contractor may create, receive, 
maintain, use, or disclose for or on behalf of Department pursuant to this 
Agreement. Specifically this Exhibit applies to PI and Pll which is not Protected 
Health Information (PHI) as defined by HIPAA and therefore is not addressed in 
Exhibit G-1 of this Agreement, the HIPAA Business Associate Addendum; 
however, to the extent that data is both PHI or ePHI and Pll, both Exhibit G-1 and 
this Exhibit G-2 shall apply. 

C. The lEA Agreement referenced in A.2) above requires the Department to extend 
its substantive privacy and security terms to subcontractors who receive data 
provided to DHCS by the Social Security Administration. If Contractor receives 
data from DHCS that includes data provided to DHCS by the Social Security 
Administration, Contractor must comply with the following specific sections of the 
lEA Agreement: E. Security Procedures, F. Contractor/Agent Responsibilities, 
and G. Safeguarding and Reporting Responsibilities for Personally Identifiable 
Information ("PII"), and in Attachment 4 to the lEA, Electronic Information 
Exchange Security Requirements, Guidelines and Procedures for Federal, State 
and Local Agencies Exchanging Electronic Information with the Social Security 
Administration. Contractor must also ensure that any agents, including a 
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subcontractor, to whom it provides DHCS data that includes data provided by the 
Social Security Administration, agree to the same requirements for privacy and 
security safeguards for such confidential data that apply to Contractor with 
respect to such information. 

D. The terms used in this Exhibit G-2, but not otherwise defined, shall have the 
same meanings as those terms have in the above referenced statute and 
Agreement. Any reference to statutory, regulatory, or contractual language shall 
be to such language as in effect or as amended. 

2. Definitions. 

A. "Breach" shall have the meaning given to such term under the lEA and CMPPA. 
It shall include a "PII loss" as that term is defined in the CMPPA. 

B. "Breach of the security of the system" shall have the meaning given to such term 
under the California Information Practices Act, Civil Code section 1798.29(f). 

C. "CMPPA Agreement" means the Computer Matching and Privacy Protection Act 
Agreement between the Social Security Administration and the California Health 
and Human Services Agency (CHHS). 

D. "Department PI" shall mean Personal Information, as defined below, accessed in 
a database maintained by the Department, received by Contractor from the 
Department or acquired or created by Contractor in connection with performing 
the functions, activities and services specified in this Agreement on behalf of the 
Department. 

E. "lEA" shall mean the Information Exchange Agreement currently in effect 
between the Social Security Administration (SSA) and the California Department 
of Health Care Services (DHCS). 

F. "Notice-triggering Personal Information" shall mean the personal information 
identified in Civil Code section 1798.29 whose unauthorized access may trigger 
notification requirements under Civil Code section 1798.29. For purposes of this 
provision, identity shall include, but not be limited to, name, address, email 
address, identifying number, symbol, or other identifying particular assigned to 
the individual, such as a finger or voice print, a photograph or a biometric 
identifier. Notice-triggering Personal Information includes PI in electronic, paper 
or any other medium. 

G. "Personally Identifiable Information" (PII) shall have the meaning given to such 
term in the lEA and CMPPA. 

H. "Personal Information" (PI) shall have the meaning given to such term in 
California Civil Code Section 1798.3(a). 
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I. "Required by law" means a mandate contained in law that compels an entity to 
make a use or disclosure of PI or Pll that is enforceable in a court of law. This 
includes, but is not limited to, court orders and court-ordered warrants, 
subpoenas or summons issued by a court, grand jury, a governmental or tribal 
inspector general, or an administrative body authorized to require the production 
of information, and a civil or an authorized investigative demand. It also includes 
Medicare conditions of participation with respect to health care providers 
participating in the program, and statutes or regulations that require the 
production of information, including statutes or regulations that require such 
information if payment is sought under a government program providing public 
benefits. · 

J. "Security Incident" means the attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of PI, or confidential data utilized in 
complying with this Agreement; or interference with system operations in an 
information system that processes, maintains or stores Pl. 

3. Terms of Agreement 

A. Permitted Uses and Disclosures of Department PI and Pll by Contractor 

Except as otherwise indicated in this Exhibit G-2, Contractor may use or disclose 
Department PI only to perform functions, activities or services for or on behalf of 
the Department pursuant to the terms of this Agreement provided that such use 
or disclosure would not violate the California Information Practices Act (CIPA) if 
done by the Department. 

B. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department PI or Pll other than as 
permitted or required by this Agreement or as required by applicable state 
and federal law. 

2) Safeguards. To implement appropriate and reasonable administrative, 
technical, and physical safeguards to protect the security, confidentiality 
and integrity of Department PI and Pll, to protect against anticipated 
threats or hazards to the security or integrity of Department PI and Pll, and 
to prevent use or disclosure of Department PI or PII other than as provided 
for by this Agreement. Contractor shall develop and maintain a written 
information privacy and security program that include administrative, 
technical and physical safeguards appropriate to the size and complexity 
of Contractor's operations and the nature and scope of its activities, which 
incorporate the requirements of section 3, Security, below. Contractor will 
provide DHCS with its current policies upon request. 
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3) Security. Contractor shall take any and all steps necessary to ensure the 
continuous security of all computerized data systems containing PHI 
and/or PI, and to protect paper documents containing PHI and/or Pl. 
These steps shall include, at a minimum: 

a. Complying with all of the data system security precautions listed in 
Attachment A, Business Associate Data Security Requirements; 

b. Providing a level and scope of security that is at least comparable to 
the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A-130, Appendix Ill
Security of Federal Automated Information Systems, which sets 
forth guidelines for automated information systems in Federal 
agencies; and 

c. If the data obtained by Contractor from DHCS includes Pll, 
Contractor shall also comply with the substantive privacy and 
security requirements in the Computer Matching and Privacy 
Protection Act Agreement between the SSA and the California 
Health and Human Services Agency (CHHS) and in the Agreement 
between the SSA and DHCS, known as the Information Exchange 
Agreement, which are attached as Attachment I and incorporated 
into this Agreement. The specific sections of the lEA with 
substantive privacy and security requirements to be complied with 
are sections E, F, and G, and in Attachment 4 to the lEA, Electronic 
Information Exchange Security Requirements, Guidelines and 
Procedures for Federal, State and Local Agencies Exchanging 
Electronic Information with the SSA. Contractor also agrees to 
ensure that any agents, including a subcontractor to whom it 
provides DHCS PI I, agree to the same requirements for privacy and 
security safeguards for confidential data that apply to Contractor 
with respect to such information. 

4) Mitigation of Harmful Effects. To mitigate, to the extent practicable, any 
harmful effect that is known to Contractor of a use or disclosure of 
Department PI or Pll by Contractor or its subcontractors in violation of this 
Exhibit G-2. 

5) Contractor's Agents and Subcontractors. To impose the same 
restrictions and conditions set forth in this Exhibit G-2 on any 
subcontractors or other agents with whom Contractor subcontracts any 
activities under this Agreement that involve the disclosure of Department 
PI or Pll to the subcontractor. 

6) Availability of Information to DHCS. To make Department PI and Pll 
available to the Department for purposes of oversight, inspection, 
amendment, and response to requests for records, injunctions, 
judgments, and orders for production of Department PI and PI I. If 
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Contractor receives Department Pll, upon request by DHCS, Contractor 
shall provide DHCS with a list of all employees, contractors and agents 
who have access to Department Pll, including employe~s. contractors 
and agents of its subcontractors and agents. 

7) Cooperation with DHCS. With respect to Department PI, to cooperate 
with and assist the Department to the extent necessary to ensure the 
Department's compliance with the applicable terms of the CIPA including, 
but not limited to, accounting of disclosures of Department PI, correction 
of errors in Department PI, production of Department PI, disclosure of a 
security breach involving Department PI and notice of such breach to the 
affected individual(s). 

8) Confidentiality of Alcohol and Drug Abuse Patient Records. 
Contractor agrees to comply with all confidentiality requirements set forth 
in Title 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2. 
Contractor is aware that criminal penalties may be imposed for a violation 
of these confidentiality requirements. 

9) Breaches and Security Incidents. During the term of this 
Agreement, Contractor agrees to implement reasonable systems for 
the discovery and prompt reporting of any breach or security incident, 
and to take the following steps: 

a. Initial Notice to the Department. (1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach of unsecured Department PI or Pll in 
electronic media or in any other media if the PI or Pll was, or is 
reasonably believed to have been, accessed or acquired by an 
unauthorized person, or upon discovery of a suspected security 
incident involving Department PI I. (2) To notify the Department 
within one (1) hour by email or fax if the data is data subject to 
the SSA Agreement; and within 24 hours by email or fax of the 
discovery of any suspected security incident, intrusion or 
unauthorized access, use or disclosure of Department PI or Pll in 
violation of this Agreement or this Exhibit G-1 or potential loss of 
confidential data affecting this Agreement. A breach shall be 
treated as discovered by Contractor as of the first day on which the 
breach is known, or by exercising reasonable diligence would have 
been known, to any person (other than the person committing the 
breach) who is an employee, officer or other agent of Contractor. 

b. Notice shall be provided to the Information Protection Unit, Office 
of HIPAA Compliance. If the incident occurs after business hours 
or on a weekend or holiday and involves electronic Department PI 
or Pll, notice shall be provided by calling the Department 
Information Security Officer. Notice shall be made using the DHCS 
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"Privacy Incident Report" form, including all information known at 
the time. Contractor shall use the most current version of this form, 
which is posted on the DHCS Information Security Officer website 
(www.dhcs.ca.gov, then select "Privacy'' in the left column and then 
"Business Partner'' near the middle of the page) or use this link: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusi 
nessAssociatesOnly.aspx . 

c. Upon discovery of a breach or suspected security incident, 
-intrusion or unauthorized access, use or disclosure of Department 
PI or Pll, Contractor shall take: 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and 

ii.Any action pertaining to such ·unauthorized disclosure required by 
applicable Federal and State laws and regulations. 

r 
d. Investigation and Investigation Report. To immediately 

investigate such suspected security incident, security incident, 
breach, or unauthorized access, use or disclosure of PHI. Within 
72 hours of the discovery, Contractor shall submit an updated 
"Privacy Incident Report" containing the information marked with 
an asterisk and all other applicable information listed on the form, 
to the extent known at that time, to the Department Information 
Security Officer. 

e. Complete Report. To provide a complete report of the 
investigation to the Department Program Contract Manager and 
the Information Protection Unit within ten (10) working days of the 
discovery of the breach or unauthorized use or disclosure. The 
report shall be submitted on the "Privacy Incident Report" form and 
shall include an assessment of all known factors relevant to a 
determination of whether a breach occurred. The report shall also 
include a full, detailed corrective action plan, inCluding information 
on measures that were taken to halt and/or contain the improper 
use or disclosure. If the Department requests information in 
addition to that listed on the "Privacy Incident Report" form, 
Contractor shall make reasonable efforts to provide the 
Department with such information. If, because of the 
circumstances of the incident, Contractor needs more than ten ( 1 0) 
working days from the discovery to submit a complete report, the 
Department may grant a reasonable extension of time, in which 
case Contractor shall submit periodic updates until the complete 
report is submitted. If necessary, a Supplemental Report may be 
used to submit revised or additional information after the 
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completed report is submitted, by submitting the revised or 
additional information on an updated "Privacy Incident Report" 
form. The Department will review and approve the determination of 
whether a breach occurred and whether individual notifications and 
a corrective action plan are required. 

f. Responsibility for Reporting of Breaches. If the cause of a 
breach of Department PI or PII is attributable to Contractor or its 
agents, subcontractors or vendors, Contractor is responsible for all 
required reporting of the breach as specified in CIPA, section 
1798.29and as may be required under the lEA. Contractor shall 
bear all costs of required notifications to individuals as well as any 
costs associated with the breach. The Privacy Officer shall approve 
the time, manner and content of any such notifications and their 
review and approval must be obtained before the notifications are 
made. The Department will provide its review and approval 
expeditiously and without unreasonable delay. 

g. If Contractor has reason to believe that duplicate reporting of the 
same breach or incident may occur because its subcontractors, 
agents or vendors may report the breach or incident to the 
Department in addition to Contractor, Contractor shall notify the 
Department, and the Department and Contractor may take 
appropriate action to prevent duplicate reporting. 

h. Department Contact Information. To direct communications to the 
above referenced Department staff, the Contractor shall initiate 
contact as indicated herein. The Department reserves the right to 
make changes to the contact information below by giving written 
notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to which it is 
incorporated. 
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Program 
Contract 
Manager 

See the Exhibit Information Protection Unit 
A, Scope of c/o: Office of HIPAA 
Work for Compliance Department of 
Program Health Care Services 

Contract P.O. Box 997413, MS 4722 

Manager Sacramento, CA 95899-7413 
(916) 445-4646 

information Email: 
grivacyofficer@dhcs. ca .gov 

Telephone:(916) 445-4646 

" ~ 

Fax: (916) 440-7680 
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DHCS Information Security 
Officer 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Email: iso@dhcs.ca.gov 

Telephone: ITSD Service Desk 
(916) 440-7000 or 
(800) 579-087 4 

Fax: (916)440-5537 

10) Designation of Individual Responsible for Security 

Contractor shall designate an individual, (e.g., Security Officer), to oversee its 
data security program who shall be responsible for carrying out the 
requirements of this Exhibit G-2 and for communicating on security matters 
with the Department. 
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1) Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requirements set forth in Title 42 Code of 
Federal Regulations, Chapter I, Subchapter A, Part 2. Contractor is aware that 
criminal penalties may be imposed for a violation of these confidentiality 
requirements. 

2) Disclaimer. The Department makes no warranty or representation that compliance 
by Contractor with this Exhibit G, HIPAA or the HIPAA regulations will be adequate 
or satisfactory for Contractor's own purposes or that any information in Contractor's 
possession or control, or transmitted or received by Contractor, is or will be secure 
from unauthorized use or disclosure. Contractor is solely responsible for all 
decisions made by Contractor regarding the safeguarding of the Department PHI, PI 
and Pll. 

3) Amendment. The parties acknowledge that federal and state laws relating to 
electronic data security and privacy are rapidly evolving and that amendment of this 
Exhibit G may be required to provide for procedures to ensure compliance with such 
developments. The parties specifically agree to take such action as is necessary to 
implement the standards and requirements of HIPAA, the HITECH Act, and the 
HIPAA regulations, and other applicable state and federal laws. Upon either party's 
request, the other party agrees to promptly enter into negotiations concerning an 
amendment to this Exhibit G embodying written assurances consistent with the 
standards and requirements of HIPAA, the HITECH Act, and the HIPAA regulations, 
and other applicable state and federal laws. The Department may terminate this 
Agreement upon thirty {30) days written notice in the event: 

a) Contractor does not promptly enter into negotiations to amend this 
Exhibit G when requested by the Department pursuant to this section; 
or 

b) Contractor does not enter into an amendment providing assurances 
regarding the safeguarding of Department PHI that the Department 
deems is necessary to satisfy the standards and requirements of HIPAA 
and the HIPAA regulations. 

4) Judicial or Administrative Proceedings. Contractor will notify the 
Department if it is named as a defendant in a criminal proceeding for a 
violation of HIPAA or other security or privacy law. The Department may 
terminate this Agreement if Contractor is found guilty of a criminal violation of 
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HIPAA. The Department may terminate this Agreement if a finding or 
stipulation that the Contractor has violated any standard or requirement of 
HIPAA, or other security or privacy laws is made in any administrative or civil 
proceeding in which the Contractor is a party or has been joined. DHCS will 
consider the nature and seriousness of the violation in deciding whether or not 
to terminate the Agreement. 

5) Assistance in Litigation or Administrative Proceedings. Contractor shall 
make itself and any subcontractors, employees or agents assisting Contractor 
in the performance of its obligations under this Agreement, available to the 
Department at no cost to the Department to testify as witnesses, or otherwise, 
in the event of litigation or administrative proceedings being commenced 
against the Department, its directors, officers or employees based upon 
claimed violation of HIPAA, or the HIPAA regulations, which involves inactions 
or actions by the Contractor, except where Contractor or its subcontractor, 
employee or agent is a named adverse party. 

6) No Third-Party Beneficiaries. Nothing express or implied in the terms and 
conditions of this Exhibit G is intended to confer, nor shall anything herein 
confer, upon any person other than the Department or Contractor and their 
respective successors or assignees, any rights, remedies, obligations or 
liabilities whatsoever. 

7) Interpretation. The terms and conditions in this Exhibit G shall be interpreted 
as broadly as necessary to implement and comply with HIPAA, the HITECH 
Act, and the HIPAA regulations. The parties agree that any ambiguity in the 
terms and conditions of this Exhibit G shall be resolved in favor of a meaning 
that complies and is consistent with HIPAA, the HITECH Act and the HIPAA 
regulations, and, if applicable, any other relevant state and federal laws. 

8) Conflict. In case of a conflict between any applicable privacy or security 
rules, laws, regulations or standards the most stringent shall apply. The most 
stringent means that safeguard which provides the highest level of protection 
to PHI, PI and Pll from unauthorized disclosure. Further, Contractor must 
comply within a reasonable period of time with changes to these standards 
that occur after the effective date of this Agreement. 

9) Regulatory References. A reference in the terms and conditions of this 
Exhibit G to a section in the HIPAA regulations means the section as in effect 
or as amended. 

1 0) Survival. The respective rights and obligations of Contractor under Section 3, 
Item D of Exhibit G-1 , and Section 3, Item B of Exhibit G-2, Responsibilities of 
Contractor, shall survive the termination or expiration of this Agreement. 

11) No Waiver of Obligations. No change, waiver or discharge of any liability or 
obligation hereunder on any one or more occasions shall be deemed a waiver 
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of performance of any continuing or other obligation, or shall prohibit 
enforcement of any obligation, on any other occasion. 

12) Audits, Inspection and Enforcement. From time to time, and subject to all 
applicable federal and state privacy and security laws and regulations, the 
Department may conduct a reasonable inspection of the facilities, systems, 
books and records of Contractor to monitor compliance with this Exhibit G. 
Contractor shall promptly remedy any violation of any provision of this Exhibit 
G. The fact that the Department inspects, or fails to inspect, or has the right to 
inspect, Contractor's facilities, systems and procedures does not relieve 
Contractor of its responsibility to comply with this Exhibit G. The Department's 
failure to detect a non-compliant practice, or a failure to report a detected non
compliant practice to Contractor does not constitute acceptance of such 
practice or a waiver of the Department's enforcement rights under this 
Agreement, including this Exhibit G. 

13) Due Diligence. Contractor shall exercise due diligence and shall take 
reasonable steps to ensure that it remains in compliance with this Exhibit G and 
is in compliance with applicable provisions of HIPAA, the HITECH Act and the 
HIPAA regulations, and other applicable state and federal law, and that its 
agents, subcontractors and vendors are in compliance with their obligations as 
required by this Exhibit G. 

14) Term. The Term of this Exhibit G-1 shall extend beyond the termination of the 
Agreement and shall terminate when all Department PHI is destroyed or returned 
to the Department, in accordance with 45 CFR Section 164.504(e)(2)(ii)(l), and 
when all Department PI and PII is destroyed in accordance with Attachment A. 

14) Effect of Termination. Upon termination or expiration of this Agreement for any 
reason, Contractor shall return or destroy all Department PHI, PI and PII that 
Contractor still maintains in any form, and shall retain no copies of such PHI, PI 
or Pll. If return or destruction is not feasible, Contractor shall notify the 
Department of the conditions that make the return or destruction infeasible, and 
the Department and Contractor shall determine the terms and conditions under 
which Contractor may retain the PHI, PI or PI I. Contractor shall continue to 
extend the protections of this Exhibit G to such Department PHI, PI and Pll, and 
shall limit further use of such data to those purposes that make the return or 
destruction of such data infeasible. This provision shall apply to Department PHI, 
PI and Pll that is in the possession of subcontractors or agents of Contractor. 
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A. Employee Training. All workforce members who assist in the performance of 
functions or activities on behalf of the Department, or access or disclose 
Department PHI or PI must complete information privacy and security training, at 
least annually, at Contractor's expense. Each workforce member who receives 
information privacy and security training must sign a certification, indicating the 
member's name and the date on which the training was completed. These 
certifications must be retained for a period of six (6) years following termination of 
this Agreement. 

B. Employee Discipline. Appropriate sanctions must be applied against workforce 
members who fail to comply with privacy policies and procedures or any 
provisions of these requirements, including termination of employment where 
appropriate. 

C. Confidentiality Statement. All persons that will be working with Department 
PHI or PI must sign a confidentiality statement that includes, at a minimum, 
General Use, Security and Privacy Safeguards, Unacceptable Use, and 
Enforcement Policies. The statement must be signed by the workforce member 
prior to access to Department PHI or Pl. The statement must be renewed 
annually. The Contractor shall retain each person's written confidentiality 
statement for Department inspection for a period of six (6) years following 
termination of this Agreement. 

D. Background Check. Before a member of the workforce may access 
Department PHI or PI, a background screening of that worker must be 
conducted. The screening should be commensurate with the risk and magnitude 
of harm the employee could cause, with more thorough screening being done for 
those employees who are authorized to bypass significant technical and 
operational security controls. The Contractor shall retain each workforce 
member's background check documentation for a period of three (3) years. 

2. Technical Security Controls 

A. Workstation/Laptop encryption. All workstations and laptops that store 
Department PHI or PI either directly or temporarily must be encrypted using a 
FIPS 140-2 certified algorithm which is 128bit or higher, such as Advanced 
Encryption Standard (AES). The encryption solution must be full disk unless 
approved by the Department Information Security Office. 
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B. Server Security. Servers containing unencrypted Department PHI or PI must have 
sufficient administrative, physical, and technical controls in place to protect that 
data, based upon a risk assessment/system security review. 

C. Minimum Necessary. Only the minimum necessary amount of Department PHI or 
PI required to perform necessary business functions may be copied, downloaded, 
or exported. 

D. Removable media devices. All electronic files that contain Department PHI or PI 
data must be encrypted when stored on any removable media or portable device 
(i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.). 
Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such 
asAES. 

E. Antivirus software. All workstations, laptops and other systems that process and/or 
store Department PHI or PI must install and actively use comprehensive anti-virus 
software solution with automatic updates scheduled at least daily. 

F. Patch Management. All workstations, laptops and other systems that process 
and/or store Department PHI or PI must have critical security patches applied, with 
system reboot if necessary. There must be a documented patch management 
process which determines installation timeframe based on risk assessment and 
vendor recommendations. At a maximum, all applicable patches must be installed 
within 30 days of vendor release. Applications and systems that cannot be 
patched within this time frame due to significant operational reasons must have 
compensatory controls implemented to minimize risk until the patches can be 
installed. Applications and systems that cannot be patched must have 
compensatory controls implemented to minimize risk, where possible. 

G. User IDs and Password Controls. All users must be issued a unique user name for 
accessing Department PHI or Pl. Username must be promptly disabled, deleted, or 
the password changed upon the transfer or termination of an employee with 
knowledge of the password. Passwords are not to be shared. Passwords must be at 
least eight characters and must be a non-dictionary word. Passwords must not be 
stored in readable format on the computer. Passwords must be changed at least 
every 90 days, preferably every 60 days. Passwords must be changed if revealed or 
compromised. Passwords must be composed of characters from at least three of the 
following four groups from the standard keyboard: 

1) Upper case letters (A-Z) 
2) Lower case letters (a-z) 
3) Arabic numerals (0-9) 
4) Non-alphanumeric characters (punctuation symbols) 

H. Data Destruction. When no longer needed, all Department PHI or PI must be wiped 
using the Gutmann or US Department of Defense (DoD) 5220.22-M (7 Pass) standard, 
or by degaussing. Media may also be physically destroyed in accordance with NIST 
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Special Publication 800-88. Other methods require prior written permission of the 
Department Information Security Office. 

I. System Timeout. The system providing access to Department PHI or PI must 
provide an automatic timeout, requiring re-authentication of the user session after 
no more than 20 minutes of inactivity. 

J. Warning Banners. All systems providing access to Department PHI or PI must 
display a warning banner stating that data is confidential, systems are logged, 
and system use is for business purposes only by authorized users. User must be 
directed to log off the system if they do not agree with these requirements. 

K. System Logging. The system must maintain an automated audit ~rail which can 
identify the user or system process which initiates a request for Department PHI 
or PI, or which alters Department PHI or Pl. The audit trail must be date and 
time stamped, must log both successful and failed accesses, must be read only, 
and must be restricted to authorized users. If Department PHI or PI is stored in a 
database, database logging functionality must be enabled. Audit trail data must 
be archived for at least 3 years after occurrence. 

L. Access Controls. The system providing access to Department PHI or PI must 
use role based access controls for all user authentications, enforcing the 
principle of least privilege. 

M. Transmission encryption. All data transmissions of Department PHI or PI 
outside the secure internal network must be encrypted using a FIPS 140-2 
certified algorithm which is 128bit or higher, such as AES. Encryption can be 
end to end at the network level, or the data files containing Department PHI can 
be encrypted. This requirement pertains to any type of Department PHI or PI in 
motion such as website access, file transfer, and E-Mail. 

N. Intrusion Detection. All systems involved in accessing, holding, transporting, 
and protecting Department PHI or PI that are accessible via the Internet must be 
protected by a comprehensive intrusion detection and prevention solution. 

3. Audit Controls 

A. System Security Review. Contractor must ensure audit control mechanisms 
that record and examine system activity are in place. All systems processing 
and/or storing Department PHI or PI must have at least an annual system risk 
assessment/security review which provides assurance that administrative, 
physical, and technical controls are functioning effectively and providing 
adequate levels of protection. Reviews should include vulnerability scanning 
tools. 
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B. Log Reviews. All systems processing and/or storing Department PHI or PI must 
have a routine procedure in place to review system logs for unauthorized access. 

C. Change Control. All systems processing and/or storing Department PHI or PI 
must have a documented change control procedure that ensures separation of 
duties and protects the confidentiality, integrity and availability of data. 

4. Business Continuity I Disaster Recovery Controls 

A. Emergency Mode Operation Plan. Contractor must establish a documented 
plan to enable continuation of critical business processes and protection of the 
security of Department PHI or PI held in an electronic format in the event of an 
emergency. Emergency means any circumstance or situation that causes 
normal computer operations to become unavailable for use in performing the 
work required under this Agreement for more than 24 hours. 

B. Data Backup Plan. Contractor must have established documented procedures 
to backup Department PHI to maintain retrievable exact copies of Department 
PHI or Pl. The plan must include a regular schedule for making backups, storing 
backups offsite, an inventory of backup media, and an estimate of the amount of 
time needed to restore Department PHI or PI should it be lost. At a minimum, the 
schedule must be a weekly full backup and monthly offsite storage of Department 
data. 

5. Paper Document Controls 

A. Supervision of Data. Department PHI or PI in paper form shall not be left 
unattended at any time, unless it is locked in a file cabinet, file room, desk or 
office. Unattended means that information is not being observed by an employee 
authorized to access the information. Department PHI or PI in paper form shall 
not be left unattended at any time in vehicles or planes and shall not be checked 
in baggage on commercial airplanes. 

B. Escorting Visitors. Visitors to areas where Department PHI or PI is contained 
shall be escorted and Department PHI or PI shall be kept out of sight while 
visitors are in the area. 

C. Confidential Destruction. Department PHI or PI must be disposed of through 
confidential means, such as cross cut shredding and pulverizing. 

D. Removal of Data. Only the minimum necessary Department PHI or PI may be 
removed from the premises of the Contractor except with express written 
permission of the Department. Department PHI or PI shall not be considered 
"removed from the premises" if it is only being transported from one of 
Contractor's locations to another of Contractors locations. 
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E. Faxing. Faxes containing Department PHI or PI shall not be left unattended and 
fax machines shall be in secure areas. Faxes shall contain a confidentiality 
statement notifying persons receiving faxes in error to destroy them. Fax 
numbers shall be verified with the intended recipient before sending the fax. 

F. Mailing. Mailings containing Department PHI or PI shall be sealed and secured 
from damage or inappropriate viewing of such PHI or PI to the extent possible. 
Mailings which include 500 or more individually identifiable records of 
Department PHI or PI in a single package shall be sent using a tracked mailing 
method which includes verification of delivery and receipt, unless the prior written 
permission of the Department to use another method is obtained. 

THE REST OF THIS PAGE IS INTENTIONALLY BLANK 
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INFORMATION EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND .. 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

A. PURPOSE: The purpose of this Information Exchange Agreement (''lEA") is to establish 
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain 
information, records, or data (herein "data'') to assist the State Agency in administering 
certain federally funded state-administered benefit programs (including state-funded state 
supPlementary payment programs under Title XVI of the Social Security Act) identified in 

· this mA. By entering into this IEA, the State Agency agrees to ~~ly with: · . 
• the terms and conditions set forth in the C~mputer Matching and Privacy Protection Act 

Agreement ("CMPP A Agreement") attached as. Attachment 1, gq~erning the State 
Agency's use of the data.disclosed from SSA's Privacy Act System of Records; and 

• all other tenns and conditjons set forth in this mA. 

B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the 
data r~ceived or accessed from SSA 'tinder this IEA for the purpose of a.Qministering the· . 
federally funded, state-administered programs identified 1n Table 1 below. In Table i, the 
State Agency has identified: (a) each federally funded, state-administered·program thatit 
administers; and (b) each SSA ~exchange system to which the State Agency needs acce~s 
in order· to ~ster the identified program. The list of SSA 's data exchange systems is 
attached as· Attachment 2: · 

TABLE! 
FEDERALLY FUNDED BENEFIT PROGRAMS 

Prc)gram SSA Data Exchange System{s) 

[X] ·Medicaid BENDEX/SDXIEVSISVES/SOLQISVES !·Citizenship 
/Q._uarters of Coverage/Prisoner Query 

0 Temporary Assistance to Needy Families 
(TANf.) ·-

D· Supplemental Nutrftfon Assfstanc:e Program 
t 

(SNAP: formally Food Stamps)· 

·o. Unemployment Com_Pensatfon (Federal) 

0 Unemployment Compensation (State) 
~·~ 

0 State Chfld Suppor·t Agency 
~ 

.0 Low-Income Home Energy Assistance 
Program (LI-HEAP) 

· 0 Work~rs Compensation 

0 Vocationa\ Rehabili~tion Services 

1 
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D State Health lnsur~nce Program (S·CHIP) .. 

q Won:'en, infants and Chf~dren (W.I.C.) 

[X] Medicare Savinas Proarams (MSP) · .. - LIS Ffle 
.. 

[X) Medicare 1144 (Outreach) Medicare 1144 Outreach File 

D Other Federally Funded, State-Administer~ Programs (List Below! 

Program SSA Data Exchange System(s) 
I 

. 
" 

; 
' 

.. 

~ 

. . 
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.· 

(2) The State Agency will :use eacth identified data exchange system 21!lE for the purpose of 
administering the specific program for which access to the data exchange system is provided. 
SSA data exchange systems are protected by the Privacy Act and federal law prohibits the · 
use of SSA 's data for any purpose other than the pmpose of administering ihe specific 
program for which such data is disclosed. In particular, the State Agency Will use: (a) the tax 
return data disclosed by SSA only to determine ~diviciual eligibility for, or the amount ot: 
assistance under a state plan pursuant to Section 1137 programs and child support 
enforcement programs in accordancewith26 U.S.C. § 6103(1)(8); and (b) the citizenship · 
status data disclosed by SSA under the Children~s Health Insurance Program 
Reauthorization Act of2009, Pub. L. 111·3, only for the purpose of deteqnining entitlement 
to Medicaid and·CHIP program for new applicants. The State Agency also acknowledges . . 
that SSA 's citizenship d8ta may be less than SO percent current Applicants for SSNs report 
their citizenship data at the time they apply for their SSNs; there is no obligation for an 

· individual to report to SSA a change in his or her immigration status until he or she files a 
claim for benefits. 

C. PROGRAM QUESTIONNAIRE: Prior to signing this ffiA, the State Agency will 
complete and submit to .SSA a program questionnaire for each of the federally fimded, state
administered programs checked in ~able 1 above. SSA will not disclose any data un~er this · 
lEA until it has received and approved the completed program questionnaire for each of the 
progi-am.s identified in Table 1 above. · 
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D. TRANSFER OF DATA: SSA will transinit the data to the State Agency under this IEA 
using the data transmission niethoc;l. identified in Table 2 below: 

TABLE2 
TRANSFER OF DATA. · 

[J Data will I>e transmitted dir~ctly between SSA and the State Agency. 
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[X] pata will be transmitted directly between SSA and the California <?ffi9e of Technology (State 
Transmission/Transfer Component ( .. STC")) by the File Transfer Management System, a secure 
mechaQ.ism approved by SSA. The STC will serve as the conduit between SSA and the State 
Agency pursuant to the State S'J;'C Agr~ement.. 

D Data will ~ transzcitted directly between SSA and the Interstate Connection Network 
("ICON''). ICON is a wide area telecommunications network conneeting state agencies-that 
administer the state unemployment insurance laws. When receiving data through ICON,. the 
~tate Agency will comply with the "Systems Security Requirements for.SSA Web Access to SSA 
Information Through the ICON," attached as Attachment 3. · · 

E. SE~ PROCEDURES: The State Agency will COlll{'lY with limitations on.use, 
treatment, and·safeguarding of data_ under the Privacy Act of1974 (5 U.S. C. 552a), as 
amended by the Computer Matching and Privacy Protectit?n Act of 1988, related Office of 
Management and Budget guidelines, the Federal Information Security Management Act of 
2002 (44 U.S.C. § 354.1, et seq.), and related National Institute ~!Standards and Technology 
guidelines.· In addition, the State Agency will comply with SSA's •'Information System . 
Security Guidelines for Federal, State and Local Agencies Receiving Electronic Information 
from the Social Security Adm,inistration," a~ched as AttaChment 4. For any tax return 
dati, the State Agency will also comply with the "Tax Information Security Guidelines for 
Federal, State and Local Agencies," Publication 1075, publislied by the Secretary of the 
Treasury and avaHable at the following Internal Revenue Service (IRS) website: 
http://www.irS.gov/pub/irs-pdf/pl075.pdt: This IRS Publication 1075 is incorporated by 
reference into this lEA. · 

F: CONTRACTOR/AGENT RESPONSmn..ITIES! The State Agency will restrict access to 
the data obtained frQm SSA. to only those authorized State employees, contractors, and 
agents who need such data to perfonn their official duties ln. connection with purposes 
identified in this lEA. At SSA's request, the State Agency will obtaUi from each of its 
contractors and agents a current list of the employees· of its contractors and agents who have 
access to SSA data disclosed under this IEA The State Agency will:requjre its contractors, 
agents, and all employees of such contractors or agents.with ·authorized access to the SSA 
data disclosed under this lEA, to comply with the terms and conditions set forth in this IE.A; 
and not to duplicate, disSeminate; or disclose. such data without obtaining SSA's prior written 
approval. In additioO: the State Agency wil~ comply with the limitations on use, duplication, 
and redisclo~e ofSSA data set forth in Section IX. of the CMPPA Agreemep.t, especially 
with respect to its contractors and agents. .. •. 

3. 
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. G. SAFEGUARDING AND REPORTING.RESPONSffiiLITIES FOR PERSONALLY. 

. .IDENTIFIABLE INFORMATION ("Pll"): 

1. The State Agency will ensure that its employees, contractors, and agents: 
a. properly safeguard PTI furnished by SSA under this lEA from loss, .theft or 

inadvertent disclosure; 
b. understand that they are responsible for safeguarcimg this inforination at all times, 

regardless of whether or not the State employee, contraCtor, or agent is at his or her 
regular duty station; · · · . · · 

c. ensure that laptops and other electronic devices/media containing PII are encrypted 
and/or password protected; . 

d. send ~mails containing PII ·only if encrypted or if to mid from addresses that are 

Page 4 of66 

secure; and . · · · 
e. limit disciosure of the information and details rel8.ting to a Pll lo~· only to those with 

a need to know. · · · · 

2. If an employee of the State Agency or an employee of the State Agency's contractor or 
agent becomes aware. of suspected_ or actuai loss ofPii, he or she must immediately. 
contact the State Agency official responsible for Systems Security designated below or 
h;is or her delegate. That State Agency official or delegate must then notify the SSA 
Regional Office Contact and the SSA Systems Secmjty Contact identified below. It: for 
~y reason, the reSponsible State Agency official or delegate is unable to notify the SSA 
Regional ~ce or the SSA Systems Security Contact within 1 hom, the responsible State 
Agency official or delegate must call SSA's Network Customer' Service Center. : 
(''NCSC") at 410-965-7777 or toll free at 1-888-772-6661 to report the actual or · 
~ted ioss. The responsible State Agency official cir delegate will use the worksheet, 
attached as AttachmentS, to quickly gather and organize information-about the incident. 
The responsibl~ State Agency oftic~ or delegate must provide to SSA timely updates as 
any addi~onal information about the loss ofPll-becomes ~vailable. 

3 ... SSA will ~ the neceSsary contact within SS!\..to file a formal report in accordarice 
with: SSA procedmes. SSA will notify the DepaEtment ofHomeland Secmity's United 
States Computer Emerg~cy Readiness Team if loss or poteri~alloss ofPII related to a 
data exchange under this lEA occurs. · 

4. If the State-Agency experiences a loss or breach of data, it will determin~ whether or not · 
to provide notice to individuals-whose data bas been lost.ofbreached and bear ~Y _costs 
associated with the-notice or any mitigation. 
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FORSSA 

San Ftancisco Regional Ofli~e: 

Ellery Brown . 
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. Data Exchange Issues: 

Guy Fortson . 
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Data Exchange Coordinator 
Frank Hagel" Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 

Office of Electronic Information Exchange 

Phone: (510) 970-8243 
Fax: (510) 970-8101 
Enjail: Ellecy.Brown@ssa.gov 

Systems Issues: 

Pamela Riley 

GDlO East High Rise . 
6401 Secmity Boulevard 

··Baltimore, MD 21235. 
Phone: (410) 597-1103 

· ·Fax: (410) 597-0841 . 
Email: guy.fortson@ssa.gov. · 

Systems Security .Issues: 

Michael G. Johnson 
Acting DireCtor Office of Earnings, Enumeration & 

Administrative Systems 
DIVES/Data Exchange Branch. 

Office of Electronic Information Excl;umge 
.. Office of Strategic Services 

6401 Security Boulevard 
·Baltimore, MD 21235 
Pho~e:(4l0)965~266 

6401 SecUrity.Boulemq · · · 
Baltimore, MD 2i235 . 
Phone: (410) 965-7993 · 
Fax:(410)966-3147 
Em.ail: Pamela.Riley@ssa.gov 

FOR STATE AGENCY 

Agreement Issues: 

Manue~ Urbina 
Chief, Security Unit 

Fax: (410) 966-0527 . 
Email: Michael.G.Johnson@ssa.gov 

Technical Issues: 

Fei Collier 
. Chief, Application Support Branch . 

. Policy Operations Branch 
Medi-Cal Eligibility DiVision 

·. 1501 Capitol Avenue, MS 4607 
Sacramento, CA 95814 

Information Technology Services Division 
1615 Capitol Ave. MS·6100 .. 
Sacramento, CA 95814 

. Phone: (916) 440-7036 
Phone: (916) 650-0160. 
Email: Manuel.Urbina@dhcs.ca.gov 

· Email: .Fei~llier@dhcs.ca.gov 

. . . 
I •. DURATION: The effective date of this lEA is January 1; 2010. This lEA will reiDain ip. 

effect for as long as: (1) a CMPP A Agreement governing this lEA is in effect between SSA 
and the S~te or the .State Agency; and (2) the State Agency submits a certification in· 
accor~ance with Section J. below at least 30 days before the expiration and renewal of s~ch 
CMPP A. Agreement. · 
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J. CERTIFICATION AND PRO~ CHANGES: At least 30 days before the expiration 
and renewal of tlie State CMPPA Agreement governing this ffiA, the State Agency will 
certify in writing to SSA that: (lj"it is in compliance witlfthe terms and conditions ·of this 

· IEA; (2) the data exchange processes under-this IEA have been and will be conducted , . 
without change; ana.(3) it will, upon SSA's request, provide audit reports or other documents 
that demonstrate review and oversight activities. If there are substantive chSnges in any of 
the programs or data exchange processes listed in ~ lEA.. the parties will modify the IEA in 
accordance with Section K. below and the State Agency will submit for SSA 's approval new 
program questionnaires un4er .Section C. above describing si.lch changes prier to using SSA' s 
data to administer such new or changed program. . . . 

K. MODIFICATION: Mpdi:fications to this IEA ~ust be in writing and agreed to by the . 
. · parti~: . 

L. TERMIN:ATION: The parties may terminate this lEA at any time upon mutual written 
consent In ad4ition, either party may llJlilaterally terminate this rEA upon 90 days advance 
writfez1 notice to the other party. Such unilateral te~tion will be· effective 90 days after 

· the date of the notice, or at a l!!ier date specified in the notice~ 

SSA may immediately and unilaterally ~end the data flow under ~ lEA, or terminate 
this IEA, ifSSA, in its sole. discretion. determines that the State Agency (incluqing its · . 
employees, contractors, and ~ents) has: (1) made an unauthorized use or diSclosure of SSA
supplied data; or (2) violated or failed to follow the terms and conditions of this IEA or .the 
CMPPA Agreement. 

M. INTEG;RA'OON: This rE~ including all attachments, constituteS the enfire agreemeot of· 
the parties with respect to its subje<?t matter. There ~ve been no representations, w~ties, 
or promises made ·outside of this lEA. This IEA shall take precedence over any other 
document that may be in· conflict with it. 

AITACHMENTS ' 
1 - · CMPPA Agreement 
2- SSA Data Exchange Systems 
3·- ·Systems Security Requirements for.SSA"Web Access to SSA Information . · · 

Through ICON · . · . · . . ' 
4- Information System Secunty Guidelines for Federal, State and Local Agencies 

Receiving Electronic Information fron;t tqe Social SeCurity AdminiStration 
.5- Pll Loss Reporting Worksheet 

6 
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N. SSA AUTHORIZED SIGNATURE: The signatory below warrants and represents that he 
or she has the competent authority on behalf of SSA to enter into the obligations set '{orlh in 
thisiEA. :- . . 

SOCIAL SECUR1TY ADMINISTRATION 
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0. REGIONAL AND STATE AGENCY SIGNATURES: 

SOCIAL SECURITY AD:MINISTRATION 
REGiONIX . . 

Date' J 

THE CALIFO~ DEPARTMENT OF HEALTH CARE SERVICES 

Tb,e signatory below warrants and represents. thai he or she has the. competent ~uthority 
on be)lalf of the State Agency to enter into the obligations set forth in this IEA. 

·. Dat~ 

Page 8 of66 

8· 
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20121EA CERTIFICATION OF COMPLIANCE 

CERTIFICATION OF COMPLIANCE. 
FOR 

THE INFORJ.v.IA.TION EXCHANGE AGREEMENT 
;BETWEEN 

THE SOCIAL SECURITY ADMINISTRATI()N (SSA) 
AND 

(IEA-'F} 

titE CALIFORNIA DEPARTMENT OFJiEAL'rii CARE SERVIGES (STAT~ . 
. .AGENC~l 

· (State Agency Levelj 

.in :accordance with the· terms of the .:fufonna.tion Exchange Agre<mt~ni OEAIF) 'betweep: sSA Bni1 
·the State Agency; the State Agency~ through i~.authorized reptesentatfve1 hereby cirtifies t1i.a4. 
as :ofthe date of this certification::· · 

1. The S'tate. Agency is ~Il compliance with the .terms ~d conditions of the IE.AIF;: 

2. The State Ag~cy has conducted the data exchange processes und~r th~ IEAIF wl.thout 
change~ ~xcept .aS mo4liied in .accordance with tlie mAJF;, 

3. ~e. StateA$ency wlll·contfuue to c.o~ct ~e:data excha.ng~ pmcess~ under the IE.A!F 
without change ... except as may be modified. in accordance w.ith. the IEAIF; . · 

4. Upon SSA"s requ~· th~ State Ag~cy·willprovide audit reporrs or other dbcliinentS that 
demousfrate cb.m_pliance with the reView and oversight activities ·required under the . · 
IE~ and the governihg .computer Matching and, -~Y. Protectioli Act Agreem~nt;.. 
~d : . 

5. In cotnpfi~ce w.lth the requrrements of the ''Electtonic fufonna:ti.on.Exthange Security 
Requiretn.enfs:,,Guid.elin.es, and:Procedtires for State and local. Agencies Exchaiigi.Iig 
Electronic Information with the Sopial Security Adm.4Ustra'fion~?' Attachm~t 4 to the
IEA!F~ .as periodically updated by SSA •. th~ State Agency·has nQt mad~· any· changes in. 

. th~ foll9wing areas that co~ld potentially affeet-~e Becurity of SSA data! 

~- Qenera1.$ystem S.ec.urlty Desi.gO ~4 bperatfug En~n:rnen.t 
. • System Access CG>ntiol . . . . 

•· Automated Audit Trail 
., Monitoring. ~d Anomaly Dete¥tion 
•· Management Oversight 
• Data ·and Comn1uniciruons S~urity 

The 'Stat.e.Ageiicy Will submit an updated Secti.rity D.esign :Plan :at least 30 dB;ys prior to 
making any changes to ~e areas listed ~b.ove. · · · · . 
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20121EA CERTIFICAnON OF COMPLIANCE . • 

The. signatory below warrants and represents that he or she is. a representative of the State 
Agency duly au~orized to make this certificati~n."o_n behalf o!the State Agency~ 

. . . 
DE:PAltt.M"ENt OFllEAL'l'li CARE:SERVlCltS OF CALIFORNIA 

T~"QyDou 
· IJlrecfor:· . . 

· ·r/;Zc!Jv 
Date 

(lEA-F) 
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Model C~1PPA agreement 

. . 
COW.UTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT 

. BETWEEN . 
THE SOCIAL SECURITY AD?01NlSTJ1AtiON 

ANP 
THE HEALTH AND HUMAN SER'\7ICES. AGENCY 

OF :CALIFORNIA. 

L Purpose and Legal,Aqthority 

A. Pu:tp.o.se. 

Tiiis· Computer Matching -and Privacy Protection Act (CMPPA) Agre~:ment 
between the So-cial S-ecurity Administration (SSA) and the CalifPrnia.Health ana 

·Human Service.s;Agency (State Agency),.sets forth tb.e t~.t':mS.and cq_nditions 
gov.eming disclosures of recor<;is, infonnati.o~ or d,ata (collectively refen-ed ·tO 
herein "data''). made by SSA to the State Agency that administers federally 
funded benefit pro~s. under vario.'laS proVisions ·of. the Social.S.ecurity Ac.t : 
(Act),. ~ueh ~ section 1137 (.42 U .S.C. § l3~Qb-7)~ includ.i!l.g th~ state-funded 
$tate supplementa:zy p~ent DtO~ '\l:D.der title XVI af th~ Act. Th~ terms ami 
'Conditions of this Agre~ment ensure that SSA.makes .such diselo.sure.s- of-data, -~ 
the State Agency. uses -such disclosed data, in ·aCGordance 'W.itli the req¢re:meiits. of 
the Pri.vacy Act ofl974, as amenci~d by the Computer Matching and Privacy · 
Pro.tection Act of 1988, 5 U.S.C. § 552.&. 

. . . 
Under section 113 7 of the Act, the State Agency is req;uii:ed to 'US~ an income' 8;J.:).Q. 
eligibility verit1cation system to admfnist~ specified fedet:ally funded bepeji~ 
pro.~. i.qcludl.ng th~ state-funded state supplementary payment programs 

. ·Ullder=title. XVI of the Aet. To assist the ·State Agency in dete.mrining entitlement 
'to and eligibility for ben.e.fi,ts u.hder those pta~. as well as Qther. fedetally 
funde4 ben~:fi.t pw~. SSA disclose$ cett3ih (lata ·aoout f!pplicants for state 
benefits· from SSA Privacy Act Systems of Records (SOR) and verifies the Social 
Securicy num.bers ("SSN) of ~e applicants.· 

B. Le:gal Authority 

'SSA•s al'lthority to disclo~e dataan:dthe S~e Ageney•·:rauth.britYtO colle~t,; 
maintain, and ·use data protected: under S'SA S.ORs for specified puz:poses is:· 

• · Sections~ 137·, 453., and 1106@) oftb:e Act.(42. U.S.C. §§, i320b-7, 6534 

and l30(?(b)) (income 44d eligibility verification· data); 
• 26 U.S.C. §. 6103(1)(7) and (8) (ta."< return data); 
• . Section. 202(x)(3)(B)(iv) of the Act (42 U.S.C . . § 401 (x)(3)(B)(iv)) 

(prisoner .data); 
• Section lQil(e)(l)(I)(ili) ofthe A~t (42 U.S.C. '§ 13'82(e)(l)(I)(iii) (SSI}; 
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• Section 205(r)(3) of the Act (42 U.$.C. § 4b5(r)(3)) and the. Intelligence 
Reform .and Terrorism Prevention Act of200:4J Pub. L. 1 084.5&2 

§ 7213(a)(2} (death .data); 
• Sections 402,412,421, ~li435 QfPub. L. 104-193 (8· U.S.C. §§ 1612, 

1622, 1631, and 1645) (qll3rters of coverage data); 
•. Children's Health Insurance: Piogratn Reauthorization Act of 2009, 

Pub. L. 111-3 (citizenship data)i and · 
• Routine. use exception to the Privacy A~; 5 U.S.C. § ~52a(b)(3) (data . 

necessary to adr.ninister other programs· compatible wjth SSA pr:o.grams.). 
. . 

This Agreement.ti.t.r:ther carrl~ G>ut-section H06(a) QftheA~t {42 U.S.C. ,§ 1306); 
·. · the r~gulations promulgated plli'S1.$rt tG. that seetion ~0. C.F.R. Part 401). the · 
· Privacy Act of 1974 (5 U.S.C. § S52a), as ~ended 'by th~ CMPPA, related O.fliae · 

of Management and Budget (0~) .guidelines, the iederallnfonnation Security · 
Management Act af2002 (FISMA:). (44 U.S;C. § 35.41, .et seq.), .and rel~d 
National.Institute of Standarcls ~<:l Techn.ology (NIST) guideline5, which provide 
the requirements that tl:!.e State Agency must :fallow with regard to use., tr.ea~ent. 
and safeguarding of data. : · 

Ii. ~cope 

A. The State Agency will corn ply with the· tanns and .conditions of this· Agre~ment 
and the Privacy Act, as amended bf the .CMP'P.A. 

B. The State Agency will execute on~ or more Info:rlnati~n Exchange Agreement& 
. {lEA) with SSA, dacumenti.Q.g additional teriP,S ~d conditions applicable 'to those 
·specific data .exchanges, including the particulai.bcnefit prognujJ.s a~nistered py 
the State Agency, tb.e data elementS that will be disclosed, and the data ptotection 
requirements implemented t.o assist the State· A~enCY. in the administration of 
those programs. · 

c: . The State Agency will use the SSA data gov~ed b.y this: Agreement to determine 
entitlement and eligibility of individua~ for one or more of tlie .following 
programs: 

. . 
·1. Temporary Assi$.ta.t.lce to N~d.y Families (!A.Nf.) prosram unde,r Fm A ·. · 

of title IV of the Act; 
2. Medicaid provided under llh appro-ved State plan or an .approved waiyer under 

title XIX of the Act; 
3. State Children • s Health In~l4rlulce· Pro~ (CHIP) 1.1n~ei- title XXI o~ the Act, 

as amended by the Chi1d.ren,s Health Insurance Program Reauth·orization Act 
of200'9; . 

4. Sl.lP,plemental Nutritional A~sistanee Program (SNAP) \lllder the Food St8:mp 
Act of 1977 (7 .U.S.C. § 20 11., et seq.); 
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'5. Women, fnfants and Children Program (W1C) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.); . 

6. Medicare Savings Programs (MSP) under 42 U .S.C. § 13'96a(l Q)(E); 
7. · Unemploym_ent Compensation p~o grams·.:provic!ed under a -state law des~ribed 

in section 330.4 of the Internal. Revenue Code of 19:54; 
8. Low Income Heating and Energy Assistance (LIHEAP or home energy. 

grants) program under 42 U.S.C. § B621; · . 
9. State-aclministered supplementary payments of the type described in 

section 1616(a) oftheAct; - . 
10. Program$ under a plait approved under titles I, X, 'XIV. or· XVI of-the Act; 
11. Foster Care and A;doptiQn A.tsiS.tanc~ updertitle IV -of ~e Act; 
12. Child Support Enforcement progmrns under section 453 ofthe Act

(42 u.s.c. § 653); 
13. Other applicable federally funded programs ~dminiStered by the State Agenay 

under titles I, IV.~ XIV, XVI~ XVID, XIX, XX .4m(i XXI of the A;ct; an,d 
14. Any o:!:h"er federally funded programs admini$tered b-y the State Agency that 
. are ~ol_llpatible with SSA's programs. · 

B. The .State Agep_cy will ensure that SSA data disclo$ed for the ~cific purpose Qf 
adm.inl$tering a particular federally funded benefit program is u.s~d o~y to 
administer that program. 

Justifit:ation and :Expected Reftults . 

A. J usti.fic~tion 
. . 

This Agreement and related data exchanges with the SU¢e Agency are necessary 
for SSA to assist the State Agem;:y. in its aciminlst!mion o-f federally funded benefit · 
programs by provicliJlg the-d.atare.qu]red ta a.oe~'tely c;letefiJ:Une el!.titlem.ent ~d
eligibility of individuals for benefits. provided un'tl.et1he$e programs: :s.sA l:lSes 
computer technology to transfer 'fi?.e. da~a because it is mc:>.re .economi<;.al-, effieient, 
and ~aster 'than usi.qgmanual processes. 

B. Expected Results' ·. 

The 'State Agen._ey will ·Use the data- provided by SSA to· improve· pu:blic service 
and program efficiency and integrity. The. US:e ofSSA data -e*pedites the 
applicatio.n.p.x::oce.ss and ensutes. that benefits al;'e awa,rded enly to applicants t®t 
satisfy the State Agency,·s program criteria. A cost-benefit analysis for the' 
exchange made mider this Agr~ement is not required in accerdance with the 
determination by the SSA Data futegrity B~ard (DIB) to· Waive such analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). · 
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A. Systems of RecordS 

SSA SORs used £or purposes of the subject data exchange.s 'jnclude: 

• 60-0058 -- Master Files otSSN Holders and SSN Applications· 
(accessible through EVS, SVE.S, or Quarters of Coverage 
Query data systems); 

• 60-00.59 :.. Earnings Recor~g and Self-Exnplaym~nt ln9.o:p1e Sy~em 
{acces'sible ·tbrm~gli BEND EX, SVES, e:r Quartets ·~f C~V-el;age 
Querv data systems);. 

• 60-0090 ,_ ·M~r B.eneficiary Record (accessible through BBNDEX or 
SVES c;iata systems}; . . 

• 6o:.o 103 -- Supplemental Security. Income Record (SSR}-fUld Special 
Veterans Bene:fits .(SVB) (aecessibletlu:oughSDX or svE$ 
data·systems); . . 

•· 6:0-0269 -- Prisoner Update PrQceS$ing System (PUPS) (ac®Ssib~ thro-ug}]. 
SY.ES or Prisoner Query data sy.stems). · · 

• 60-0321 ..,. Medicare P.art D and ~a:rt D Subsidy: File 

The State .Agency will only use the tax retUrn data«m'tailled in SOR 60-0059 
{Earnings Recording and Self-Employment Income-. System) in aczcordane~ with 
26 u .. s . .c. ~· 6103. . . . . . . 

B.. Data Elements 

Data elements disclosed in complite.r matchi:ng go:venied b-y·tbis Agreement are 
Personally Id~ntifiable Infor.tnat;iQn.(PII) from specified. SSA SO:Rs. ir!.c!ud.ing . 
name$, SSNs,' ad~sses, ai:n.oUJrtso ~ other :infhmJ.atien r-elated to SSA benefits; 
·and .earnings information.. Spe.ei:fic listings of data elements. are av!illab.Ie.a:t 

C. Number ·of.Records Involved · . 

The ·number of records fox: e.a:ch program co.vered 'Qil.de~ :this A.w;eenw.u_t is equal to. 
the number of title II. title-XVI,. oditle xvm.recipients resident in·fue State as · 
recorcibd in. SSA's Annual Statistical SJ.lpple.ment found on tbe. Intern.etat: 

. htte://www.ssa.gov/poficy/docs/statcomps/ 

This ·number Will fluctuate during the tertn of this Agreement, corresponding te 
the number oftitle TI; title XVI, and title XVIIl recipients added to., or deleted 
from, SSA databases during the term of this· Agre¢me.ot. 
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The State Agency will notify.a.ll .indiViduals who apply for federally funded, 
state-administered benefits unde:r the Act that any data they provid~ are subject to 
verification through computer matching with SSA. The State Agency and SSA 

· will provide such notice through appropriate language printed on application 
forms: or separate handouts. 

B. Notice to Bene:O'ciaries/Recipients/A®ujtants .· 
I . . 

T.Qe State Agency will provide notice to beneficiaries3 :recipients3 and annilita,nts; 
under the programs covered by this Agreement jnfomU:iig them of ongoing 
computer matching with SSA SSA will provide sueh notiee through publication 
in the· Federal Register and periodic ma.q.ings to all beneficiaries, recipients, .and 
annw"tants de·sCribing SSA's ma..tchillg ac.tiviti~. 

C, Opportunity·to Contest 

The State Agency will not terminate, suspend, reduce, deny; dr tak~ other ad-verse 
action against an. applicant.' for .or reci:pieilt of federally ii,m.ded, state-administered 
benefits based on data disalesed by SS.A. :from its :SORs until the individual i's 
notified in writing of the potential ~dverse .action ·~d provided an ·oppo.rtJ.lnicy to 
contest the planned action. '"Adverse actionn means any. a,ctibn that results in a 
termination, s~ension, reduction, et final denial 9f eligibility, payment. l':lr 
benefit. Such notices wiQ.: 

1. Inform tqe iil.dividual.ofthe match :Qndi.r.lgs ~ :W.e ~ppo:rtunitY to contest . 
. these findings; 

2. Give the i:il.dividual .. until the expiration of an,y time Period established for the 
relevant program .by a ·statute or regulation for the ·individual .to respond to 
the notice. If oo such time period is e$tablished by a statute or regulation for 

· the program, a 3Q-day period will be provided. The time perio4. begins on 
th:e date on which notice is mailed or otherwise provided to the inqivi.d~ to 
respond; and . . 

. . 
3. Clearly ~te that, unless th.e individual respen.cls to the ~'Uce iiJ. the req.ui:ted 

time period, the State Agency will conclude that the SSA data are. c.ottect and 
will effec.tuate the threatened action or otherwise make th,e neceSsary 

·adjustment to the i.ndividq~l'·s benefit or entitlement. 
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VI. R-ec-ords Accuracy Assessment jlnd Verification ProQedures 

The S~te Agency may use SSA's benefit·data Without io.d~pendent v~ca~on. 
SSA has independently assessed the·ac;:curacy of its benefits data to be more than 
99 percent accurate when they are created. · 

:Prisoner and de~th data; some of which is not indepep.dently verified by SSA, does 
not have the sa.m:e degree of ac·curacy as 8SA.,·s benefit data. Therefare; the State 
A,gency·must independently verify these data through applicable State verification 
procedures and tb.e notice. and opportunity to contest procedures Specified in · 
Seetio.n V of this Agr~e-l!lent before. ~g any: adve~e action ag~iz;J.$t.any in.dividw.il.. 

6 

SSA's citizenship data may be less than SO percent Cllfl"e.nt Applieants for SSNs 
.report their citizenship status at the time they apply for. theh- SSNs. There is· no 
obligation for an:indi.v'idual to report to SSA ·a chang~ "in . .his·or her immigration·s.tatus 
until he or she files a claim for benefits. · 

VlL DispositiQn and Rec.o.r;ds Retention oJ;Matc.Ju~d ltems 

A. The State Agency will retain a.U data tecel.ve!i frem S.SA tQ aGlni:inis.ter p.J:ogr~ 
govemecl by this Agreem~p.t only· for the·requiredp,rocessingthn.es for the 
applicable federally :funde·d b~ne.fit prQgrams and will th~ destroy all ~ch data. 

. B. The State Agency may.retain SSll dil.ta in hanicop~ to meet evidentiary 
requirements, providea that th~y·retire such data. ~n accordanne·with applicable. 
state laws gove~g the S~te Ag¢ncy' s r~tention of reeords. . 

C. The State Agency may ~e any accretions, d.eleti.o;ns~ or Chan'ge.s to the SSA data,. 
governed by· thjs Agreement to update their .!ll8Stt:I' files of federally :fund"e.d, 
state-adininistered benefit program applicants and ~eeipients and retain such 
master "(il~s in accordance. with. applicable state law.s _gdv~ming ~e State 
Agency's retention of reCQrds . 

. D. The State Agency may not create s~parate· files or records comprised. solely of the 
data pr.ovi!ied by SSA to ad,minister programs gove.m~d oy this AS,I~ment. 

. . . 
E. SSA will-delete .electrenic data-.input files. re<;eived ftai:n the State Agency after it 

processes the appticablf: match. SSA will ;retire its da.ta.in accoril~e With fb,e 
Fede:ml Records Retention Schedule (44 TJ.S.C. -~ 3303a). · 

Vlli. Security Proc~dures 

The State Agency will comply with ~e security. SI_ld.safeguarding requireme~ts of the 
·privacy Act, ~- amended by the CMPP A. related OMS glliqelip.es; FIS~, related 
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NIST guidelines, and the current.revisiop. of IRS Publication 1075, Tax Information 
Security Guid~lin.es for Federal, State and L.ocal Agencies and Entities, available. at 
http://www.its.gov. In addition, the S4te Agency will h~ve in pl~ce a.Qmi:p,istra~ve,' 
technical, arid physjcal safeguards for the matched data and resUlts of such matches. 
Additional administrative, technical, and physical security requirements governing all 
data SSA provides electronically to the State Agency, including specific guidance on 
.safeguarding and reporting responsibilities for PI!, are set forth in the lEAs .. 

IX. Records Usage, Duplication, and Redisclosure Restrictions 

A. the State Agency will use and access SSA data lm.d the records creat~d using that 
data only for the purpose of verifying eligibility for the specific fed~ally ~ded 
benefit programs identified in the !EA. · 

B. The State Agency will ~omply with the following limitations on us~. duplicati~ 
and redisclosUie of SSA d~ta:· · 

.. 
1. The State A$ency will not use or red.isolo$e the data disclosed by SSA for any 

pmpo~e other than to determine· eligibility for, or th;e amount of, ben<:fits 
under the state-administered income/health maintenance programs identified 
in this Agreement· 

z. The State Agency will p.ot use the data discle·sed by SSA to extract 
information coi)ceming individuals: who m:e neither applicants for, nor 
recipients of, benefits under the state-administered ii;lcomelhealth .maintenanae 
programs iclentifi~d in this Agreement. 

. ~. The State Agency will use the F~deral tax information (FI1) disclosed by 
SS.t\ Oilly·to determine indlvidual eligibility for~ or th~ amo~ of, ass.istaQ.ae 
under a state plan pursuant to section 1131 programs· and ehild support 
enforcement programs inacc.orclance with 26U.S.C. § 61030)(7) and (8). 
The State Agency recelvi.ng FTI will maintain. all FU'frQm IRS in s.ccorcbl.nce 
with 26 U.S. C.§ 6103(p)(4) an~ theiRS Public~tion.l07S. Contractors and 
agents acting on behalf ofthe State Agency will. only have access ta ta.~ r.etum 
data where specifically a:uthari2ed by 26 U.S.C. § 6103 -3ttd the IRS 
P1,1blication 1075.. · 

4. The State Agency will use the citizenship status ~at~ disclose.d by SS~ 
under the. Childr~n· s H~a1th Insurance Pragr!Ull Reauthorization Act of 2009., 
Pub. L. 111-3. only for the purpose of determining entitlement to Medicaid 
and·CHIP programs for new applicants. 

S. The State Agency will restrjct access to the data disclosed b}' SSA to only 
those aU.thorized S.tate employees, contractors, and agents who need sue~ '<lata 
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to perform their official duties in connection with the purposes identified in 
this. Agreement. 
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5. The State Agency ·will enter into a written agreement with each of 'its 
· contractors and agc;ntS who need SSA data to perform their o:fficiat .duties 
whereby such contractor or agent agre~ to abide by all rel~vant Fe.de.-al J,aws,. 
restrictions on access, use, and disclosure, and ·security requirements in this 
Agreemeb.t. The State Agency will pro~ide its contractors and agents with 
copies of this Agreement, related I.EAs, and all related attachments before 
initial d.is~losure of SSA data to such contractol'$ and agents. Prior to. sigpi.ng 
this Agreement. and thereafter at SSA's request, the .State Agency. will.obtam 
from its contractors and agents ~ ourrent list of the employees of such · . 
conttactors and agents with a~cess to SSA data and provide sueh lists to S.SA. 

.1. .'I'b.e State Agency's employees~ contractors, and agents w.ho access, use, .or 
disclose SSA data iii a manner or pmpo.se not ·authomed by .this Agreement 
may be subject to civil. and criminal sa.n.etion.s.pursuant to applicable Federal 
stattites. 

C. The State Agency ·will not duplicate, in a separate. file or disseminate, without prior 
writtell pem:Iission from SSA, the data govemed·by this :AQeem~t for any 
pu:cpose other than ro determine entitlement tQ. o,r.'eligibility ~or, fed.~y funded 
benefits. The State Agency proposing the red.isclosme m-ust specify in writing to 
SSA what .data are being disclosed, to whom, and the reasons that jus:tify the 
.~ed.iselosurc;. SSA Will·not give pen:nission for such reclisclQsure unless tb~ 
redisclosure is required by Jaw or essential ro the cc;mduct of the matching. 

· pro~ and authorized Wlder a routine use. 

:X. Coi;Dptroller Genei;aJ Acc~s 

The Comptroller Gene~ (the. Gov~x:ttfnent Acc.oun~b~~ty 01;':t;ice) may ha,ve ac.cess tQ. 
~1 records of the State Agency that the Comptroller Gene'ra.l deems necessary to 
momter and v.erify compliance with this Agreement in accordance with . 
5 U.S.C. § SS.Za(o)(l)(K). · 

XtDura:tion, Mo.difi~atio.n, .and Termination of the .A;gre.ement 

A. Duration 

1. This Agreement iS: effective from July 1 .. 2012 (EffeC.tiv~ Date) through 
December 31, 2013 (E."'(pir~tion Date). 

2, In accordance V?ith the CMJ.>PA;·~sA ·will~ (a) publish a Co'nlputc;+ 
Matching Notice-in the Federal Register at le.ast 3'0 d,ays prior to the 
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Effective Date;. (b) send teql;lired notices to the C()ngtessjonal comtnittees. of 
jqrisdict.i.on under 5 U.S.C. § 55:ia(o)(2)(A)(i) at le~ 40 days prior to the · 
Effective Date; and (c) send the required repert to the O:iYJB at leas~ 40 days 
prior to the Effective Date, 

3. Within 3 manths P.rior the· E:!{piration Date,. the SSA Dia· may, without 
aO.ditional review, renew this Agreement for a period not t() exceed· 
12 mon~. pursuant m 5 U~S.C. § .Si2a(~)(2')(D), ..if: 

.. 
• 

the ~pplicable data exchange will con~e without any ·~hange; and 
SSA and the State Agency certify to the DIB in writing that the 
applicable data .ex.chan.ge has bee.n e>onduct~d in compli~ce with~ · 
Agreement. 

4. If either 'SSA or the ·state Age.nc.y dees ·not wish to tenew·this·Agx:eement, it 
must notify the other .party of its intent :JtDt to renew at -least 3, months. pdor 
to the Expiration Date. · 

B. Modification 

Arty modificatian tQ' this Agree.tlient ~ust be i,n. wri~ sjgped by bo:th p~es. 
and appro'9ed.by the SSAD.IB. . 

c. Teaniil!ition 

The parties may t~rminate this Agreement at any-time-upon mutual written 
consent ofbG>th parties. Either party. may unilaterallytenninate this Agreement 
upon 90 days advance written notice to tb.e 9ther party; $Ch unilateral termination 
w:lll be -c;:ff~ctiv.e 90 ~ys ~the date of the notice, or at a later date specified in 
the ·notice. 

SSA may immediately and unilate!ally suspend.the data flqw·Qr 'tenn.inate tb,is 
Agreement if SSA detemiines., in its: sG>le ·discretion, that· the S.ta:te Ageney has 
violated or.~ed to. comply with th,is Asre.elllent. 

X)I. Reimbursement 

In accordance with section l10"6(b) qfthe Act, the Commissioner G>fSSAhas 
determined. not-to charge tne State Agency_tb.e.costs of furnishing the electronic .data 
from the SSA SORs under this Agreement. 

. .. 
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SSA is not liable for any da!;na.g~ or loss resulting from·enol,:S in the data pro.vided 
to the State Agency under any lEAs governed by this· A.greem.ent. Furthermere, SSA 
is not liable for any damages or loss resulting from the d.est:ru.ctian of any materials 
or<iata pr-ovided '!:iy the State Agen.Cy. 

XIV. Poittts of Contact 

A. SSA Point of Contact 

Regional Office 
· Martin White, Director 

San ·Francisco Regional Office, Center for Prag.Whs Support. 
1:221 Nevin Ave 
·Richmond CA 94801 
Phone: (510) 970·&24'3/:Fax:· (SIOJ 97.0-81-01 
Martin.Wliite@s&a.gov 

· · B. St.3te Agency Point of Cou~ct 

Sonia.HeJ;Ter.a 
Jie~th artd :S:tu:pan Setvic~ Agent.}' 
1600 Ninth Str~et,. Room .460 
Sacramento, CA 95814 . 
Phone: (916) 654-3459lFax~ (9l6) 44-5001 
sheiT.era@chbs.ea.gov· 

·. 
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.x;v. SSA aJtd Data Integrity B()ard J\ppt!;)val o~Model CMPPA Agreein~nt 

The signatories be.J.-ow wan-ant ·anc;I represe.t:lt that .they have the competent a'l,tthority 
on behalf of SSA. to appr.ove t~e mQdel of this CMP.PA Agtee:Dlent. · 

SOCIAL SECuRITY ADMINISTRATION 

//(~~ Dawn . Wi · · 
Deputy Executive Director . 
Office -of Privacy and Disclosure 
Office oftb.e G(:Ileral Counsel 

) -;7.- .tl D I 2-·. 
Date 

T certify that the SSA Data Integrity Bpard approved the n:lod~l. ofihis CMPPA 
Agr~ent. 

Daniel F. Callahan 
Chair 

. SSA Data Integrity Board 

bate · 

XVI. Authorized Signatures 

The signatories ·below warrant .and repr.esent that they have. the competent authority. 
on behalf e>ftheir respective agenci~s to enter into the obligations set forth iE. this 
A~eement. 

·. · 

11 

 14-0612 C 58 of 102



,,.. • t I ..,. ,, . 

Exhibi~ G 
Attachment I 

SOCIAL SECURITY ADMINISTRATIO;N 

Date ., · I 

~J-~ 
Diana S:. Dooley · 
Secretary · . · 

~ .17, ~,..,_ 
Date · . l" 

. .. 
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A:uthorized Data Exchange SVstem(s) . 

. Attachment 2 

BEER (Beneficiary Earnings Exchange Record): Employer data for the last cal~ year. : 

BEND EX (Beneficiary and Earnings Data Exchange): Primary source for Title IT eligxbility, 
benefit and ~ographic ~· 

. . . 

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part 
D beneficiaries --used for Medicare Savings Programs (MSP) . . 

Medicare 1144 (Outreach): Lists of individuals on SSA roleS, who may be eligible for medical 
assistance for: payment of the coSt of Medicare cost-sharing under the Medicaid program 
purswint to Sections 1902(a)(lO)(E) and 1933 of the Act; ~itional ~sistan.c:e under Section 
1860D-31(f) of the Act; or premiums-and cost~sharing subsidies for low-income individuals 
Under Section 18~0D-14 <?fthe Act · 

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state 
and local institutions (suph as jails, priSons, or otqer penal institutions or correctional faeilities) .,... 
PUPS matches the received data with the MBR and ·ssR benefit data and generates alerts for 
·review/action. · · 

. QUARTERS OF COVERAGE (QC): Quarters of Coverage data as assiined and descnbed 
under Title n of the Act - The tetm"quartels of coverage" is also referred to as "credits" or 
"Social Security credits" in various SSA public information documentS, as well as to refer to 
"qualifying quarters" to determine entitlement to reeeive Food sqs. 

Sl>X (SSI State Data Exchange): prinWy source of Title XVI eligxbility; benefit and 
demographic data as well as data for Title vm Special Veterans Benefits (SVB). . . ' 

SOLQ/SOLQ-1 (State On-line Query/State On-Une Query" Internet): A real-time online 
system that provides SSN verification and MBR and SSR benefit data similar to data provided 
through SVES. · 

Page 25 of66 
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SVES (State Verification and Exchange System): A batch system that provid~ SSN ·. 
verification, MBR benefit jnfollD.8.tion, &n4 SSR, in,fortnation through a uniform data 
response based on authorized user-initiated queri~. The S~S. types are divided.into 
five different responses as follows: · · · 

SVESI; 
SV&S I/Citizens~p* 

SVES ii:· 

SVESID: 

This batch provid~ strictly SSN verification. 
This batch provides strictly SSN verification and 
cifu;enship data. . 
This batch provides strictly SSN verification and 

· MBR benefit information 
This batch provides $~ctly_ SSN verification and · 
-sSR/SVB. 

SVESIV: This batch provides SSN verification, MBR benefit 
infonna.ti.on, and SSRISVB info~on, which . 
represents all available SVES data. · 

' . 
* Citizenship stEitus data disclosed by SSA under the Children Is Health Insurance 
Program Rf?authorization Act of 20091 Pub. L. 111 .. 3 is only for the purpose of . 

· determining entitlement lo Medical~ and CHIP prog~m for new appllcant~ . 

·. 

· . 

. . • 

2 
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.. 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

. : ·r::oR · 
STATE AND LOCAL AGENCIES . 

EXCHANGING ELECTRONIC INFORMATION WITH THE 
SOCIAL· SECURITY ADMINISTRATION. . 

Table of Contents 

1. Introduction 

2. Electronic Information Ext:hange (EIEl Definition 

3. Roles and Responsibilities 

4• General Systems Security Standarcls 

·s. Systems Secyrlty Reqy!rements 
5.1 · · Overview . 
5 • .2" General System Security Design and Operating Environment 
5.3 System Access Control · 
5.4 Automated Audit Trail 
5.5 Personally Identifiable Information CPIIl 
5.6 Monitoring and Anomaly Detectjon 
5.7 : Management Oversight and Oualltv Assurance 
5.8 Data and Communications Secyritv 
5.9 Incident Beportlng · 
5.10 Security Awareness and Employee Sanctions· 
5.11 Contractors of ElectroniC Informatiop Exchange Partners 

6. Generai-Securitv Certification and Compjlance Beview Programs 
6.1 The SeCurity Certification Program 
6.2 Documenting Security Controls in the SecUrity Desjgn Plan CSDPl . 

6.2.1· When the SDP and RA are Begulred · 
.6.3 The Certification process 
6.4 Tbe·compliance Review program and Process 

6.5.1 EIEP Compliance Review participation 
· 6.5.2 Verification of Audit Samples 

6.6. · Schedy!lng the Onslte Reylew 

7. Additional Definitions 

8. Regutatorv References 

9. Fregyentlv Asked Questions 

10. Diagrams 
Flow Chart· of the OIS Certification process 
Flow Chart of the CIS Compliance Reyiew Process 
Compliance Review Decision Matrix 

2 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

.: FOR . 
STATE AND LOCAL AGENCIES . 

RECEIVING ELECTRONIC INFORMATION FROM THE 
SOCIAL SECURITY ADMIN~STRAttON 

Page 31 of 66 ·. · 

The Social Security Administration (SSA) Is required by law to maintain oversight and assure the 
protection of infor:matlon It has provided to Its 'eleCtronic Information exchange partners' (EIEP)s. 
~EPs are entitles that have established an electronic Information sharing agreemen~ with the 
agency. 

The overall aim of this document Is twofold. First, to ensure that EIEPs are property certified as 
compliant by SSA to SSA security requirements, ·standards, and procedures expressed In this 
document, prior to. being granted access to SSA Information In a production environment; second, 
to ensure that EIEPs ad.equately safeguard electronic Information provided to them by SSA. 

This document. (which Is considered SENSITIVE by SSA and must be handled accordingly), · .. 
describes the security re~uiremimts which must be met Including, SSA's standards and. procedures 
which must be Implemented by outside· entitles (state and local agencies) in ord~r to obtain 
information from·SSA electronically. ThiS dpcument assists outside entitles In understanding the 
criteria that SSA will use when evaluating and certifying the system design; and security features .. 
used for electronic access to SSA-provlded Information . . It also provides the framewori< and 
general procedures for SSA's securJty compliance review program Intended to ensure, on a periodic 
basis, conformance to SSA's security requirements by outside entitles. · . 

"rhe·addltlon, elimination, and modification of security' controls, etc. are predicated upon factors . 
whiCh Impact the level of security and due diligence required for n:titlgatlng risks, e.g., the · 
emergence· of new threats and attack methods, the availability of new security technologies, etc. 
System security, requirements (SSR) are, therefore, periodically reviewed and revised. Accordingly, 
qver time, the SSRs may be subject to change .. 

· The EIEP must comply with SSA's most current SSRs for access to SSA-provlded.data. However, 
.. SSA will work with Its partne~ In the.EIEPs' resolution of. any deficl~ncies which occur subsequent 

·to previous approval for access as the result of updated SSRs. Additionally, EIEPs may proactively' 
ensure their ongoing compliance with the SSRs by periodically requesting the 'most current SSR. 
package from their SSA contact and making such. adjustments as may be n'ecessary. 

2, El.ectronic Information Exchange (EIE) Definition 0 

For discussion purposes herein, EIE Is any electronic process In which Information under SSA 
control is disclosed to any third party for program or non-program purposes, without the specific 
consent of the owner of that·lnformatlon. EIE Involves Individual data transactions and data files 
that are processed within the programmatic systems of either or all parties to electronic 
information sharing agreements with SSA. Th1s Includes direct terminal access {DTA) to SSA 
systems, batch processing, and variations thereof (e.g., online query) regardless of the systematic 
method used to accompll~h the activity or to interconnect SSA with the EIEP', 
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· ·The SSA Office of Information Security (OIS) has agency-wide responslolllty for Interpreting, 
developing, ~nd Implementing security poll~; providing security and integrity r~vlew·requlrements 
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing · 
and disseminating security training and awareness materials, and providing· consultC!tlon and 
support for a variety of agenw Initiatives. SSJ);'s security reviews ensure that external systems 
receiving Information from SSA are secure and operate In a manner that Is consistent with -SSA's 
Informatfon Technology (IT) securitY policies and In compliance with the terms of electronic 
Information sharing agreements executed by SSA and the outside entity. Within the context of 
SSA's security policies and tl:le terms of electronic Information sharing agreements with SSA's · 
EIEPs, OIS exduslvely conducts and brings to closure initial secu,rlty certifications ·~nd periodic; 
s.ecurity compll!=!nce .reviews of EIEPs that process, maintain, transmlt, or store SSA-provided data 
in accordance with pertinent Federal requirements which Include the following (refer to 
References): 

a. The Federai.Inforinatlon Security Management Act (FISMA) requires the protection of"Federal 
information In contractor systems, Including those systems operated by state and local 
government:Sn. 

b •. SoCial Security Admi.nlstration (SSA) policies, standards, procedures( and dlrecttyes. 

Privacy information is lnforrm!tlon about an lndlvlduallndudlng, but not llmltecfto, personal 
Identifying Information Including the social security number {SSN). 

The data (last 4 digits of the SS~) provided by SSA to Its EIEPs for purposes of the Help America 
Vote Act (HAVA) does not Identify a specific Individual and, therefore, Is not 'Privacy Information' 
as defined by the Act. 

However, SSA Is diligent In discharging Its responsibility for establishing appropriate administrative, 
· technical, and physical' safeguards to ensure the security, confidentiality, and availability of Its 

records and to protect against· any a!lticlpat~d threats .or hazards to thelr·security or Integrity. 
0 0 0 

Therefore, although the Information provided HAVA Is not, by definition, 'Privacy Information' and 
as such, does not require that SSA conduct tompllance reviews of entitles to which ~t provides 
Information for purposes of HAVA;. SSA. does require that those organizations adhere to the· terms· 
of their electronic lnfor,matlon sharing agreements with SSA. · · 

SSA regional Data Exchange Coordinators (DECs) are the bridge b~tween SSA and state EIEPs. 
As such, In the security arena, DECs will assist OIS In coordinating data exchange security review 
activities with state and lo'cal EIEPs; e.g., providing points of contact with state agencies, assisting 
In setting up security reviews, etc. DE(:s are also the first points of contact for states If an · 
employee of a sta.te agency or an employee of a state agency's contractor or agent becomes aware 
of suspected or actual loss of SSA-provided_ personally identifiable infonnation (PII). · . · 

4. General Systems Security Standards 0 . 

EIEPs that request and receive Information electronically. from ·s·sA must comply with the following 
general systems security stand?rds concerni~g access to C!nd control of SSA-provided Information. 
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NOTE: EIEPs may not create separate files or records comprised solely of the information 
providf#d by SSA. 

a. EIEPs must ensure that means, methods, and technology by which SSA·provlded Information Is 
processed, maintained, transmitted, or stored neither prevent nor Impede the EIEP's ability to: 

• safeguard the Information In conformance to SSA requirementS; 

• efficiently Investigate fraud, breach, or security events that Involve SSA-provldei:l data, or 
Instances of misuse of SSA-provlded data. · 

For example, utilization of cloud computing may have the· potential to .jeopardize an BEP's 
compliance wltli the terms of their agreement or SSA's associated system security requirements 
and procedures. · 

b: EIEPs must ensure that SSA-provlded data Is not processed, maintained, transmitted, or stored 
In or by means of data communications channels, electronic devices, computers, computer. · 
networks,.etc. that are loeated In geographic or virtual areas not subject to U.S. law. · 

c. EIEPs must restrict access to the infonnatlon to authorized users who need It to perform their 
official duties. 

NOTE:. Contractors and agents (hereafter referreCI to as contractors) of the EIEP who 
process, maintain, transmit, or store SSA-provlded data are held to. the same security 

· requirements as are employees of the EIE~ • . Refer to the section 'Coptractqrs of 
Electronic Information Exchanqe·Partners' in the •svstems Security Regujrements' for 
add!flonallnformatlon. · 

. . 
d •. Infonnatlon received from SSA must be stored· In a manner that, at all times, Is physically and 

electronically secure from access by_ unauthorize~ p~rsons. · 

e. ~SA-pr9v!ded lnfonnatioo must be processed ~nder the Immediate supervision and control of 
authorized personnel. · 

f. BEPs must employ both phy~ical and technological safeguards to ensure against-unauthorized 
· retrieval of .SSA-.provlded Information by means of computer, remote terminal, or other 111eans. 

0 • • • • • 

·g .. BEPs must have In place formal PII Incident response procedures. Wli.en faced with a security 
lnclctent whether caused by malware, unauthorized access1 software Issues, or acts of nature,· 
etc., EIEP must be able to respond In a manner that protects SSA-p'rovlded Information affected. 
by the lncl~ent. · · 

h. EIEPs m'ust have an active and robust employ~e security awareness program that Is mandatory 
for all employees who may have access to SS~-provlded. Jnfonnatlon. 

I. EIEP employees with access to SSA provided lnfonnatlo.n must be advised of the confidentiality 
of the Information, the safeguards required to 'protect the Information, and the civil and criminal 
sanctions for non-compliance contained ln. the applicable Federal and state laws. 

·j. At Its discretion, SSA or Its designee, must have the option to conduct onslte ·security reviews 
or make other provisions, to ensure that EIEPs maintain adequate security controls to 
safeguard the Information we provide. · 
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s. Systems Security R~quirements 0 

5.1 Overview. 0 

Following is a dlscussior.l of SSA's secrurlty· requirements that must be met by Its EIEPs. SSA 
must certify that controls to meet the requirements have been Implemented and working as 
Intended, before It will authorize Initiating transactions to and from S~A through batch data 
exchange processes or online processes such a~ State Online Query (SOLQ) or Internet soLq. 

The Systems Security Requirements. (SSR)s address ·management, operational, and technical 
aspects of security regarding the confidentiality, Integrity, and availability of Social Security 
Administration (SSA) provided Information used, maintained, transmitted, or stored by SSA's 
EIEPs.: 

SSRs are representative of the ·current state-of-the-practice ·security controls, safeguards, and 
countermeasures required for Fed~rallnformatlon systems by Federal regulations ~nd 
statutes, congressional mandates, etc., Including but not flmlted to the Privacy Act of 1974, 
the Feoeral Information Se,;;ur:fty Management· Act (FISMA), etc. and recommended by 
standards and guidelines establlst)ed py NIST, etc. 

5.2 General System·Securlty Design· and Operating .Environment 0 
. . . 

The EIEP must provide descriptions and explanations of their overall system c;lesign, 
configuration, security features, and operational environment and lndude discussions of how 
they conform to SSA's requirements. Discussion. must also Include: · 

• Description of the operating envlronment(s) In which SSA:-provlded data Is to be utilized, 
maintained, a~d transmitted · · · . . 

• Description of the business process(es) In which SSA-provlded Information I~ to be. us~d 

• Physical safeguards employed to ensure that unauthorized personnel cannot access SSA
provlded data and ~hat audit Information pertaining to use of and access to SSA-provlded 
Information and ·the EIEP's associated appllcatlons .ls readily available · 

· • Electronic safeguards, methods, and procedures for protecting the ElEP's network 
Infrastructure and for protecting SSA-provlded data while In transit, In use within a 
process or application, at rest (stored or not In use); preventing unauthorized retrieval" of 
SSA-provlded Information by comp!,!ter, 'remote terminal, or other means; Including 
desctiptions of security software other than access control software (e.g., security patch 

· and anti-malware software Installation and mainten~nce~ etc.). · 

5.3 System Access Control 0 

EIEPs must utilize and maintain technological (logical) access controls that limit access to 
SSA-pr:ovlded lnfc;>rrnatlon and associated traflsac;:tlons and functions to. only those users, 
processes acting on behalf of authorized users, or devices (Including other Information 
sys~ems) authorized for such access based on their official duties or purpose(s). EIEPs must 
employ a ·recognized user access security software package {e.g. RAC-F, ACF-2, TOP SECRET) 

··or a security software design· which is at minimum equivalent. to such· products. The access 
control so~are must ut!llze personal Identification ~umbers {PI~) and passwords or 
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biometric Identifiers In combination with the user's system Identification code (useriD), etc. 
(e.g., the access control software must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric identifier, and/or (3) Smarteard/ biometric Identifier, etc., for authentication of · 

·users). · · · 
. . . 

Depending upon the computing platform (e.g., client/server (PC),·malnframe) and the access 
· software Implementation, the terms "PIN" and "user system Identification code (useriD)" may 

be, for practical purposes, synonymous. For example, the PIN/password combination may be 
required for access to an Individual's P}: after which, the useriD/password combination mew . 
be required for access to a mainframe application. (A biometric Identifier may supplant one . 
element In the pair of those combinations). 

Impler:nentatlon of the control software must be In compliance with recognized Industry 
standards. For example, password policies should enforc~ sufficient construction strength 
(length and complexity) ta defeat or minimize risk-based Identified vulnerabilities, ensure 
llmltatlors for password repetition; tec;hnlcaf controls should enforce periodic passwor~ 

· changes based on a risk-based standard (e.g., maximum password age of 30- 45 days, 
minimum password age of 3 - 7 .days), enforce.automatlc disabling of user accounts that 
·have been Inactive for a specified period of time (e.g., 45 ·days); etc. 

EIEPs must have management control and oversight of the function of authorizing Individual· 
user access to SSA-provlded lnfon:natlon aJ:~d over the proce~s of Issuing and managing 
~ccess control PINs, passwords, blo~etric Identifiers, etc. for access to the EIEP's system. 

The EIEPs; systell)S access rules must cover such matterS as least "privilege and indl~idl!al 
accountabltlty regarding access to sensitive information and associated transaction~ and 
·functions, control of transactions by permissions modules, the asslgnm·ent and limitation of . 
system prlvlleges,·dlsabllng accounts of separated employees (e.g., within 24 hours),· 
Individual accountability, work at home, dial-up access, and con11ectlng to the Internet. 

5.4 Automated Audit Trail 0 · 

EIEPs that receive lnfoi'{Tlatlon electronically from SSA are required to Implement and 
maintain a fully automated audit trail system (ATS). The 5Vstern. must, at a minimum, be 
capable of creating, storing, protecting, and efficiently retrieving and collecting records 
Identifying the Individual user that lnltlates.a request fo~ lnforrnatl!=>n from S?A or access~ 
SSA-provlded data. At a minimum, Individual audit trail records must contain the data · 
needed (Including date and time stamps) to associate each query transaction or access to 
SSA-provided Information with Its Initiator, their action~ If any, ~nd the relevant business 
purpose/proceSS (e.g., SSN venflcatlon for driver license, ett.). each entry In the audit file 

·must be stored as a separate record, not overlaid by subsequent records. Transaction flies 
. must be created to capture a!llnput f~m Interactive Internet applications .which access or 
query SSA-provlded data. · 

EIEPs whose transactions with SSA are mediated AND audited by. an STC (e.g., State 
Transmission Component)" are responsible for ensuring that the STC's audit capabilities meet 
SSA's requirements for an automated audit trail system. The EIEP must also establish a 
process by which the EIEP Is able to efficiently obtain audit Information from the STC · 
regarding the EIEP's SSA transactions. . . 

Access to. the audit file must be restricted to authorized users with a "need to know" and audit 
file data must be unalterable (read· only) and malntalned for a minimum of-three (preferably 
seven) years. Information in the ·audit file must be retrievable by an automated method and 
ca.pable of being mad~ available to SSA upon· request. Audit ~rail records must be backed up · 
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on a regular basis to ensure their availability. Backup audit flies must have the same level of 
protection as that applied to the original files. · 

If SSA-provfded Information Is retained by the BEP (e.g., Access databa'se, Share Point, etc.),. 
or if certain data elements within the EiEP's system will Indicate to users that the Information 
has been verified by SSA, the EIEP's system must also capture an audjt trail. r~cord of any 
user who views SSA-provlded information stored within the EIEP's system. ·The audit trail 
requirements for these Inquiry transactions are the same as those outlined above for the 
EIEP's transactions requestlrtg or acces~lng informatloJ:l dl_rectly from SSA. 

5.5 Personally ldentiflabl~ Information (PII) 0 

PII Is defined as any Information which can be used to distinguish or trace an Individual's 
Identity, such as their name, social security number, biometric records, etc., alone or when 
combined with other personal or Identifying Information which is linked or linkable to·a 
specific Individual, such as date and place of birth, mother's malden name, etc. 

PII loss Is defined. as a circumstance wherein SSA has reason to believe that Information on 
hard copy or in electronic format which contains Pn provided by SSA to an EIEP, has left the 
EIEP's custody or has been disclosed by the EIEP to an unautho11zed Individual or entity. PII 
loss Is a reportable l~cldent (refer to Incident Reportlnq). . · · · 

'If a PII loss Involving SSA-provlped d(!ta occurs or Is suspecteq, the EIEP must b~ able to 
quantify the extent of the loss and compile a complete list of the Individuals potentially 
affected Incident (refer to Incident Beqqrtlnq). 

5.6 Monitoring and Anoma~y Detection 0 

The EIEP must establish and/or malntafn continuous monitoring of Its network h1frastructure 
and assets to ensure that: ·· 

• Implemented security controls ~ontlnue to be effective over time 

• only authorized lndlvlduills, devices, and proces~e5 have ac~ss to SSA-pr.qvlded 
information. · 

· • efforts by external and Internal entitles, devices, or processes to perform unauthorized 
actions (I.e.~ data breaches, malicious attacks, access to network assets, 
sofu.yare/hardware Installations, etc.) are detected as soon as they occur 

. . 
• the necessary parties are Immediately alerted to unauthorized actions performed by 

external and· internal entitles, devices, ?r processes 

• upon detection of unauthorized actions, measures are Immediately Initiated to prevent or 
·mitigate associated risk · 

. • in the event of a data breach or .security Incident, the necessary remedial actions cari be 
efficiently determined and initiated · 

• trends, patterns, or anomalous occurrences and behavior in user or network activity that 
may be Indicative of potential security Issues are more 'readily discemabl~ 
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The EIEP's system must Include the capability to prevent employees from browsing SSA 
records (e.g., utilize a permission module and/or employ a system design which Is 
transaction-driven, whereby employees are unable to Initiate transactions). If such a design· 
Is used, the EIEP then needs only mlnlmj:il additional monitoring and anomaly detection .: 
(detect and monlto·r employees' attempts to gain access to SSA-provlded data to which they 
are not authorized and attemptS to obtain information from SSA for clients not In the EIEP's. 
client system). However, measures m~st exist to prevent circumvention of the permission . 
module (e.g., creation of a bogus case ·and subsequently deleting It In such a way that It goes 
undetected). 

If the EIEP's design does not currently utilize a permission module and Is not transaction
driven, until at least one of these security features Is Implemented, the·EIEP must develop · 
and Implement compensating security controls to deter their employees from browsing SSA 
records. These controls must Include monitoring and anomaly detection features, either · 
systematic, manual, or a combination thereof. Such features must Include the capability to 
detect anomalies in the volume .and/or type of transactions or queries requested or Initiated 
by Individuals and Include systematic or manual procedures for verifying that req~estS for and 
queries of SSA-provlded Information are In compliance with valid official business purposes. 
The system must also produce reports providing management and/or supervisors with th.e 
capability to appropriately monitor user activity, such as: 

• . ~ser ID Exception Reports: 

This type of report .captures Information about users who enter Incorrect user IDs when 
attempting to gain access to the system or to the·transactlon th~t Initiates requests for 
lnforma~lon from .SSA, lndudlng failed· att.empts tQ- enter a password_. 

• In_qulry Match.Exceptlon Reports: 

This type of report Captures Information about users who may be Initiating transactions for 
SSNs that have no client case association within the EIEP's system (100 pereent of 
these cases must be' reviewed by the EIEP's management). 

• System Error Exceptl~n Reports: 

This type of report captures Information about users who may not under?tand or be . 
following proper procedures for access to SSA-provlded Information. . - ... . . 

• Inquiry Activity Statistical Reports: 

This type of report captures Information about transa.ctlon usage patterns among 
authorized users and Is a toot which would enable the EIEP's management to monitor 
typical usage patterns In contrast to extraordiAary usage. · 

The EIEP must have a process for distributing these monitoring and exception reports to 
~ppropriate local managers/supervisors or to local security officers to e11sure th_at the reports 
are used by those whose responsibilities Include monitoring anomalous activity of users . 
Including th~se who have been granted exceptional system rights and privileges. 

·s.7 Management Oversight and Quality Assur~nce 0 

The EIEP must establish and/or maintain ongoing managemen~ ·oversight and quality 
assurance capabilities to ensure that only authorized employees have access to SSA-provided 
lnformatlory and to. ens_ure that there Is ongoing complian~ with the terms of the_ EIEP's 
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electronic information sharing agreement with SSA and the SSRs established by SSA for 
access to and use of $SA-provided data by EIEPs.- The management oversight function must 
consist of one or more of the . EIEP's management officials whose job functions indude 
responsibility for assuring that access to and use of SSA-provided Information Is appropriate 

. for each employee position type for wtilch access Is granted. 

· ·The EIEP must assure that employees granted access to SSA-provided Information receive · 
adequate training on the sensitivity of the information, associated safeguards, procedures 
that must be followed and the penalties for misuse. 

Although not required,. It Is recommended that EIEPs establish the following functions arid 
require that they be performed by e.mployees whose job functions are separate from tho~e 
who request or use information from SSA: · 

• . Performing periodic self-reviews to monitor the EIEP's ongoing usage of SSA-provlded 
information. 

• · Random sampling of work activity Involving SSA-provlded Information to determine 
whether the access and usag.e COf!lply with SSA's requirements. · 

5.8 Data and Communications .Security 0 

EIEPs·must encrypt all ~nand SSA-provlded Information when It Is transmitted across 
dedicated communications circuits between Its systems, Jnduded In Intrastate 
communfcatlons among Its local office locations, and resident on the EIEP's mobile 
computers/devices and removable media, etc. The encryption method employed must meet 
acceptable stan~ards as designated by the National Institute of Standards and Technology . 
(NISl). The recommended encryption method for securing SSA·provlded data during 
transport Is the Advanced Encryption Standard (AES} or triple DES ~Data Enayptlori Standard 
3} If AES Is unavailable. Files encrypted for external users (when using tools such as 
Microsoft WORD encryption, etc.) require a key length of 9 characters. Although not required, 
It Is recommended thatthe key (also referred to as a paS$Word) contain both a number and a 
spedal character. However, It Is required that the key be delivered In a manner.wherein the 
key does not accompany the media. Also, the key must be secured when unattended or not 
In use. · 

It Is recommended that .the public Internet not be used for transmission of SSA-pi"ovlded 
Information. If It Is, however, Internet and all other electronic communications (e.g., emalls 

. . and FAXes) containing SSA.:.provlded Information must, at minimum, utilize Secure Socket 
Layer (SSt..) and 256-blt encryption protocols or more secure methods such as VIrtual Private 
Network technology. Additionally, the data must be·trarismltted only to a secure address or. 
device. · 

EIEPs may retain SSA-provlded data for only the business purpose(s) and period of time 
stlpul.ated .ln the EIEP's Information Exchange Agreement with SSA. SSA-provlded · 
Information Is to be deleted, purged, destroyed, or returned to SSA when the purpose for 
which the Information was obtained l:t~~ been completed. · 

. . 
The EIEP m.ay not save or create separate files comprised solely of Information provided by 

. SSA. The EIEP. may, however, apply specific SSA:-provlded data to the EIEP's matched record 
. (I.e., spedfied data obtained from SSA which matches that ~n the EIEP's preexisting record) .. 

Duplication and redJsCiosure of SSA-provided information within or outside the EIEP without 
the written approval pf SSA Is prohibited. 
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EIEPs must prevent unauthorized disclosure of SSA-provlded data after processing has been 
completed and also after the data Is no longer required by the EIEP. The EIEP's operational 
processe~ must ensure that no residual. SSA-provlded data remains on the hard ~rives of 
users' workstations after the user has exited the appllcatlon(s) In which SSA-provlded data 
was utilized. In cases where a PC, hard drive, or other computing or storage device or which : 
SSA-provided Information resided will be sent offslte·from the EIEP for repair and Its 
l.nformatlon must be retrievable, the EIJ:P's repair contract must Include a requirement for 
non-disclosure of SSA-provided data by the servicing vendor. SSA-provlded lnformatlori must 
be c;ompletely I"E!moved from, rendered unrecoverable, or destroyed on any electronic device 
or media (e.g., hard drives, removable Storage devices, etc.) prior to the ·devlce or .media 
being serviced by ~n external vendor (When the data need not be recovered), excessed, sold, 
or placed In the custody of another organization. 

To sanltlze media1 one of the following methods must be used: 

• Overwriting 

Overwrite utilities can only be. used on woi-klng devices. The media to be overwritten 
must be designed for multiple reads and writes. This Includes disk· drives, magnetic tapes, 
floppies, USB flash drives, etc. The overwrite utility muSt: completely .overwrite the media 
by the purging type of media sanitization to make the data Irretrievable by a laboratory. 
attack or laboratory forensic procedures (refer to Definitions for more Information 

.· . regarding Medja Sanltlzi!tlon>. ·Reformatting the media does not overwiite the ~ata. 

• Degaussing 

Degaussing Is a sa·nltlzatlon method for magnetic. media· (e,g., disk drives, tapes, floppies, 
etc.). Degaussing· Is not effective for purging non-magnetic media .(e.g., optical discs). 
Degaussing must be performed with a certified tool designed for the media being 
degaussed. Certification of the tool is required to ensure that the magnetic flux applied to 

· the media Is strong enough to render the Information lrretiievable. The degaussing 
process· must render data on the media Irretrievable by a laboratory attack or l~boratory 

. forensic procedures (refer to .Deflnftlons for more Information regarding Media 
Sanitization). 

• Physical destruction 

Physical destruction Is the method which must be U$ed when degaussing or over-writing 
cannot be accomplished (for example, COs, floppies, DVDs, damaged tapes, hard drives, 
damaged USB flash drives, etc.). Ex~mples of physical destruction Include shredding, 
pulverizing, and .bumlng. · 

• I • o 

State agencies may r:etain SSA-provid~d data In hardcopy If It Is required to fulfill evidentiary . 
requirements, prov~ded the agendes retire sL,Jch data In accordahce with applicable state laws. · 
governing ·state agencies' retention of records. The EIEP must ensure that piint media · 
coritalnlng SSA-pr'ovlded data Is controlled to restrict its access to onlY. authorized employees 
who need such access to perform their official duties and must have In place secure processes 
by which print media containing SSA-provlded data Js destroyed when It Is no longer required. 
Paper documents containing SSA-provlded data must be destroyed by burning, pulpingr 
shredding, macerating, or other similar means that ensures that the Information cannot be 
r~covered. 

NOTE: fl~~;nd tearing or lining through documents to obscure lnfor_matlon does not 
meet SSA's requiremepts for appropriate destruction of PII) • 
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The EIEP must employ measures to ensure that communications and data furnished to SSA · 
contain no viruses or other malware. · 

.· 

5.9 Incident Reporting 0 

The EIEP must develop and Implement policies and procedures for responding to the breach 
or loss of PII and explain how tliey conform to SSA's requirements. The procedures must 
Include the follo~lng Information: · 

. . 
If the EIEP experiences or suspects a breach or loss of PII or a security Incident which 
includes SSA-provided data, they must notify the Unlte(i States Computer Emergency 
Readiness Team (US-CERT) within one hour of discovering the inddent. . The EIEP must 
also notify the SSA Systems Security contact named In the agreement. If. within 1 hour 
the EIEP has been unable to make contact with that person, the EIEP must call SSA ~ 
National Network Service Center (NNSC) toll free at 877-697-4889 (sefect "Security and· 
PII Reporting" from the options Hst). The EIEP will provide updates as they become 
available to SSA contact, as appropriate. Refer to the worksheet, Attachments, 
provided In the agreement to fadlltate gathering and organizing Information about an · 
Incident. . · · , · · . · 

. . 
The EIEP must agree that If ·ssA determines that the risk presented by the breach or security 
Incident requires the notification of the Individuals whose information Is Involved and/or 
re1_11edial action, the EIEP will perform those actions without cost to S~A, 

5.10Securlty Awareness and Employe~ Sanctions 0 · . 

The EIEP must establl~h and/or maintain an O!'\Qolng function that Is responsible for providing 
security awareness training for employees. granted access to SSA-~:>rovided Information. 
Tralnl!"g .must lnclu~e discussion of: · 

• . The sensitivity of SSA-provided information and address the Privacy Act and other Federal 
and state laws governing its use and misuse · 

• Rules of behavior. concerning use of and security In S'jstems processlflg. S~A-provided oata 

•· Restrictions on viewing and/or copying SSA-provlded lnformatlo~ 

• Tl')'e employees' responsibility for proper use and protection of SSA-provlded information 
including Its proper disposal 

• Security Incident reporting 'procedures 

• . The possible sanctlon.s and penalties for misuse of SSA-provided information. 

The EIEP must provide security awareness training periocllcally or. as needed, and have .In 
place administrative procedures for sanctioning ·employees who violate laws gpveming the use. 
and misuse of SSA-provlded data through .unauthorized or unlawful use or disclosure of SSA-
provided Information. · 

~5.:1,1 Contractors of Electronic ~nformatlon Exch'\lnge .Partn~rs ~ 
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As previously stated, in The General svstems Security Standards,. contract.ors of the ElEP 
are·held to the same security requirements as are· employees of the EIEP. As such, the EIEP 
Is res·ponslble for oversight and compli~nce of theft contra~ors witli SSA's security . · 
requirements. The EIEP must be a~le to provide proof of the contractual agreement between 
Itself and Its contractors (e.g., copy of their contract, etc.) who are authorized .bY the EIEP to 
perform on Its behalf·and who have access to or are Involved In the processing, handling, · 
transmission, etc. of Information provided to the ·EIEP 9Y SSA. The EIEP must also explain 
the role· of those contractors within the EIEP's operations. . . · 

The EIEP must also require that their c:Ontractors who will have a~cess to or be lnv~lved ·in the 
processing, handling, transmission, etc. of Information provided to the EIEP by SSA,.slgri an 
agreement with the EIEP that obligates the contractor· to follow the terms of the EIEP's data 

. · exchange agreement with SSA, The· EIEP must pr:ovlde Its contractors a copy ·of the data 
exchange agreement between the EIEP and SSA a~d relate.d attachments before any 
disclosure by the EIEP of SSA-provlded Information to the EIEP's contractor/agent. 

. . . 
If the EIEP's contractor will be Involved with the processing, handling, transmission, etc. of 
Information provided to the EIEP by SSA offslte from.the EIEP, the EIEP must have the · 
contractual option to perform onslte reviews of that offslte fa~l!lty to ensure that the following 
meet SSA's requirements: · 

.. safeguards for sensitive Information 

• computer system safeguards 
. . 

• secur:fty controls and measures ta prevent, detect, and resolve unauthorized access to, 
.use· of, and redlsdosure of SSA-provlded Information 

6. General -- Security Certification and Compliance ·Review Programs 0 . 

SSA's security certification and compliance review programs ~re two di~Inct programs with the 
same objective. The. certification program is a one-time process associated exdusively with an 
EIEP's Initial request for electronic access·to SSA-provided Information or an initial change to onUne. 

:access. The certification process entails two rigorous stages Intended to· ensure that technical, 
m·anagement, and operational security measures Implemented by EIEPs fully conform to SSA's 
security requirements and are working as Intended, EIEPs mus.t.~ti~ .b.oth stages of the . . . 
certification process before SSA will pemilt onllne.access to Its d~ta fn a productlo.n environment. 

The compliance review program, however,. Is Intended to ensure that the suite of security measures 
Implemented by an EIEP to safeguard SSA-provlded data remains In full compliance with SSA's 
security standards and requirements. The compliance review program Is applicable to online 
access to SSA-provlded data as well as batch processes. Under the compliance review program, · 
EIEPs are subject to ongoing periodic security reviews by SSA that are regularly scheduled or ad 
~~ . 

6.1 The Security C~rtificatiOI? Program 0 
. . 

The security certification process applies to EIEPs that see's online electronic access to SSA 
Information and consists of two general pha~es:. 

• Phase One: The Se.curlty Design Pia~ (SOP) phase wherain a· formal written plan Is 
- authored by the EIEP to. comprehensively document Its technlc.al and non-technical · · 
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security controls to .safeguard SSA-provlded Information {refer to Documenting Security 
Controls in the Securltv Design Plan). 

NOTE: SSA may have l~gacy EIEPs (EIEPs not certifie,:l under the current 
process) who have not prepared an SOP. OIS strongly recommends that the~e 

· EIEPs prepare an SOP. 

The EIEPs' preparation· and maintenance of a current SOP will aid them in 
determining potential compliance issues prior to reviews, assuring continued . 
compliance with SSA's security requirements, and providing for more efficient : 
security reviews. 

• Phase 2: SSA Onslte Certification phase v,vhereln a formal onslte review Is conducted by 
SSA to examine the full suite of technical and non-technical security controls Implemented 
by the EIEP to safeguard data obtained from SSA electronically (refer to Ill§. 
Certification Process). 

6.2 Documenting Security Controls in the Security Design Plan (SDP) 0 

6.2.1 When the ~DP find _RA are Required 0 

EIEPs must submit to SSA an SOP and a security risk assessment (RA) for evaluation when · 
one or more of the following circumStances apply. The RA must be In an electronic format · 

·and Include discussion of the measures planned or Implemented to mitigate risks Identified bY. 
the RA and (as applicable) risks associated with the circumstances below: 

• to obtain approval for requested Initial access to S~A-provlded lnforma~on for an Initial 
.agreement · 

• to obtain approval to reestablish previously terminated access to SSA-provlded data 

• when implementing a new operating or security platfonn In which SSA-provld~ data will 
be involved 

. . • significant changes to .the I;:IEP's organizational structure, technical' processes, operational 
environment, data recovery capabilities, or security Implementations are planned or have 
been made since approval of their most recent SOP or of their most recent successfully 
completed security review · · 

• one or more security breaches or incidents involving SSA-pr~vldl\!d data have occurred. 
since approval of the EIEP's most recent SOP or of their most recent successfully · 
coiT)pleted security review · 

• to document descriptions and explanations of measures lmplemente.d as the result of a 
data breach or security Incident 

• to document descriptions and explanations of measures Implemented to resolve noJi .. ·· 
compliancy issue(s) 

• when approval of the SDP has been revok~d 

The RA may also be required .Jf changes. (other than those listed above) that may Impact the 
terms of the EIEP.'s data sharing agreement with SSA have occurred. 
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The SDP must be approved by SSA prior to the initiation of transactions and/or 
acceSs to SSA-provided informat/ol) by the EIEP. 

An SOP must satisfactorily document the EIEP's complla~:tce with all of S~A's SSRs In order to 
provide the minimum level of security acceptable to ·ssA for Its EIEPs' access to SSA-provlded 
Information. · 

. Deficiencies Identified thmugh the·eyai!Jatlon of the SOP must be corrected l:)y the EIEP and a 
revised SOP which Incorporates descriptions and ·explanations of the measures Implemented 
to eliminate the deficiencies must be submitted. Until the deficiencies have been corrected · 
and documented In Its SOP,. and the SOP is approved, the EIEP will not be granted access to 
SSA-provlded Information or certified for electronic receipt of the Information. The progress 
ef corrective lmplementatlon(s) must be communicated to SSA on a regular basis. If, within a 
reasonable time as determined by SSA, the EIEP Is unable to rectify a deficiency determined 
by SSA to present ·an untenable risk to SSA-provlded Information Or the.agency, approval of 
the SOP will be withheld. 

If, at any time subsequent to approval of Its SOP the EIEP Is found to be In non-compliance 
with one or more SSRs, SSA may revoke approval of the EIEP's access to SSA-provlded data. 
A revised SOP which Incorporates descriptions and explanations of the measures Implemented . 
to resolve the non-compliance lssue(s) must be submitted. The progress of corrective 
implementation(s) must be communicated to SSA ·on a regular basis. Until resolution of the · 
issue(s) has been accomplished and documented In Its SOP; and the SOP Is approved, the 
EIEP will be In non .. compllance with SSA's SSRs. If, within a reasonable time as deten:nlned 
by SSA, the EIEP Is unable to rectify a deficiency detennlned by SSA to present an untenable 
risk to SSA-provided lnfonnation or to SSA, approval'of the SOP will be withheld and the flow 
of SSA-provlded Information to the EIEP may be discontinued, 

NOTI;: EIEPs that function only as an STC, transferring SSA-provlded data to other 
EIEPs must, per the terms of their· agreeme~ts with SSA, adhere to SSA's System 
$ecurity Requirements (SSJt) and exercise their responsibilities regarding 
protection Qf SS~·provide~ Information. 

. 6.3 Th~ C.ertlffcatlo~ .f:lroces.~ 0 

Once the EIEP has successfully satisfied· Phase 1, SSA will conduct an onsfte certification 
review. llle objective of the qnslte review will be to ensure by SSA's exa·mlnatlon and the 
EIEP's demonstration that the non-technical and technical controls Implemented by the EIEP 
to safeguard Social· Security-provided data from misuse and Improper disclosure .are fully 
functioning and working as lnt~nded.· · . . · . ·: 

At- its discretion; SSA may. request that the I;IEP participate In an onslte.revlew and 
compliance certiflcatlor:t of their security infrastructure and Implementation of SS~'s security, . 
requirements. 

The onslte review may address any or all of SSA's security requirements and Include, where 
appropriate: · · 

• a demonstration of the EIEP's Implementation of each requirement 

• random sampling of audit records an~ transactions submitted to SSA 
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• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

. . 
• a demonstration of the EIEP's Implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures smc;l reports (e.g., anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user access control and, If appropriate, 
browsing prevention, spedfl~lly: 

o If the design Is based on a permission module or similar design, or Is transaction 
driven, the EII:P will demonstrate how the system triggers requests for lnforma~ion 
from SSA. 

o If the design Is based on a permission module, the EIEP will demonstrate the process 
by which requests for SSA-provlded Information are prevented for SSNs not present In 

. the· EIEP.'s system (e.g.; by attempting to obtain Information from SSA using at least· 
one, ·randomly created, fictitious number not known to the. EIEP's system). 

. . 
During the certification· rev!ew, SSA, or a certifier acting on Its behalf; may reque~ a 
demonstration of the system's audit traiJ and retrieval capability. The certifier may ·request a 
demonstration of the system's capability for tracking the activity of employees that are 
permitted to view SSA-provlded Information within the EIEP's system. Additionally, the 
certifier may request those EIEPs whose tr:ansactJons with SSA are me(llated AND audited by 
an STC to demonstrate the process(es) by which the EIEP obtains audit Information ~rom the 
STC regarding the EIEP's SSA transactions. · 

EIEPs whose tra~:~sactlons with SSA are mediated AND audited by an STC will be required to. 
· demonstrate both their own In-house audit capabilities AND the process(es) by which the EIEP 

obtains audit information from the STG regarding the EIEP's tra':lsactions with SSA. 

If the EIEP employs a contractor who will be involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provlded Information offslte from the EIEP, SSA, at its 

· discretion, may Include ln. the onslte certification review an onslte Inspection of the 
contractor's fadllty. The Inspection may·occur with or without~ representative of the EIEP. 

Upon successful completlory of the c;mslte certification exercise, SSA will authorize ele~ronlc 
atcess to production data by the EIEP. SSA will provide written notification of Its certification 
to the EIEP as well as all" appropriate Internal compo.nents. 
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6.5 The _Complian~e Review Program and Process 0 · 
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Similar to the certification process, the compliance review program entails a rigorous process . 
Intended to ensure that EIEPs currently receiving electronic Information from SSA are ·In full 
~mpllance with the Agency's security requ~rements and standards. As a practice, SSA 
attempts to condu~ compliance reviews following a 3 to 5 year periodic review schedule .. 
However, as drcumstances warrant, a review may take place at anytime. Three prominent 
examples that would trigger an ad hoc revieW are: · 

• a significant change ln "the outside EIEP's computing platform 

•. a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of ~SA Information by the EIEP 
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. . 
The following Is a high-level flow chart of the OIS Compllan~ Revtew Process: 0 

· .. 

,• 

. . . 
SSA may; at Its discretion, conduct compliance revie\Ys onslte at·the EIEPs' site, Including a 
field office location, If appropriate. · 

. . . . . 
· SSA may, also at Its discretion, request that the EIEP ·partidpate In an onslte compliance 
revl~w-~f t~elr ~ec;url~ ln~5tn!cture a~~ impl.~!!le.nt_at_i~n of ~SA'~ security re~ulr~ments . 

. The onsite review may address any or all of SSA's security requirements and ln.clude, where 
appropriate: · · 

. . 
· • a demon~r?tlon of th.e EIEP''s implemen~atlon of each requirement 

• random ~am piing of audit records and transactions submitted to SSA · 

• a walkthrough of the EIEP's data center to observe and document physical security 
s~feguards · 

• a demQnstratlon of the EIEP's lmplementatlo~ <?f online exch·ange of data with SSA 

• discusslons·with l'l!anagers/s~pervisors 

• examination of management control procedures and reports (e.g., anomaly detection 
reports, etc.) 

18 
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• demonstration of technical tools pertaining to user acc.ess control and, If appropriate, 
browsing prevention, spedfically: 

o If the design Is based on a perrjlisslo~ ~odule or similar design, or Is transaction · 
driven, the EIEP will demonstrate how the system triggers requests for Information · 
from ~SA. 

o If the design Is based· on a penn.lsslon module, the EIEP will demonstrate the process 
by· which requests for SSA-provided infolil}ati9n are prevente9 for SSNs not present !n 
the "EIEP's system (e.g·.; by·attemptlng to obtain Information from SSA using at least . 
one, randomly created, fictitious number not known to the EIEP's system): · . . . 

SSA may also, at Its discretion·, perform an ad hoc onslte or remote review for reasons 
Including but not limited to the following:. · · 

• the EIEP has e~perlence~ a security breach or Incident Involving SSA:-provlded dat~ 
. . 

• the EIEP has ur:~resolved non-compliancy lssue(s) 
. . 

• to review an EIEP's offslte (relative to the EIEP) contractor's facilities Involving SSA-
provided data · · · · 

·• .· the EIEP Is a legacy orgahlzatlon that has not yet been through SSA's security certification 
an~ compliante review programs 

. . . 
• the EIEP has requested that an 'N & V (tndependent Verlfleatlon and Validation review) be 

performed tiy SSA : · 
. . 

During the compliance review, SSA, or a certifier acting on Its behalf, may request a . 
demonstration of the system's au~lt trail arid retrieval capability. The certifier ~ay request a 
demonstration of the system's capability for trac!<Jn.g the activity of employees that are 
'permitted to view SSA-provlded Information within the EIEP's system. Additionally, the 
·certifier may request those EIE~ whose transactions with SSA are m.edlated AND audited by 
an STC to demonstrate the process(es) by Which the EIEP.obtalns .audit information from the 
STC regarding th~ EIEP's SSA transactions. 

. . EIEPs .whose transactions with SSA are mediated AND audited by an STC may be requlre!d to 
demonstrate both their own In-house audit capabilities AND the proce,ss(es) by which the EIE.P 
obtains audit Information from the STC regardln~ the EIEP's transactlon.s with SSA. 

If the EIEP employs a contractor who will be involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provlc;led Information offslte from the EIEP, SSA, at Its 
distretlon, may include In the onsite compliance ·review an onsite Inspection of the 
contractor's facility. The inspection may occur with or without a repre.sentatlve of the EI!:P. 
However, manpower limitations or fls~l constraints could drive an alternative approach, such 
as teleconferencing. In any event, the format of the review In routine circumstances (I.e., the 

.compliance review Is not being conducted to address a special circumstance, such ·as a 
disclosure· violation, etc.) will generally consist of reviewing and updating the EIEP's 
compliance with the systems security requirementS described above In this document. ·At the 
concl.uslon of the review, SSA will Issue a formal report to appropriate EIEP personnel. 
Andlngs and recommendations from SSA's compliance review; If any, will be discussed In Its 
report and monitored for closure. · · 
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NOTE: Documentation provided SSA by the EIEP for compliance reviews Is 
considered sensitive and Is, therefore, handled accordingly by SSA. E.g., the 
Information is accessible to only a~thorized Individuals who have a ne~d for tht: 
information as It re!ates to compliance of the EIEP with Its electronic Information 
sharing agreement with SSA and SSA 's associated system security requirements 
and procedures. Additionally, the EIEP's documentation Is retained for only as long 
as required and Is deleted, purged, or destroyed when the requirement for which · 
the Information was obtained has explrecJ.. 

The following Is a high-level example of the analysis that aids In making preliminary decisions 
as to which review format may be most appropriate. Various additional factors may also be 
factored In determining whether S$A performs an onsite or remote compliance review. 

• High/Medium Risk Criteria · · 
o undocumented closing of prior review flnding(s) 
o Implementation of technical/operational control~ that Impact security of SSA provided · 

data (e.g., Implementation of new data access method, etc.) 
o reported Pn breach · 

• Low .Risk Criteria . 
o no prior· review flnding(s) or prior flnding{s) documented as closed 
o no Implementation of. technical/operational controls th;;Jt hnpact seeurity of SSA provided 

data (e.g., Implementation of new data access method, etc.) 
o no reported PII breach . . · . 

6.5.1 EIEP Compliance Review Part~c::lpatlon 0 

During the compliance review SSA may request to meet with the following: 

• a sample of managers and/or supervisors responsible for enfordng and monitoring 
ongoing compliance to security requlrem~nts and procedures ta assess their level 
of training to. monitor thelr ·employee's use of SSA-provlded Information,· and for 
reviewing reports and taking necessary ac:tlon 

• the individuals responsible for security awareness and employee sanction functions 
and -requeSt an explanation "of how these responslbllltfes are performed . 

• a sample of the EIEP'~ employees to assess their level of training and , 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provlded Information 

• the. J.ndlvldual(s) responsible for management oversight and quality assurance·. 
funct;lons and request a description of how these responsibilities· will be carried out 

. . additional Individuals as deemed appropriate by SSA 

6.5.2 Verification of Audit Samples 0 
0 0 

Prior to or during the compliance review, SSA wJII ·present to the EIEP a sampling of 
transactions previously submitted to SSA for verification. The EIEP Is required t9 
verify whether each transaction was, per the terms of their agreement with SSA, 
legitimately submitted by a user authorized to do so. 
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The EIEP must provide SSA a written attestation of the results of the EIEP's review of 
the transactions. The document must provide: 

• confirmation for each sample transaction located In the EIEP's audit flle(s) and 
determined to have been submitted by Its employee(s) for legitimate and · 
authorized business purposes ·· · 

• an explanation for each sample transaction located In the EIEP's audit flle(s) 
determined to have been unauthorized 

• an explanation. for. each· sample transaction not found In the EIEP'~ ATS 

When the sample transactions are provided t-o the EIEP, detailed Instructions will be 
Included. Only an pfflcial responsible for the EIEP. Is to provide the attestation. 

6.6 Scheduling·the Onsite Review 0 

The SOP must be approved before Its assodated ·onslte review Is scheduled. Notification of 
the approval of a plan will be sent via email. Although there Is no prescribed .tline frame for. · 
arranging the subsequent onslte review (certification review for an EIEP requesting Initial 
access to SSA-provlded information for an Initial agreement or compliance review for. other 

· EIEPs), unless there a.re compelling circumstances prech,Jdlng It, the onslte review will follow · 
as soon as reasonably possible. · · . · •. , . · ·. 

However, the scheduling of the onslte review may depend on addltlonal .. factot'S Including: 

• the reason for submission of a plan 

• the severity of sec~rity Issues If any · 

• circumstances oft:he previous review If any 

·• SSA workload constderations 

. . 
. Although the scheduling of the .review Is contingent upon .. approvat of the SPP, In e>«reme 
c:Jrcumstances, S$A may, at Its discretion, perforrri an onslte review prior to approval if . 
determined necessary by SSA for completion of t~e evaluation of a plan. 

(THE REST ol: THI~ PAGE HAS BEE~ LEFT. B~NK INTENnoNALL Y) 
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7. Additional Definitions 0 

Back Button: . . . 
Refers to a· button on a web browser's toolbar, the backspace button an a ·computer keyboard, a 
progr9mmed keyboard button or mouse button, etc., ·that returns a user to a previously visited 
web· page or application screen. · · 

Breach: 
Refers to actual loss, loss of control, compro,mlse, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, or any similar term referring to situations where persons other 
than authorized users and for other than .authorized purposes have access or potential access to 
P~ or Covered Information, whether physical, electronic, o~ In spoken word or recording. 

Browsing:· · 
Requests for or queries of SSA-prpvlded data for purposes not related to the performance of official 
job duties.· ·. · 

Choke Point: . 
The firewall between a local network and the Internet Is considered a choke point In network 
securitY, because any a~cker would have to come through that channel, which Is typically 
protected and monitored. · · · 

.Cloud Computing: · 
The term refers to· Intemet-bas.ed computing and Is derived from the cloud dra'wlng representing 
the Internet in computer network diagrams. aoud computing providers deliver on-demand online 
computing resources (e.g., services; software applications, data storage, and Information) 
accessible to their c~omers by means of a web service or browser. 

· Cloud Drive: . . 
A cloud drive Is a. Web-based servl~ that' provides storage space on a r~mote server.-. . . 

CloudAudlt: 
cioudAudlt Is a specification that provides cloud computing service providers a standard way to 
present and share detailed, automated statistics about perfOrmance a~d security. 

Commingling: · 
J'he process .by which ~n ErEP .adjoins spedflc S?A-prov!ded d~ta. to specific pre~lstlng EIEP 
Information according to a particular data-matdllng scheme. 

Degaussing:' 
Degaussing ls.the method of us!ng a degausser (I.e., a device that generates a magnetic field) ln. 
order to disrupt magentlcally recorded Information. Degaussing can be effective for purging 
damaged media and media with exceptionally large storage capacities. Degaussing Is not effective 
for purging non-magnetic· media (e.g.,. optical dl~cs). 

Dial-up:· · 
Sometimes used synonymously with dial-in, refers to digital data transmission over the wires of a· 
local telephone rie~work. 

Function; . . 
One or more persons or organizational components assigned to serve a particular purpose, or 
perform a particular role. Also, the purposer activity, or role assigned to one or more persons or 
organizational c.omponents. · · · 
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Hub: 
As It relates to electronic data exchange with SSA, a hub Is an organization which performs as an 

. electronic information distribution and/or collection point (and may also be referred to as a State 
Transmission Component or STC). - · 

K~: . 
Interstate Connection Network (various entitles use 'Connectivity' rather than 'Connection') . . 
IV&. V: 
Indepenqent Veriflcatlcin and Va.lldation 

Legacy System: . 
A term usually referring to a corporate or organizational computer system or network that utilizes 
outmoded programming languages, software, and/or hardware that typically no longer receive · 

· support from the original vendors or developers. · · 

Manual Transaction: 
An operation (also referred to as a 'user-Initiated transaction') which Is · initiated at the volition of a 
user rather than system-generated within an automated prC?cess. 

Exampie: A user enters a client's Information Including the client's SSN on an Input screen an·d 
presses the 'ENTER' key to acknowledge that input of data has been completed. A new screen 
appears with multiple options ·which Include 'VERIFY SSN' .and 'CONTINUE'. The user has the 
option to verify the client's SSN or perform alternative actions. 

Media Sanitization: 
• Disposal: Refers to the. discarding (e.g·.1 ~ecycling) of media that contains 'no sensitive or 

confldentfal data. · · 

• Clearing: This type of media sanltl~tlon Is c:onsldered to be adequate for protecting . . 
· . Information from a robust keyboard attack. Clearing m·ust' prevent retrieval of Information by 

data, disk; or file recovery utilities. Clearing must be resistant to keystroke recovery attempts 
executed from standard Input devices and from qata scavenging tools. F.or example, 
overwriting Is an acceptable method for'clearing media. Deleting items, h6wev~r, Is not 
sufficient for cl.earlng. · 

1 .. This process may Include overwriting all addres~ble locations of the data, as \Yell. as Its logical 
storage location (e.g., Its file allocation table). The aim of the overwriting process Is to replace· 
or obfuscat~ existing lnfQrmatlon with random data. Most rewriteable media may be cleared by 
a single overwrite. This metrod of sanitization cannot be utlllze.d on unwrlteable or damaged 
media. · 

•. · Purging: This type of media sanitization Is a process that protects Information from a 
laboratory attack. The terms. clearing and purging are sometimes considered sy.~onymous. 
However, for some media, clearing is not sufficient for purging (I.e., protecting data from a 
laboratory attack).- Although most rewriteable media may.be cleared by a single overwrite, 
purging may require. rnultip.Je rewrites using different characters for each. w.rlte cycle .. 

This Is because a ·laboratory attack Involves threats with the capability to employ non-standard 
assets (e.g., specialized hardware) to attempt data recovery on media outside of that media's · 
normal operating environment. . 

Degaus51ng Is. also an example of an acceptable method for purging magnetic media. If purging 
media Is not a·viable method foi- sanitization, the media should be destroyed. 
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• Destruction: Physical destruction 'of media Is th'e most effective form of sanitization·. Methods 
of destruction Include burning, pulverizing, and shredding. Any residual mediUm should pe able 
to wltf1stand a laboratory attack. · · 

Permission moduie: 
A.utlllty or subprogram within an application which automatically enforces the relationship of a 
request for or query of SSA-provlded aata to an authorized process or transaction legitimately 
Initiated; e.g., verification of an SSN for Issuance of a driver-license which can be triggered only 
automatically from within a state's driver license application, requests for Information from SSA by · 
an EIEP's employee which cannot be Initiated unless the EIEP's client system has a record 

·containing the. SSN of the Individual for which Information Is s~ught, etc. 

Screen Scraping: 

Screen scraping Is normally associated with the programmatic collection of visual data from a 
source. Originally, screen scraping referred to the practice of reading text data from a computer
display terminal'~ screen. This was generally done by reading the terminal's memory through Its 
auxiliary port, or by connecting the terminal output_ port of on~ computer system to an Input port 
on another. 'The term screen scraping Is .also commonly used to refer to the bidirectional exchange 
of data. · · 

A screen scraper might connect to a h~gacy system via Telnet, emulate the keystrokes needed' to 
··navigate the legacy user ln~erface, process the resulting display output, extract the desired data, . 

. · and pass_ it on to a modern system. · · · 
I 

More modern screen scra.plng techniques Include capturing the bitmap data from a· screen and 
ru·nnlng It through an· optical cha.racter reader engine, -or In the case of graphical user Interface 
applications, querying the graphical controls by programmatically obtaining reference$ to t~elr 
underlying programming objeqs. 

Security Breach: 
. . 

An act from outside an organization that bypasses or contravenes s~urlty policies~ practices, or 
procedureS; 

Security Incident: 

· A fact· or event·whlch·slgnifles the possibility that-a breacm .. of security may be taking piace~ or may .. 
have taken place • . All threa~ are security lncldEH"!~, but not all ~~curfty Incidents are threats. · 

Security VIolation:. 

An act from within an organization that bypasses or contravenes security pqllcles, practices, 'or 
procedures. · 

· · Sensitive data: 

Information such as PII a~d Information provided by $'SA to an EIEP, the loss; misuse, or .. 
unauthorized access to or modification of which, could adversely affect the national Interest or the 
conduct of Federal progra_ms, or' the privacy to which Individuals are entitled under 5 U.S.C. Section 
552a (the Privacy Act), but that has not been specifically authorized under criteria established by 
an Executive Order or an Act of Congress to be kept classified In the Interest of national defense or 
foreign policy but Is to be protected In accordance with the requirements of the Computer S~curlty . 

. Act of 1987 (P.L.l00-235). . . . . 
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SMDS (Switched Multlmegabit Data Service (SMDS): . . 
SMDS Is a telecommunications service that provides connectlonlessr high- performance1 packet
switched data transport. Although not a pro~ocol, lt .supports standard protocols and 
communications Interfaces tJslng current technology. ·. 

SSA-provlded data/lhformation: 1 

Synonymous with 'SSA-supplled data/Information', defin~ information under the control ·of SSA 
provided to an external entity under·the terms of an Information exchange agreement with SSA. 
The following are exa_mp!es of SSA-provlded.dc;~tC!/Informatlon Information: . . . -

• SSA's response to a request frorn an EIEP for Information from SSA (e.gu. date of death) 

• SSA's response to a query from an EIEP for verification of an SSN 

SSA data/information: 
This Is term, sometimes used lnt~rchangeably wl~h 'SSA-provlded data/lnformatlc:m',· denotes 
information under the control of SSA provided to an external entity under the terms of an 
tnformation e.xchange agreement With SSA. However, 'SSA data/Information' also 'Includes 
Information provldeq to the EIEP by a source other than SSA, but which Js attested by the EIEP to 
have been verified by SSA, or Is coupled with data from SSA as to the accuracy of the Information. 
The following are examples of SSA Information: · · · · . . . . . . . 

• SSA's respo~se t~ a request fro~ an EIEP for l _nf~miatlon from SSA (e.g. 7 dat~ 9f death) 

• · SSA's response to a query from ·~n EIEP for veri~ cat, on of_an SSN ·. 

• Display by the EIEP of SSA's response to a query for verification of an SSN and the 
associated SSN provided by SSA · · 

• Display by the EIEP of SSA's response to a query for verification of an SSN and. the 
assoclat~d SSN provided to the EIEP by ·a source other than SSA . 

. . 
·• Electronic records that contain only SSA's response to a query for verification ·of an SSN 

and the associated ?SN whether ·provided to t_he EIE~ by SSA or a sou.rce oth~r- than SSA 

SSN: 
S_ocial Se~u rity Nt!mb~~ .. 

:STc: 
A. State Transmission Component Is an organization which perfor'ms as an electronic Information 
dlstrlbut!on. and/or collection point for one or more· other entitles (and may· also be referred to as a 

.. hl,Jb). 

System-generated transaction: 
A transaction autom~tlcally triggered by an automated system process. ·. . 

Example: A user enters a cllent's ·Jnformation Including the client's SSN on an Input screen and 
presses the 'ENTER' key to acknowledge that Input of data has ·been completed. An automated 
process then matches the SSN against the user's organization's database and when no match Is 
found, automatically sends an electronic request for verlflcat!on of the SSN to SSA. 

SyStems process: . . 
Refers to a software program module that runs In th~ background within an automated batch, 
onllne1· or other process . . 
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This term pertains to an entity (person or organization) provided access to SSA-provided 
Information by an EIEP or other SSA busine~s partner for which one or more of the following apply: 

• Is not stipulated access to SSA-provlded data by an Information-sharing agreement betw~en 
an EIEP and SSA . . . 

• has no Information-sharing agreement with SSA · 
• Is not directly authorized by SSA for access to SSA-provlded data 

Transaction-driven: 
This term pertains to an automatically Initiated online query of or request for SSA Information by· 
an automated transaction process (e.g., driver license Issuance, etc.) . . The query or request will 
only occur: I{ prescribed conditions are met within ttle aut?mated process. · 

Uncontro11ed transaction: . . . 
This term pertains to a transaction that Is not co'ntrolled by a permission module (l.e.,.not subject 
to a systematically enforced relationship to an authorized process or application or an existing 
client record). · · 
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Federal Information Processing Standards (FIPS) Publications. 

Federal Information Security. Managem~nt A~ of 2002 (FISMA) 

Homeland Security Presidential Directive (HSPD-12) 

National Institute of Standards and T~chnolo.gy (NIST) Special Publications 

Page 55 of ~6 

Office of Management and Budget (OMB) Circular A-123, Management's Responsibility for Internal 
Control . 

Office of Management and Budget (OMB) Cl~cu.Iar· A-130, Appendix m: ManagemeTJt of Federal 
Infonnation Resources 

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive Agency 
Information, June 23,. 2006 · 

Offl~e of Management and Budget (OMB) Memo M-07-16, Memo~ndum for tf.Je Heads of Executive 
Departmen_ts and Agendes, May 22, 2007 · · 

Office of Management and Budget (OMS) Memo M-07-17, Safeguarding Against·and Responding to 
the Breach . of Personally Identifiable Information, May 22, 2007 

Privacy Act of 1974 
• ' 

·. 
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(Click links .for answers ot additional i~formation) 

1. Q: What Is a breach of data? . 
A: Refer also t.o Security Breach; Security Incident,·and Security Violation. 

2. Q: What Is employee browsing?' 
A: Click 'hyperlink 

3. Q: Okay, so the SDP was submitted. Can the Onslte Review be scheduled now? 
A: Refer to Scheduling the Onslte Review. 

4. Q: What Is a 'Permission Module'? 
A: Click hyperllnk 

s. Q: What Is meant by Sqeen scraping? 
A: Click hyperll~k 

6. Q: When does ari SOP have to be submitted? 
A: _Refer to When the SOP arid BA are Required. 

7. Q: Do~ an SDP have to be submitted when the agreement Is renewed? 

Page 56 of 66 

A: The SOP does not have to be submitted because the agreement between the EIEP 
and SSA was renewed. TJ:!ere are, however, circumstances that require ao SDP to be 
submitted. Refer to When the sop and RA are Regujred. 

8. Q: Is It acceptable to save SSA data with a verified Indicator on a (EIEP) workstation as 
long as the hard drive Is encrypted? . If not, what options does the agency have? . 

A: There Is no problem with an EIEP saving SSA-provlded Information to the encrypted 
· hard drives of computers processing the data provided the Information Is retained only 

· as provided for In the EIEP's data-sharing ~greement with SSA." Refer to· Data etld 
Communications Security~ · 

9. Q: Is caching of SSA-provided data on EIEP workstations' allowed? 
A: Caching during processing Is not a problem. However; SSA-provlded data inust be 

cleared from the cache when the user exits the application In which the data was ·used 
or accessed. Refer to oata and Communications Securltv. · 

·10. Q: What Is mea.nt by "Interconnections to other systems"? · . 
· A: As used !n SSA's system security requirements document, the term "lnterconnectlonsn 

Is synonymous with "connectlonsn. 

11. Q: Is It acceptable to submit the SOP as a PDF file? · 
A: No, It Is not. · · 

12. Q: Should the SDP be written from the standpoint of my agency's SVES access itself, or 
from the standpoint of access to all data provided to us by SSA? 

A: The SOP Is to encompass your agency's electronic access to SSA-pro.vided data as per 
the electronic data sharing agreement between your agency and SSA. Refer to 
Developing the SOP. 

iS. Q: Does having a "transaction-driven" system mean that employees cannot Initiate a 
query to SSA and that a permission module is not needed? · . 

A: Not necessarily. "Transaction driven" basically means that queries, etc. are submitted 
automatically (and it mlght depend on the transaction). Depending !Jn the system 
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Implementation, queries might not be automatic or, If they are, manual transactions 
might still be permitted (for example, when something needs to be corrected). Also, · 
even If a "transaction-driven" system Is implemented in such a way·that manual . 
transactions cannot be performed, If the system does not require the user to be rn a 
particular appllcc:ttlon and/or the que,ry to be for an existing record In the EIEP's 
system before the system will allow a query to go through to SSA, It woulc;l still need 
a permission mo.dule. · 

16. Q: What Is an Onslte Compliance ~evlew? . . . . 
A; The Onslte Compliance Review Is· the process wherein SSA performs periodic site visits 

to Its Electronlc Information Exchange Partners (EIEP) to certify whether the EIEP's 
technical, managerial, and operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the EIEPs' data sharing 
agreements with SSA and SSA's associated system security requirements and· 
procedures. Refer to the Com0!1ance Review Program and Process. · 

17.. . Q: What are the criteria for performing an ·onslte Compliance Review? 
(1-.: The following are criteria for performing the Onslte Compliance Rev.lew! 

• EIEP Initiating new access or new access method for obtaining Information frOm 
5~ . . 

• E.IEP's cyclical r:evlew (previous review' w~s performed remotely) 

• . EIE:P has made significant change(s) In ItS operating or ~ecurity platform Involving 
SSA-provided data 

• EIEP experienced a. breach of SSA-pro.viaed personally Identifying lnformaflon (Pll) 

• EIEP has been determined to be high-risk 

~efer i!lso to the Review Peterrolnatlon M~tox. 

18. Q: What Is a Remote Compllpnce Review? 
A: The Remote Compliance Review Is the process wherein SSA conducts periodic 

meetings remotely (e.g., 'via cor:~ference calls) with Its EIEPs to determine wh.ether the 
EIEP's technical, managerial, and operational security measur.es for protecting data 
obtained electronically from SSA continue to conform to the terms of the EIEP5' data 

· ·sharing agreements with SSA and SSA's associated system security requirements and 
procedures. Refer to the Compliance Review Program and process. 

19. Q: What are the. criteria for pe·rformlng a Remote Compliance Review? . 
A: Each of the following criteria must be satisfl.ed for performing the Remote Compliance 

Review: 

0 • 

• 

• 

• 

EIEP's cyclical review (previous review was performed onsite without findings or 
Issues for w~lch findings were cited have been· satisfactorily resolyed). 

EIEP has made no significant change(s) In Its operating or security platform 
involving SSA-provid~d data. . 

0 ., 

EIEP has no~ e);Cperienced a breacti of SSA-provlded personally identifying 
Information (PII) since its previous compliance review. 

EIEP has been determined to be low-risk 

Refe,r also to the R~view Determination Matrix 

29 
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·. 
Worksheet for ~eporting Loss or ·Potential Loss of Personally Identifiable 
Information 

1. Information about the individual ~aking the report to the NCSC: 

Name: I . 
Position: I 
Deputy Commissioner Level nn:r..n; 7 ,.:tion: I 
Phone Numbers: . . . 
Work: I I Cell: I . I Home/Other: I -
E-mail Address: I 
Check one of the following: 

Mana2ement Official. I I Security Officer ·1 I Non-Man&.2ement 
. . . . 
2. Information about the data that was lost/stolen: 

. · Describe what was lost or stolen (e.g., case :file, MB~ data): 

Which elem.ent(s) ofPIT did the data contain? 
Name Bank Account Info 
SSN . Medical/Health Information 
Date ofBirth Benefit Payment Info 
Place ofBirth Mother's Maiden Name 
Address Other (describe): 

Estimated volun:le of recordS involved: 

3. How was the data physically stored, packaged and/or contained? 
. Paper or Electronic? (circle one): · 

If Electronic, what type of device? 
Lap tap Tablet Backup Tape · Blackberry 

09/27/06 

-

I 

. 

-I 
Workstation Server CD/DVD Blackberry Phone# 
Hard Drive Floppy Disk USB Drive 
Other (describe.): 

Page 60 of 66 
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Additional Questions if Electronic: 

a. Was the device encrvoted? 
b. Was the device password protected?· 
c. If a laJ)tap or tablet. was a VPN SmartCard lost? 

Cardholder's Name: 
Cardholder's SSA logon PIN: 
Hardware Make/Model: .. 
Hardware Serial Number: 

Additional Questions ifPa.oer: 

a. Was the information in a locked briefcase? 

Yes No 

Yes No 

b. Was the information in a locked cabinet or drilwer? 
c. Was the information in a locked vehicle 1;runk? 
d. Was the information redacted?. 
e. Other circumstances: 

. . . 

09/27/06 

'Not Sure 

Not Sure 

4. If the employeelco~tractor who was in possession of the data or to whom the 
data was assigned is not the person milking the report to the NCSC (as listed in 
#1), information about this employee/contracto~: · · 

Name: I 
Position:. I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 

.. . Work: I .. .. . ·-· . -~Cell: . ! . . . ... . l Home/Other: l .. . . 
E-mail Address: I 

5. Circumstances of the loss: 
a. When was it lost/stolen? 

b. .Brief description of how the los~/theft occurred: : . 
. . 

c. When was ~t reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (Include deputy 
commissioner level, agency level, regional/associate-level comp~nent names) 

Page·61 of 66 
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I ATTACHMENT 5 .. 09/27/06 

l 
. . . 

7. Which reports have been filed? (incltide FPS, local poltc~ and SSA reports) 

·Report Filed Yes No Reoort Number ' 
Federal Protective Service 
Local Police 

Yes No 
SSA-3114 (Ib.cident Alerl;) .. 

SSA-342 (Report of Smvey) 
Other (describe} . . 

8. Other pertinent ·information (include actions under way, as well as any .contacts · 
with other agen~es, law enforcement or the press): · 

\ 
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RECERTIFICATION OF THE COMPUTER MATCHING AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND 

THE HEALTH AND HUMAN SERVICES AGENCY OF CALIFORNIA 
(STATE AGENCY) 

SSA Match #6003 

Page 63 of66 

Under the applicable provisions of the Privacy Act of 1974, amended by the Com puler Matching 
and Privacy Protection Act (CMPP A) of 1988, 5 U.S.C. § 552a( o )(2), a computer matching 
agreement will remain in effect for a. period not to exceed 18 months. Within 3 months prior to 
the expiration of such computer matching agreement, however, the Data Integrity Board (DIB) 
may, without additional review, renew the computer matching agreement for a current, ongoing 
matching program for a period not to exceed 12 additional months if: 

1. such program will be conducted without any changes; and 

2. each party to the agreement certifies to the DIB in writing that the program has been 
conducted in compliance with the agreement. 

The following match meets the conditions for renewal by this recertification: 

I. TITLE OF MATCH: 

.Computer Matchin·g and Privacy Protection Act Agreemcnl Between the Social Security 
Administration and the Health and Human Services Agency of California (Match #6003) 

II. PARTIES TO THE MATCH: 

Recipient Agency: The Health and Human Services of California (State Agency) 

Source Agency: Social Security Administration (SSA) 

III. PURPOSE OF THE AGREEMENT: 

This CMPPA Agreement betweeit SSA and the State Agency, sets forth the terms and 
conditions governing disclosures of records, information, or data (collectively referred to 
herein "data") made by SSA to the State Agency that administers federally funded benefit 
programs under various provisions of the Social Security Act (Act), such as section 1137 
(42 U.S.C. § l320b-7), including the state-funded state supplementary payment programs 
under tith: XVI of the Act. Under section 1137 of the Act, the State Agency is required 
to use an income and eligibility verification system to adniinistcr specified federally 
funded benefit programs, including the state-funded state supplementary payment 
programs under title XVI of the Act. To assist the State Agency in determining 
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entitlement to and eligibility for benefits under those programs, as well as other federally 
funded benefit programs, SSA discloses certain data about applicants for state benefits 
from SSA Privacy Act Systems of Records and verifies the Social Security numbers of 
the applicants. · 

IV. ORIGINAL EFFECTIVE AND EXPIRATION DATES OF THE MATCH: 

Effective Date: 
Expiration Date: 

July I, 2012 
December 31, 2013 

V. RENEWAL AND NEW EXPIRATION DATES: 

Renewal Date: January l, 2014 
New Expiration Date: December 31, 20'14 

VI. CHANGES: 

By this recertification, SSA and the State Agency make the following non-substantive 
changes to the computer matching agreement: 

In Article XIV, "Points of Contact;· information under .subsection A, "SSA Point of 
Contact, Regional Office," should be deleted in its entirety and replaced with the 
following: · 

Dolores Dunnachic, Director 
San Francisco Regional Office, Center for Programs Support 
1221 Nevin Ave 
Richmond CA 9480 l 
Phone: (510) 970-8444/Fax: (510) 970-tHOl 
Dolorcs.Dunnachie@ssa.gov 
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Social SecuritY Administration 

so·urce Agency Certification: 
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As the authori:.i:t!d rt!presemative of the source agency named above, I certify that: (I) the 
subject matching program was conducted in compliance with the existing computer 
matching agreement between the parties; and (2) the subject matching program will 
continue without any change for an additional 12 months, subjt!ct to the approval of the 
Data Integrity Board of the Social -Security Administration. 

Grace M .. Kim 
Regional Commissioner 
San Francisco 

Date l \ ) t,:, ·\ l..J-:> 

Data Integrity Board Cenification: 

As Chair of the Data Integrity Board of the source agency named above, I certify that: 
(1) the subject matching program was 'conducted in compliance with the existing 

· computer matching agreement between the parties; and (2) the subject matching program 
will continue without any change for an additional 12 months. 

I 

- 12.l·~/\·\tt[J()1t_~~{c__ --
Kirstt:n J. 'Mmu:~ ~- -

(~ 

Inlh1 lntcgyity Board 

IJate_ _:l/u:t 12. __ _ 
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Health and Human Services Agency of California 

Recipient Agency Certification: 

As the authorized representative of the recipient agency named above, I certify that: 

Page 66 of 66 
4 

(1) the subject mat<:;hing program was conducted in compliance with the ~xisting 
computer matching agreement betwc~n the parties; and (2) the subject matching program 
will continue without any change for an additiona112 months, suhject to the approval of 
the Data Integrity Board of the Social Security Administration. 

Diana S. Dooley, Secretary 

Date~ 3(}1 ~L3 
I 

j 
1 
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