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b) If Contractor maintains an Electronic Health Record with PHI, and an 
individual requests a copy of such information in an electronic format, 
Contractor shall provide such information in an electronic format to 
enable the Department to fulfill its obligations under the HITECH Act, 
including but not limited to, 42 U.S.C. §17935(e).This section 
shall be effective as of the date that 42 U.S.C. § 17935(e) and 
its implementing regulations apply to the Department. 

9) Amendment of Department PHI. To make any amendment(s) to 
Department PHI that were requested by a patient and that the 
Department directs or agrees should be made to assure compliance with 
45 C.F.R. § 164.526, in the time and manner designated by the 
Department, with the Contractor being given a minimum of twenty (20} 
days within which to make the amendment. 

10} Internal Practices. To make Contractor's internal practices, books and 
records relating to the use and disclosure of Department PHI available to 
the Department or to the Secretary, for purposes of determining the 
Department's compliance with the HIPAA regulations. If any information 
needed for this purpose is in the exclusive possession of any other entity or 
person and the other entity or person fails or refuses to furnish the 
information to Contractor, Contractor shall provide written notification to the 
Department and shall set forth the efforts it made to obtain the information. 

11} Documentation of Disclosures. To document and make available to the 
Department or (at the direction of the Department)to an Individual such 
disclosures of Department PHI, and information related to such disclosures, 
necessary to respond to a proper request by the subject Individual for 
an accounting of disclosures of such PHI, in accordance with the HITECH 
Act and its implementing regulations, including but not limited to 45 C.F.R. 
§ 164.528 and 42 U.S.C. § 17935(c). If Contractor maintains 
electronic health records for the Department as of January 1, 2009, 
Contractor must provide an accounting of disclosures, including those 
disclosures for treatment, payment or health care operations, effective with 
disclosures on or after January 1, 2014. If Contractor acquires electronic 
health records for the Department after January 1, 2009, 
Contractor must provide an accounting of disclosures, including those 
disclosures for treatment, payment or health care operations, effective with 
disclosures on or after the date the electronic health record is acquired, or 
on or after January 1, 2011, whichever date is later. The electronic 
accounting of disclosures shall be for disclosures during the three years 
prior to the request for an accounting. This section shall be effective only as 
of the date that 42 U.S.C. § 17935(c) and its implementing regulations 
apply to the Department. 

12) Breaches and Security Incidents. During the term of this Agreement, 
Contractor agrees to implement reasonable systems for the discovery and 
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prompt reporting of any breach or security incident, and to take the following 
steps: 

a) Initial Notice to the Department. (1) To notify the Department 
immediately by telephone call plus email or fax upon the 
discovery of a breach of unsecured PHI in electronic media or in any 
other media if the PHI was, or is reasonably believed to have been, 
accessed or acquired by an unauthorized person. (2) To notify the 
Department within 24 hours by email or fax of the discovery of any 
suspected security incident, intrusion or unauthorized access, use or 
disclosure of PHI in violation of this Agreement or this Exhibit F. Part 
I, or potential loss of confidential data affecting this Agreement. A 
breach shall be treated as discovered by Business Associate as of 
the first day on which the breach is known, or by exercising 
reasonable diligence would have been known, to any person (other 
than the person committing the breach) who is an employee, officer 
or other agent of Business Associate. 

b) Notice shall be provided to the Department Program Contract 
Manager and the Department Information Security Officer. If the 
incident occurs after business hours or on a weekend or holiday and 
involves electronic PHI, notice shall be provided by calling the 
Department Information Security Officer. Notice shall be made using 
the DHCS "Privacy Incident Report" form, including all information 
known at the time. Contractor shall use the most current version of 
this form, which is posted on the DHCS Information Security Officer 
website (www.dhcs.ca.gov, then select "Privacy" in the left column 
and then "Business Partner" near the middle of the page) or use this 
link: 

http://www.dhcs.ca.gov/formsandpubs/laws/priv/Pages/DHCSBusine 
ssAssociatesOnly.aspx 

c) Upon discovery of a breach or suspected security incident, intrusion 
or unauthorized access, use or disclosure of Department PHI , 
Contractor shall take: 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and 

ii. Any action pertaining to such unauthorized disclosure required 
by applicable Federal and State laws and regulations. 

d) Investigation and Investigation Report. To immediately investigate 
such suspected security incident, security incident, breach, or 
unauthorized access, use or disclosure of PHI . Within 72 hours of 
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the discovery, Contractor shall submit an updated ''Privacy Incident 
Report" containing the information marked with an asterisk and all 
other applicable information listed on the form, to the extent known at 
that time, to the Department Program Contract Manager and the 
Department Information Security Officer. 

e) Complete Report. To provide a complete report of the investigation 
to the Department Program Contract Manager and the Department 
Information Security Officer within ten (1 0) working days of the 
discovery of the breach or unauthorized use or disclosure. The report 
shall be submitted on the "Privacy Incident Report" form and shall 
include an assessment of all known factors relevant to a 
determination of whether a breach occurred under applicable 
provisions of HIPM, the HITECH Act, and the HIPM regulations. 
The report shall also include a full, detailed corrective action plan, 
including information on measures that were taken to halt and/or 
contain the improper use or disclosure. If the Department requests 
information in addition to that listed on the "Privacy Incident Report" 
form, Contractor shall make reasonable efforts to provide the 
Department with such information. If, because of the circumstances 
of the incident, Contractor needs more than ten(10) working days 
from the discovery to submit a complete report, the Department may 
grant a reasonable extension of time, in which case Contractor shall 
submit periodic updates until the complete report is submitted. If 
necessary, a Supplemental Report may be used to submit revised or 
additional information after the completed report is submitted, by 
submitting the revised or additional information on an updated 
"Privacy Incident Report• form. The Department Will review and 
approve the determination of whether a breach occurred and 
individual notifications are required , and the corrective action plan. 

f) Responsibility for Reporting of Breaches. If the cause of a breach 
of Department PHI is attributable to Contractor or its agents, 
subcontractors or vendors, Contractor is responsible for all required 
reporting of the breach as specified in 42 U.S.C. § 17932and its 
implementing regulations, including notification to media outlets and 
to the Secretary. If a breach of unsecured Department PHI involves 
more than 500 residents of the State of California or its jurisdiction, 
Contractor shall notify the Secretary of the breach immediately upon 
discovery of the breach. If Contractor has reason to believe that 
duplicate reporting of the same breach or incident may occur 
because its subcontractors, agents or vendors may report the breach 
or incident to the Department in addition to Contractor, Contractor 
shall notify the Department, and the Department and Contractor may 
take appropriate action to prevent duplicate reporting. 
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g) Responsibility for Notification of Affected Individuals. If the 
cause of a breach of Department PHI is attributable to Contractor or 
its agents, subcontractors or vendors and notification of the affected 
individuals is required under state or federal law, Contractor shall 
bear all costs of such notifications as well as any costs associated 
with the breach. In addition, the Department reserves the right to 
require Contractor to notify such affected individuals, which 
notifications shall comply with the requirements set forth in 42 U.S.C. 
§ 17932 and its implementing regulations, including, but not limited 
to, the requirement that the notifications be made without 
unreasonable delay and in no event later than 60 calendar days. The 
Department Program Contract Manager and the Department 
Information Security Officer shall approve the time, manner and 
content of any such notifications and their review and approval must 
be obtained before the notifications are made. The Department will 
provide its review and approval expeditiously and without 
unreasonable delay. 

h) Department Contact Information. To direct communications to the 
above referenced Department staff, the Contractor shall initiate 
contact as indicated herein. The Department reserves the right to 
make changes to the contact information below by giving written 
notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to which it is 
incorporated. 

HCS Privacy Officer 

See the Exhibit A, Privacy Officer Information Security Officer 
DHCS Information Security 

ffice 
Scope of Work fo o: Office of HIPAA 
Program Contract ompliance Department of 
Manager Health Care Services 
information .0. Box 997413, MS 4722 

acramento, CA 95899-7413 

P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Email: iso@dhcs.ca.gov 

13) Termination of Agreement. In accordance with § 13404(b) of the HITECH 
Act and to the extent required by the HIPAA regulations, if Contractor knows 
of a material breach or violation by the Department of this Exhibit F, Part I, it 
shall take the following steps: 
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a) Provide an opportunity for the Department to cure the breach or end 
the violation and tenninate the Agreement if the Department does not 
cure the breach or end the violation within the time specified by 
Contractor; or 

b) Immediately tenninate the Agreement if the Department has 
breached a material tenn of the Exhibit F, Part I and cure is not 
possible. 

14) Sanctions and/or Penalties. Contractor understands that a failure to 
comply with the provisions of HIPAA, the HITECH Act and the HIPAA 
regulations that are applicable to Contractors may result in the imposition of 
sanctions and/or penalties on Contractor under HIPAA, the HITECH Act 
and the HIPAA regulations. 

E. Obligations of the Department 

The Department agrees to: 

1) Permission by Individuals for Use and Disclosure of PHI. Provide the 
Contractor with any changes in, or revocation of, permission by an 
Individual to use or disclose Department PHI, if such changes affect the 
Contractor's permitted or required uses and disclosures. 

2) Notification of Restrictions. Notify the Contractor of any restriction to the 
use or disclosure of Department PHI that the Department has agreed to in 
accordance with 45 C.F.R. § 164.522, to the extent that such restriction 
may affect the Contractor's use or disclosure of PHI. 

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to 
use or disclose Department PHI in any manner that would not be 
pennissible under the HIPAA regulations if done by the Department. 

4) Notice of Privacy Practices. Provide Business Associate with the Notice 
of Privacy Practices that DHCS produces in accordance with 45 C.F.R. § 
164.520, as well as any changes to such notice. Visit the DHCS Privacy 
Office to view the most current Notice of Privacy Practices at: 
http://www.dhcs.ca.aov/formsandpubs/laws/priv/Pages/default.aspx or the 
DHCS website at www.dhcs.ca.gov (select "Privacy in the right column and 
"Notice of Privacy Practices" on the right side of the page). 

F. Audits, Inspection and Enforcement 

If Contractor is the subject of an audit, compliance review, or complaint 
investigation by the Secretary or the Office of Civil Rights, U.S. Department of 
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Health and Human Services, that is related to the performance of its obligations 
pursuant to this HIPAA Business Associate Exhibit F, Part I, Contractor shall notify 
the Department. Upon request from the Department, Contractor shall 
provide the Department with a copy of any Department PHI that 
Contractor, as the Business Associate, provides to the Secretary or 
the Office of Civil Rights concurrently with providing such PHI to the 
Secretary. Contractor is responsible for any civil penalties assessed due to an 
audit or investigation of Contractor, in accordance with 42 U.S.C. § 17934(c). 

G. Termination 

1) Term. The Term of this Exhibit F, Part I, shall extend beyond the termination 
of the Agreement and shall terminate when all Department PHI is destroyed 
or returned to the Department, in accordance with 45 C.F.R. § 
164.504( e X2XiiXI). 

2) Termination for Cause. In accordance with 45 C.F.R. § 164.504(e)(1}(ii), 
upon the Department's knowledge of a material breach 
or violation of this Exhibit F, Part I, by Contractor, the Department shall : 

a) Provide an opportunity for Contractor to cure the breach or end the 
violation and terminate this Agreement if Contractor does not 
cure the breach or end the violation within the time specified by 
the Department; or 

b) Immediately terminate this Agreement if Contractor has breached a 
material term of this Exhibit F, Part I, and cure is not possible. 
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Part II: Privacy and Security of Personal Information and Personally Identifiable Information Not 
Subject to HIPAA 

1. Recitals 

A. In addition to the Privacy and Security Rules under the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) the Department is subject to various 
other legal and contractual requirements with respect to the personal 
information (PI) and personally identifiable information (PII)it maintains. These 
include: 

1) The California Information Practices Act of 1977 (California Civil Code §§ 
1798 et seq.). 

2) The Agreement between the Social Security Administration (SSA) and the 
Department, known as the Information Exchange Agreement (lEA), which 
incorporates the Computer Matching and Privacy Protection Act Agreement 
(CMPPA) between the SSA and the California Health and Human Services 
Agency. The lEA, including the CMPPA, is attached to this Exhibit F as 
Attachment B and is hereby incorporated in this Agreement. 

B. The purpose of this Exhibit F, Part II is to set forth Contractor's privacy and security 
obligations with respect to PI and Pll that Contractor may create, receive, 
maintain, use, or disclose for or on behalf of Department pursuant to this 
Agreement. Specifically this Exhibit applies to PI and Pll which is not Protected 
Health Information (PHI) as defined by HIPAA and therefore is not addressed in 
Exhibit F, Part I of this Agreement, the HIPAA Business Associate Addendum. 

C. The lEA Agreement referenced in A.2) above requires the Department to extend its 
substantive privacy and security terms to subcontractors who receive data 
provided to DHCS by the Social Security Administration. If Contractor receives 
data from DHCS that includes data provided to DHCS by the Social Security 
Administration, Contractor must comply with the following specific sections of the 
lEA Agreement: E. Security Procedures, F. Contractor/Agent Responsibilities, and 
G. Safeguarding and Reporting Responsibilities for Personally Identifiable 
Information ("PII"), and in Attachment 4 to the lEA, Electronic Information 
Exchange Security Requirements, Guidelines and Procedures for Federal, State 
and Local Agencies Exchanging Electronic Information with the Social Security 
Administration. Contractor must also ensure that any agents, including a 
subcontractor, to whom it provides DHCS data that includes data provided by the 
Social Security Administration, agree to the same requirements for privacy and 
security safeguards for such confidential data that apply to Contractor with respect 
to such information. 

D. The terms used in this Exhibit F, Part II, but not otherwise defined, shall have the 
same meanings as those terms have in the above referenced statute and 
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Agreement. Any reference to statutory, regulatory, or contractual language shall 
be to such language as in effect or as amended. 

2. Definitions 

A. "Breach" shall have the meaning given to such term under the lEA and CMPPA. It 
shall include a "PIIIoss· as that term is defined in the CMPPA. 

B. "Breach of the security of the system" shall have the meaning given to such term 
under the California Information Practices Act, Civil Code§ 1798.29{d}. 

C. "CMPPA Agreemene means the Computer Matching and Privacy Protection Act 
Agreement between the Social Security Administration and the California Health 
and Human Services Agency (CHHS}. 

D. "Department PI" shall mean Personal Information, as defined below, accessed in a 
database maintained by the Department, received by Contractor from the 
Department or acquired or created by Contractor in connection with performing the 
functions, activities and services specified in this Agreement on behalf of the 
Department. 

E. "lEA" shall mean the Information Exchange Agreement currently in effect between 
the Social Security Administration {SSA} and the California Department of Health 
Care Services {DHCS). 

F. "Notice-triggering Personal Information" shall mean the personal information 
identified in Civil Code section 1798.29{ e} whose unauthorized access may trigger 
notification requirements under Civil Code§ 1709.29. For purposes of this 
provision, identity shall include, but not be limited to, name, identifying number, 
symbol, or other identifying particular assigned to the individual, such as a finger or 
voice print, a photograph or a biometric identifier. Notice-triggering Personal 
Information includes PI in electronic, paper or any other medium. 

G. "Personally Identifiable Information" (PII) shall have the meaning given to such 
term in the lEA and CMPPA. 

H. "Personal Information" (PI) shall have the meaning given to such term in California 
Civil Code§ 1798.3{a). 

I. "Required by law" means a mandate contained in law that compels an entity to 
make a use or disclosure of PI or Pll that is enforceable In a court of law. This 
includes, but is not limited to, court orders and court-ordered warrants, subpoenas 
or summons issued by a court, grand jury, a governmental or tribal inspector 
general, or an administrative body authorized to require the production of 
information, and a civil or an authorized investigative demand. It also includes 
Medicare conditions of participation with respect to health care providers 
participating in the program, and statutes or regulations that require the production 
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of infonnation, including statutes or regulations that require such information if 
payment is sought under a government program providing public benefits. 

J. "Security Incident" means the attempted or successful unauthorized access, use, 
disclosure, modification, or destruction of PI, or confidential data utilized in 
complying with this Agreement; or interference with system operations in an 
information system that processes, maintains or stores Pl. 

3. Terms of Agreement 

A. Permitted Uses and Disclosures of Department PI and Pll by Contractor 

Except as otherwise indicated in this Exhibit F, Part II, Contractor may use or 
disclose Department PI only to perfonn functions, activities or services for or on 
behalf of the Department pursuant to the tenns of this Agreement provided that 
such use or disclosure would not violate the California lnfonnation Practices Act 
(CIPA) if done by the Department. 

8. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department PI or Pll other than as 
pennitted or required by this Agreement or as required by applicable state 
and federal taw. 

2) Safeguards. To implement appropriate and reasonable administrative, 
technical, and physical safeguards to protect the security, confidentiality 
and integrity of Department PI and Pit , to protect against anticipated threats 
or hazards to the security or integrity of Department PI and Pit, and to 
prevent use or disclosure of Department PI or Pit other than as provided for 
by this Agreement. Contractor shall develop and maintain a written 
information privacy and security program that include administrative, 
technical and physical safeguards appropriate to the size and complexity of 
Contractor's operations and the nature and scope of its activities, which 
incorporate the requirements of Section 3, Security, below. Contractor will 
provide DHCS with its current policies upon request. 

3) Security. Contractor shall take any and all steps necessary to ensure the 
continuous security of all computerized data systems containing PHI and/or 
PI , and to protect paper documents containing PHI and/or Pl. These steps 
shall include, at a minimum: 

a) Complying with all of the data system security precautions listed in 
Attachment A, Business Associate Data Security Requirements; and 
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b) Providing a level and scope of security that is at least comparable to 
the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A-130, Appendix Ill­
Security of Federal Automated Information Systems, which sets forth 
guidelines for automated information systems in Federal agencies. 

c) If the data obtained by User(s) from DHCS includes Pll, User(s) shall 
also comply with the substantive privacy and security requirements in 
the Computer Matching and Privacy Protection Act Agreement 
between the SSA and the California Health and Human Services 
Agency (CHHS) and in the Agreement between the SSA and DHCS, 
known as the Information Exchange Agreement (lEA), which are 
attached as Attachment B and are incorporated into this Agreement. 
The specific sections of the lEA with substantive privacy and security 
requirements to be complied with are sections E, F, and G, and in 
Attachment 4 to the lEA, Electronic Information Exchange Security 
Requirements, Guidelines and Procedures for Federal, State and 
Local Agencies Exchanging Electronic Information with the SSA. 
The User(s) also agree to ensure that any agents, including a 
subcontractor, to whom they provide DHCS Pll agree to the same 
requirements for privacy and security safeguards for confidential data 
that apply to the User(s) with respect to such information. 

4) Mitigation of Harmful Effects.To mitigate, to the extent practicable, any 
harmful effect that is known to Contractor of a use or disclosure of 
Department PI or Pll by Contractor or its subcontractors in violation of this 
Exhibit F, Part II. 

5) Contractor's Agents and Subcontractors. To impose the same 
restrictions and conditions set forth in this Exhibit F, Part II on any 
subcontractors or other agents with whom Contractor subcontracts any 
activities under this Agreement that involve the disclosure of Department PI 
or Pll to the subcontractor. 

6) Availability of Information to OHCS.To make Department PI and Pll 
available to the Department for purposes of oversight, inspection, 
amendment, and response to requests for records, injunctions, 
judgments, and orders for production of Department PI and PI I. If 
Contractor receives Department Pll , upon request by DHCS, Contractor 
shall provide DHCS with a list of all employees, contractors and agents 
who have access to Department Pll, including employees, contractors and 
agents of its subcontractors and agents. 

7) Cooperation with OHCS. With respect to Department PI, to cooperate with 
and assist the Department to the extent necessary to ensure the 
Department's compliance with the applicable terms of the CIPA including, 
but not limited to, accounting of disclosures of Department PI, correction of 



 
El Dorado County Agmt #456-F1311

Exhibit A to Agreement 221-S1511

 
14-0517 3B 161 of 303

0 
El Dorado County Health and Human Services Agency 

Contract Number: 12·89361 
Page 18 of 28 

EXHIBITF 
Privacy and Information Security Provisions 

errors in Department PI, production of Department PI, disclosure of a 
security breach involving Department PI and notice of such breach to the 
affected individual(s). 

8) Breaches and Security Incidents. During the term of this Agreement, 
Contractor agrees to implement reasonable systems for the discovery 
and prompt reporting of any breach or security incident, and to take the 
following steps: 

a) Initial Notice to the Department. (1) To notify the Department 
immediately by telephone call plus email or fax upon the 
discovery of a breach of unsecured Department PI or Pll in electronic 
media or in any other media if the PI or Pit was, or is reasonably 
believed to have been, accessed or acquired by an unauthorized 
person, or upon discovery of a suspected security incident involving 
Department Pit. (2) To notify the Department within 24 hours by 
email or fax of the discovery of any suspected security incident, 
intrusion or unauthorized access, use or disdosure of Department PI 
or Pll in violation of this Agreement or this Exhibit F, Part I, or 
potential loss of confidential data affecting this Agreement. A breach 
shall be treated as discovered by Contractor as of the first day on 
which the breach is known, or by exercising reasonable diligence 
would have been known, to any person (other than the person 
committing the breach) who is an employee, officer or other agent of 
Contractor. 

b) Notice shall be provided to the Department Program Contract 
Manager and the Department Information Security Officer. If the 
incident occurs after business hours or on a weekend or holiday and 
involves electronic Department PI or Pit, notice shall be provided by 
calling the Department Information Security Officer. Notice shall be 
made using the DHCS "Privacy Incident Report" form, including all 
information known at the time. Contractor shall use the most current 
version of this form, which is posted on the DHCS Information 
Security Officer website (www.dhcs.ca.gov, then select "Privacy" in 
the left column and then "Business Partner" near the middle of the 
page) or use this link: 
http://www.dhcs.ca.gov/formsandpubs/laws/priv/Paqes/DHCSBusine 
ssAssociatesOnly.aspx 

c) Upon discovery of a breach or suspected security incident, intrusion 
or unauthorized access, use or disclosure of Department PHI , 
Contractor shall take: 

i. Prompt corrective action to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and 
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ii. Any action pertaining to such unauthorized disclosure required 
by applicable Federal and State Jaws and regulations. 

d) Investigation and Investigation Report. To immediately investigate 
such suspected security incident. security incident, breach, or 
unauthorized access, use or disclosure of PHI . Within 72 hours of 
the discovery, Contractor shall submit an updated "Privacy Incident 
Report" containing the information marked with an asterisk and all 
other applicable information listed on the form, to the extent known at 
that time, to the Department Program Contract Manager and the 
Department Information Security Officer: 

e) Complete Report. To provide a complete report of the investigation 
to the Department Program Contract Manager and the Department 
Information Security Officer within ten (10) working days of the 
discovery of the breach or unauthorized use or disclosure. The report 
shall be submitted on the "Privacy Incident Report" form and shall 
include an assessment of all known factors relevant to a 
determination of whether a breach occurred. The report shall also 
include a full , detailed corrective action plan, including information on 
measures that were taken to halt and/or contain the improper use or 
disclosure. If the Department requests information in addition to that 
listed on the "Privacy Incident Report" form, Contractor shall make 
reasonable efforts to provide the Department with such information. 
If, because of the circumstances of the incident, Contractor needs 
more than ten(1 0) working days from the discovery to submit a 
complete report, the Department may grant a reasonable extension 
of time, in which case Contractor shall submit periodic updates until 
the complete report is submitted. If necessary, a Supplemental 
Report may be used to submit revised or additional information after 
the completed report is submitted, by submitting the revised or 
additional information on an updated "Privacy Incident Report" form. 
The Department will review and approve the determination of 
whether a breach occurred and individual notifications are required, 
and the corrective action plan. 

f) Responsibility for Reporting of Breaches. If the cause of a breach 
of Department PI or Pll is attributable to Contractor or its agents, 
subcontractors or vendors, Contractor is responsible for all required 
reporting of the breach as specified in CIPA, § 1798.29(a} - (d) and 
as may be required under the lEA. Contractor shall bear all costs of 
required notifications to individuals as well as any costs associated 
with the breach. The Department Program Contract Manager and the 
Department Information Security Officer and Privacy Officer shall 
approve the time, manner and content of any such notifications and 
their review and approval must be obtained before the notifications 
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are made. The Department will provide its review and approval 
expeditiously and without unreasonable delay. If Contractor has 
reason to believe that duplicate reporting of the same breach or 
incident may occur because its subcontractors, agents or vendors 
may report the breach or incident to the Department in addition to 
Contractor, Contractor shall notify the Department, and the 
Department and Contractor may take appropriate action to prevent 
duplicate reporting. 

g) Department Contact Information. To direct communications to the 
above referenced Department staff, the Contractor shall initiate 
contact as indicated herein. The Department reserves the right to 
make changes to the contact information below by giving written 
notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to which it is 
incorporated. 

Department DHCS Privacy Officer 
Program 

ontract 
Manager 

See the Exhibit A, 
Scope of Work fo 
Program Contract 
Manager 
information 

rivacy Officer 
o: Office of HIPAA 
ompliance Department of 
ealth Care Services 
.0 . Box 997413, MS 4722 
acramento, CA 95899-7 413 

Information Security Officer 
HCS Information Security 
ffice 
.0. Box 997413, MS 6400 
acramento, CA 95899-7413 

9. Designation of Individual Responsible for Security. Contractor shall 
designate an individual, (e.g., Security Officer), to oversee its data security 
program who shall be responsible for carrying out the requirements 
of this Exhibit F, Part II and for communicating on security matters with the 
Department. 
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Part Ill: Miscellaneous Terms and Conditions Applicable to Exhibit F 

1. Disclaimer 

The Department makes no warranty or representation that compliance by Contractor with 
this Exhibit F, HIPAA or the HIPAA regulations will be adequate or satisfactory for 
Contractor's own purposes or that any information in Contractor's possession or control, 
or transmitted or received by Contractor, is or will be secure from unauthorized use or 
disclosure. Contractor is solely responsible for all decisions made by Contractor regarding 
the safeguarding of the Department PHI. 

2. Amendment 

A. The parties acknowledge that federal and state laws relating to electronic data 
security and privacy are rapidly evolving and that amendment of this Exhibit F may 
be required to provide for procedures to ensure compliance with such 
developments. The parties specifically agree to take such action as is necessary 
to implement the standards and requirements of HIPAA, the HITECH Act, and the 
HIPAA regulations. Upon either party's request, the other party agrees to promptly 
enter into negotiations concerning an amendment to this Exhibit F embodying 
written assurances consistent with the standards and requirements of HIPAA, the 
HITECH Act, and the HIPAA regulations. The Department may terminate this 
Agreement upon thirty (30) days written notice in the event: 

1) Contractor does not promptly enter into negotiations to amend this Exhibit F 
when requested by the Department pursuant to this section; or 

2) Contractor does not enter into an amendment providing assurances 
regarding the safeguarding of Department PHI that the Department deems 
is necessary to satisfy the standards and requirements of HIPAA and the 
HIPAA regulations. 

3. Judicial or Administrative Proceedings 

Contractor will notify the Department if it is named as a defendant in a criminal 
proceeding for a violation of HIPAA or other security or privacy law. The Department may 
terminate this Agreement if Contractor is found guilty of a criminal violation of HIPAA. The 
Department may terminate this Agreement if a finding or stipulation that the Contractor 
has violated any standard or requirement of HIPAA, or other security or privacy laws is 
made in any administrative or civil proceeding in which the Contractor is a party or has 
been joined. DHCS will consider the nature and seriousness of the violation in deciding 
whether or not to terminate the Agreement. 

4. Assistance in Litigation or Administrative Proceedings 

Contractor shall make itself and any subcontractors, employees or agents assisting 
Contractor in the performance of its obligations under this Agreement, available to the 
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Department at no cost to the Department to testify as witnesses, or otherwise, in the 
event of litigation or administrative proceedings being commenced against the 
Department, its directors, officers or employees based upon claimed violation of HIPAA, 
or the HIPAA regulations, which involves inactions or actions by the Contractor, except 
where Contractor or its subcontractor, employee or agent is a named adverse party. 

5. No Third·Party Beneficiaries 

Nothing express or implied in the terms and conditions of this Exhibit F is intended to 
confer, nor shall anything herein confer, upon any person other than the Department or 
Contractor and their respective successors or assignees, any rights, remedies, 
obligations or liabilities whatsoever. 

6. Interpretation 

The terms and conditions in this Exhibit F shall be interpreted as broadly as necessary to 
implement and comply with HIPAA, the HITECH Act, and the HIPAA regulations. The 
parties agree that any ambiguity in the terms and conditions of this Exhibit F shall be 
resolved in favor of a meaning that complies and is consistent with HIPAA, the HITECH 
Act and the HIPAA regulations. 

7. Conflict 

In case of a conflict between any applicable privacy or security rules, laws, regulations or 
standards the most stringent shall apply. The most stringent means that safeguard which 
provides the highest level of protection to PHI from unauthorized disclosure. Further, 
Contractor must comply within a reasonable period of time with changes to these 
standards that occur after the effective date of this Agreement. 

8. Regulatory References 

A reference in the terms and conditions of this Exhibit F to a section in the HIPAA 
regulations means the section as in effect or as amended. 

9. Survival 

The respective rights and obligations of Contractor under Section 3, Item D of Exhibit F, 
Part I, Responsibilities of Contractor, shall survive the termination or expiration of this 
Agreement. 

10. No Waiver of Obligations 

No change, waiver or discharge of any liability or obligation hereunder on any one or 
more occasions shall be deemed a waiver of performance of any continuing or other 
obligation, or shall prohibit enforcement of any obligation, on any other occasion. 

11. Audits, Inspection and Enforcement 
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From time to time, and subject to all applicable federal and state privacy and security laws 
and regulations, the Department may conduct a reasonable inspection of the facilities, 
systems, books and records of Contractor to monitor compliance with this Exhibit F. 
Contractor shall promptly remedy any violation of any provision of this Exhibit F. The fact 
that the Department inspects, or fails to inspect, or has the right to inspect, Contractor's 
facilities, systems and procedures does not relieve Contractor of its responsibility to 
comply with this Exhibit F. The Department's failure to detect a non-compliant 
practice, or a failure to report a detected non-compliant practice to Contractor does not 
constitute acceptance of such practice or a waiver of the Department's enforcement 
rights under this Agreement, including this Exhibit F. 

12. Due Diligence 

Contractor shall exercise due diligence and shall take reasonable steps to ensure that it 
remains in compliance with this Exhibit F and is in compliance with applicable provisions 
of HIPAA, the HITECH Act and the HIPAA regulations, and that its agents, subcontractors 
and vendors are in compliance with their obligations as required by this Exhibit F. 

13. Term 

The Term of this Exhibit F shall extend beyond the termination of the Agreement and 
shall terminate when all Department PHI is destroyed or returned to the Department, in 
accordance with 45 C.F.R. § 164.504(e)(2}(ii)(l), and when all Department PI and Pll is 
destroyed in accordance with Attachment A. 

14. Effect of Tennination 

Upon termination or expiration of this Agreement for any reason, Contractor shall return 
or destroy all Department PHI, PI and Pll that Contractor still maintains in any form, 
and shall retain no copies of such PHI, PI or PI I. If return or destruction is not feasible, 
Contractor shall notify the Department of the conditions that make the return or 
destruction infeasible, and the Department and Contractor shall determine the terms 
and conditions under which Contractor may retain the PHI, PI or PI I. Contractor shall 
continue to extend the protections of this Exhibit F to such Department PHI, PI and Pll, 
and shall limit further use of such data to those purposes that make the return or 
destruction of such data infeasible. This provision shall apply to Department PHI, PI 
and Pll that is in the possession of subcontractors or agents of Contractor. 
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Attachment A 
Business Associate Data Security Requirements 

1. Personnel Controls 

A. Employee Training. All workforce members who assist in the performance of 
functions or activities on behalf of the Department, or access or disclose 
Department PHI or PI must complete information privacy and security training, at 
least annually, at Contractor's expense. Each workforce member who receives 
information privacy and security training must sign a certification, indicating the 
member's name and the date on which the training was completed. These 
certifications must be retained for a period of six (6) years following termination of 
this Agreement. 

B. Employee Discipline. Appropriate sanctions must be applied against workforce 
members who fail to comply with privacy policies and procedures or any provisions 
of these requirements, Including termination of employment where appropriate. 

C. Confidentiality Statement. All persons that will be working with Department PHI 
or PI must sign a confidentiality statement that includes, at a minimum, General 
Use, Security and Privacy Safeguards, Unacceptable Use, and Enforcement 
Policies. The statement must be signed by the workforce member prior to access 
to Department PHI or Pl. The statement must be renewed annually. The 
Contractor shall retain each person's written confidentiality statement for 
Department inspection for a period of six (6) years following termination of this 
Agreement. 

D. Background Check. Before a member of the workforce may access Department 
PHI or PI, a background screening of that worker must be conducted. The 
screening should be commensurate with the risk and magnitude of harm 
the employee could cause, with more thorough screening being done for those 
employees who are authorized to bypass significant technical and operational 
security controls. The Contractor shall retain each workforce member's 
background check documentation for a period of three (3) years. 

2. Technical Security Controls 

A. Workstation/Laptop encryption. All workstations and laptops that store 
Department PHI or PI either directly or temporarily must be encrypted using a FIPS 
140-2 certified algorithm which is 128bit or higher, such as Advanced Encryption 
Standard (AES). The encryption solution must be full disk unless approved by the 
Department Information Security Office. 

B. Server Security. Servers containing unencrypted Department PHI or PI must have 
sufficient administrative, physical, and technical controls in place to protect that 
data, based upon a risk assessment/system security review. 
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C. Minimum Necessary. Only the minimum necessary amount of Department PHI or 
PI required to perform necessary business functions may be copied, downloaded, 
or exported. 

D. Removable media devices. All electronic files that contain Department PHI or PI 
data must be encrypted when stored on any removable media or portable device 
(i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.). 
Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such 
as AES. 

E. Antivirus software. All \YOrkstations, laptops and other systems that process 
and/or store Department PHI or PI must install and actively use comprehensive 
anti-virus software solution with automatic updates scheduled at least daily. 

F. Patch Management. All workstations, laptops and other systems that process 
and/or store Department PHI or PI must have critical security patches applied, with 
system reboot if necessary. There must be a documented patch management 
process which detennines installation timeframe based on risk assessment and 
vendor recommendations. At a maximum, all applicable patches must be installed 
within 30 days of vendor release. Applications and systems that cannot be 
patched within this time frame due to significant operational reasons must have 
compensatory controls implemented to minimize risk until the patches can be 
installed. Applications and systems that cannot be patched must have 
compensatory controls implemented to minimize risk, where possible. 

G. User IDs and Password Controls. All users must be issued a unique user name 
for accessing Department PHI or Pl. Usemame must be promptly disabled, 
deleted, or the password changed upon the transfer or tennination of an employee 
with knowledge of the password. Passwords are not to be shared. Passwords 
must be at least eight characters and must be a non-dictionary word. Passwords 
must not be stored in readable format on the computer. Pass\YOrds must be 
changed at least every 90 days, preferably every 60 days. Passwords must be 
changed if revealed or compromised. Passwords must be composed of characters 
from at least three of the following four groups from the standard keyboard: 

1 ) Upper case letters (A-Z) 
2) Lower case letters (a-z) 
3) Arabic numerals (0-9) 
4) Non-alphanumeric characters (punctuation symbols) 

H. Data Destruction. When no longer needed, all Department PHI or PI must be 
wiped using the Gutmann or US Department of Defense (DoD) 5220.22-M (7 
Pass) standard, or by degaussing. Media may also be physically destroyed in 
accordance with NIST Special Publication 800-88. Other methods require prior 
written pennission of the Department lnfonnation Security Office. 
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I. System Timeout. The system providing access to Department PHI or PI must 
provide an automatic timeout, requiring re-authentication of the user session after 
no more than 20 minutes of inactivity. 

J . Warning Banners. All systems providing access to Department PHI or PI must 
display a warning banner stating that data is confidential, systems are logged, and 
system use is for business purposes only by authorized users. User must be 
directed to log off the system if they do not agree with these requirements. 

K. System Logging. The system must maintain an automated audit trail which can 
identify the user or system process which initiates a request for Department PHI or 
PI, or which alters Department PHI or Pl. The audit trail must be date and time 
stamped, must log both successful and failed accesses, must be read only, and 
must be restricted to authorized users. If Department PHI or PI is stored in a 
database, database logging functionality must be enabled. Audit trail data must be 
archived for at least 3 years after occurrence. 

L. Access Controls. The system providing access to Department PHI or PI must 
use role based access controls for all user authentications, enforcing the principle 
of least privilege. 

M. Transmission encryption. All data transmissions of Department PHI or PI 
outside the secure internal network must be encrypted using a FIPS 140-2 certified 
algorithm which is 128bit or higher, such as AES. Encryption can be end to end at 
the network level, or the data files containing Department PHI can be encrypted. 
This requirement pertains to any type of Department PHI or PI in motion such as 
website access, file transfer, and E-Mail. 

N. Intrusion Detection. All systems involved in accessing, holding, transporting, and 
protecting Department PHI or PI that are accessible via the Internet must be 
protected by a comprehensive intrusion detection and prevention solution. 

3. Audit Controls 

A. System Security Review. Contractor must ensure audit control mechanisms that 
record and examine system activity are in place. All systems processing and/or 
storing Department PHI or PI must have at least an annual system risk 
assessment/security review which provides assurance that administrative, 
physical, and technical controls are functioning effectively and providing adequate 
levels of protection. Reviews should include vulnerability scanning tools. 

B. Log Reviews. All systems processing and/or storing Department PHI or PI must 
have a routine procedure in place to review system logs for unauthorized access. 

C. Change Control. All systems processing and/or storing Department PHI or PI 
must have a documented change control procedure that ensures separation of 
duties and protects the confidentiality, integrity and availability of data. 
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4. Business Continuity I Disaster Recovery Controls 

A Emergency Mode Operation Plan. Contractor must establish a documented plan 
to enable continuation of critical business processes and protection of the security 
of Department PHI or PI held in an electronic format in the event of an emergency. 
Emergency means any circumstance or situation that causes normal computer 
operations to become unavailable for use in performing the work required under 
this Agreement for more than 24 hours. 

B. Data Backup Plan. Contractor must have established documented procedures to 
backup Department PHI to maintain retrievable exact copies of Department PHI or 
Pl. The plan must include a regular schedule for making backups, storing backups 
offsite, an inventory of backup media, and an estimate of the amount of time 
needed to restore Department PHI or PI should it be lost. At a minimum, the 
schedule must be a weekly full backup and monthly offsite storage of Department 
data. 

5. Paper Document Controls 

A Supervision of Data. Department PHI or PI in paper form shall not be left 
unattended at any time, unless it is locked in a file cabinet, file room, desk or office. 
Unattended means that information is not being observed by an employee 
authorized to access the information. Department PHI or PI in paper form shall not 
be left unattended at any time in vehicles or planes and shall not be checked in 
baggage on commercial airplanes. 

B. Escorting Visitors. Visitors to areas where Department PHI or PI is contained 
shall be escorted and Department PHI or PI shall be kept out of sight while visitors 
are in the area. 

C. Confidential Destruction. Department PHI or PI must be disposed of through 
confidential means, such as cross cut shredding and pulverizing. 

D. Removal of Data. Only the minimum necessary Department PHI or PI may be 
removed from the premises of the Contractor except with express written 
permission of the Department. Department PHI or PI shall not be considered 
"removed from the premises" if it is only being transported from one of Contractor's 
locations to another of Contractors locations. 

E. Faxing. Faxes containing Department PHI or PI shall not be left unattended and 
fax machines shall be in secure areas. Faxes shall contain a confidentiality 
statement notifying persons receiving faxes in error to destroy them. Fax numbers 
shall be verified with the intended recipient before sending the fax. 

F. Mailing. Mailings containing Department PHI or PI shall be sealed and secured 
from damage or inappropriate viewing of such PHI or PI to the extent possible. 
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Mailings which include 500 or more individually identifiable records of Department 
PHI or PI in a single package shall be sent using a tracked mailing method which 
includes verification of delivery and receipt, unless the prior written permission of 
the Department to use another method is obtained. 
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INFORMATION EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMJNISTRATION (SSA) 
AND . 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

A. PURPOSE: The purpose o'fthis Information Exchange Agreement ("lEA") is to establish 
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain 
information, reGOrds, or data (herein "data") to assist the State Agency in administering 
certain federally funded state-administered benefit programs (including state-funded state 
supplementary payment programs under Title XVI of the Social Security Act) identified in 
this lEA. By entering into this IEA. the State Agency agrees to 09mply with: · 
• the terms and conditions set forth in the Computer Matching and Privacy Protection Act 

Agreement ("CMPPA Agreement") attached as Attachment 1, gQ.verning the State 
Agency's use of the data disclosed from SSA's Privacy Act System of Records; and 

• all other terms and conditjons set forth in this IEA. 

... B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the 
data received or accessed from SSA under this lEA for the purpose of aQministering the 
federally funded, state-administered programs identified in Table 1 below. In Table 1, the 
State Agency has identified: (a) each federally funded, state-administered.program that it 
administers; ~d (b) each SSA data exchange system to which the State Agency needs access 
in order-to administer the identified program. The list of SSA's data exchange systems is 
attached as Attacbment l: 

TABLEl 
FEDERALLY FUNDED BENEFIT PROGRAMS 

Program SSA Data Exchange System(s) 

[X] Medicaid BaiDEXISDXIEVSISVES/SOLQISVES 1-Cfttzenshlp 
/Q.uart.ers of Coverate/Pr1soner Query 

0 Temporary Assistance to Needy Families 
(TAHF) 

0 · Supplemental Hutritton Assistance PrOif'am 
(SNAP- formally Food Stamps) · 

'0 Unemployment Compensation (Federal) 

0 Unemployment Compensation (State) 

0 State Child Support Agency 

0 Low-Income Home Enersy Assistance 
Proaram (LI·HEAP) 

0 Workers Compensation 

0 Vocational Rehabfii!Jition S«vtces 

1 
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0 Foster Care (IV·E) 

0 State Health lnsuf'!Ulce Provam (S·CHIP) 

0 Women, Infants and Chfldntn (W.I.C.) 

(X) MediCare Savtnp Programs (MSP) LIS Ftle 

IXJ Medicare 11~ (Outreach) Medicare 1144 OUtreach File 

0 Other F~erally Funded, Stote-Admlnist~red Programs (Ust Below} 

Program SSA Data Exchi!!'l_e Svstem(s) 

. 

(2) The State Agency will JJSe e&;b identified data exchange system only for the purpose of 
administering the specific program for wbich access to the data exchange system is provided. 
SSA data exchange systems are protected by the Privacy Act and federal law prohibits the 
use of SSA' s data for any purpose other than the purpose of administering ihe specific 
program for which such data is disclosed. In particular, the State Agency Will use: (a) the tax 
return data disclosed by SSA only to determine individual eligibility for, or the amount of, 
assistance under a state plan pursuant to Section 1137 programs and child support 
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citizenship 
status data disclosed by SSA under the Children ~s Health Insurance Program 
Reauthorization Act of 2009, Pub. L. 111-3, only for the purpose of determining entitlement 
to Medicaid and· CHIP program for new applicants. The State Agency also acknowledges 
that SSA' s citizenship data may be less than 50 percent current. Applicants for SSNs report 
their citizenship data at the time they apply for their SSNs; there is no obligation for an 
individual to report to SSA a change in his or her immigration status until he or she files a 
claim for benefits. 

C. PROGRAM QUESTIONNAIRE: Prior to signing this lEA, the State Agency will 
complete and submit to SSA a program questionnaire for each of the federally funded, state­
administered programs checked in Table 1 above. SSA will not disclose any data under this ' 
lEA until it has received and approved the completed program questionnaire for each of the 
programs identified in Table 1 above. 
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D. TRANSFER OF DATA: SSA will transmit the data to the State Agency under this lEA 
using the data transmission method identified in Table 1 below: 

TABLEl 
TRANSFER OF DATA . 

[J Data will be transmitted directly between SSA and the State Agency. 

[XJ Data will be transmitted directly between SSA and the California Office of Technology (State 
tran8missionfl'ransfer Component ( .. STC")) by the File Transfer Management System, a secure 
mechar)ism approved by SSA. The STC will serve as the conduit between SSA and the State 
Agency pursuant to the State STC Agreement. 

0 Data will ~ transmitted directly between SSA and the Interstate Connection Network 
("ICON"). ICON is a wide area telecommunications network connecting state agencies· that 
administer the state unemployment insmance laws. When receiving data through ICON,. the 
State Agency will comply with the "Systems Security Requirements for SSA Web Access to SSA 
Information Through the ICON," attached as Attachment 3. 

E. SECURITY PROCEDURES: The State Agency will comply with limitations on use, 
treatment, and safeguarding of data under the Privacy Act of 1974 (5 U.S.C. 552a), as 
amended by the Computer Matching and Privacy Protection Act of 1988, related Office of 
Management and Budget guidelines, the Federal Information Security Management Act of 
2002 (44 U.S.C. § 3541, et seq.), and related National Institute of Standards and Technology 
guidelines. In addition, the State Agency will comply with SSA's "Infonnation System 
Security Guidelines for Federal, State and Local Agenties Receiving Electronic Infonnation 
from the Social Security Adm.inistration," attached as Attachment 4. For any tax return 
data, the State Agency will also comply with the "Tax Infonoatioo Security Guidelines for 
Federal, State and Local Agencies," Publication 1075, published by the Secretary of the 
Treasury and available at the following Internal Revenue Service (IRS) website: 
http://www.irs.gov/oublirs-odf!p1075.pdf. This IRS Publication 1075 is incorporated by 
reference into this lEA. 

F. CONTRACTOR/AGENT RESPONSIBILITIES: The State Agency will restrict access to 
the data obtained frQm SSA to only those authorized State employees, contractors, and 
agents who need such data to perform their official duties in connection with purposes 
identified in this lEA. At SSA's request, the State Agency will obtaiJi from each of its 
contractors and agents a current list of the employees" of its contractors and agents who have 
access to SSA data disclosed under this lEA. The State Agency W111 require its contractors, 
agents, and all employees of such contractors or agents with authorized access to the SSA 
data disclosed under this lEA, to comply with the terms and conditions set forth in this lEA, 
and not to duplicate, disseminate, or disclose such data without obtaining SSA's prior written 
approval. In addition, the State Agency will comply with the limitations on use, duplication, 
and redisclo~ure ofSSA data set forth in Section IX. of the CMPPA Agreement, especially 
with respect to its contractors and agents. 
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G. SAFEGUARDING AND REPORTING RESPONSmD..ITIES FOR PERSONALLY 
.IDENTIFIABLE INFORMATION ("Pll"): 

1. The State Agency will ensure that its employees, contractors, and agents: 
a. properly safeguard Pll furnished by SSA under this lEA from loss, theft or 

inadvertent disclosure; 
b. understand that they are responsible for safeguarding this information at all times, 

regardless of whether or not the State employee, contractor, or agent is at his or her 
regular duty station; 

c. ensure that laptops and other electronic devices/media containing Pll are encrypted 
and/or password protected; 

d. send emails containing Pll only if encrypted or if to and from addresses 1hat are 
secure; and 

e. limit disclosure of the information and details retating to a Pll lo~ only to those with 
a need to know. 

2. If an employee of the State Agency or an employee of the State Agency's contractor or 
agent becomes aware of suspected, or actual loss ofPll, he or she must immediately 
contact the State Agency official responsible for Systems Security designated below or 
b:is or her delegate. That State Agency official or delegate must then notify the SSA 
Regional Office Contact and the SSA Systems Secmj.ty Contact identified below. If, for 
any reason, the regponsible State Agency official or delegate is unab~e to notify the SSA 
Regional Office or the SSA Systems Security Contact within 1 hour, the responsible State 
Agency official or delegate must call SSA's Network Customer Service Center 
("NCSC") .at 410-965-7777 or toll free at 1-888-772-6661 to report the actual or 
sus~ted loss. The responsible State Agency official or delegate will use the worksheet, 
attached as Attachment s. to quickly gather and organize infonnation ·about the incident. 
The responsible State Agency official or delegate must provide to SSA timely updates as 
any additional information about the loss ofPll becomes available. 

3. SSA will~ the necessary contact within SSA to .file a formal report in accordance 
with SSA procedures. SSA will notify the Department ofHomeland Security's United 
States Computer Emergency Readiness Team if loss or potential loss ofPll related to a 
data exchange under this lEA occurs. 

4. If the State Agency experiences a loss or breach of data, it will determine whether or not 
to provide notice to individuals whose data has been lost of breached and bear any costs 
associated with tbe.notice or any mitigation. 

456-F1311 
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H. POINTS OF CONTACT: 

FORSSA 

San Francisco Regional Offi~e: 

Ellery Brown 
Data Excbange Coordinator 
Frank Hagel Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8243 
Fax: (510) 970-8101 
Email: Ellery.Brown@ssa.gov 

Systems Issues: 

Pamela Riley 
Office of Earnings, Enumeration & 
Administrative Systems 
DIVES/Data Exchange Branch 
6401 Security BouleVard 
Baltimore, MD 21235 
Phone: (410) 965-7993 
Fax: (410) 966-3147 
Email: Pamela.Riley@ssa.gov 

FOR STATE AGENCY 

Agreement Issues: 

Manue\ Urbina 
Chief, Security Unit 
Policy Operations Branch 
Medi-Cal Eligibility DiVision 
1501 Capitol Avenue, MS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160 
Email: Manuel.Urbina@dhcs.ca.gov 

Data Exchan&e Issues: 

Guy Fortson 
Office of Electronic Information Exchange 
GD 10 East High Rise 
6401 Security Boulevard 
-Baltimore, MD 21235 
Phone: (410) 597-1103 
-Fax: (410) 597-0841 . 
Email: guy.fortson@ssa.gov 

Systems Security hsues: 

Michael G. Johnson 
Acting Director 
Office of Electronic Information Excll.ange 
Office of Strategic Services 
6401 Security Boulevard 
Baltimore, MD 21235 
Phone: (410) 965-0266 
Fax: (410) 966-0527 
Email: Micbael.G.Johnson@ssa.gov 

Technical Issues: 

Fei Collier 
Chief, Application Support Branch 
Information Technology Services Division 
1615 Capitol Ave, MS·6100 
Sacramento, CA 95814 
Phone: (916) 440-7036 
Email: .Fei.Collicr@dhcs.ca.gov 

L DURATION: The effective date ofthis lEA is January 1; 2010. This lEA will rerilain i!l 
effect for as long as: (1) a CMPPA AgreemeDt governing this lEA is in effect between SSA 
and the St4te or the State Agency; and (2) the State Agency submits a certification in· 
accordance with Section J. below at least 30 days before the expiration and renewal of such 
CMPPA Agreement. 
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J, CERTIFICATION AND PRO~~ CHANGES: At least 30 days before the expiration 
and renewal of tlie State CMPPA Agreement governing this IEA. the State Agency will 
certify in writing to SSA that (lj'it is in Compliance with. the tenns and conditions of this 
lEA; (2) the data exchange processes under this lEA have been and will be conducted 
without change; and.(3) it will, upon SSA's request, provide audit reports or other documents 
that demonstnlte review and oversight activities. If there are substantive chaDges in any of 
the programs or data exchange processes iisted in this lEA, the parties will modify the lEA in 
accordance with Section K.. below and the State Agency will submit for SSA's approval new 
program questionnaires und.er .Section C. above describing such changes prior to using SSA' s 
data to administer su?h new or changed program. 

K. MODIFICATION: M¢ifications to tliis IEA ;oust be in writing and agreed to by the 
parti~. 

L. TERMIN:,i\ TION: The parties may tenninate this lEA at any time upon mutual written 
consent. In addition, either party may 'llQilateralJy terminate this lEA upon 90 days advance 
written notice to the other party. Such unilateral termination will be effective 90 days after 
the date of the notice, or at a later date specified in the notice. 

SSA may immediately and unilaterally ~spend the data flow under this IEA, or terminate 
this IEA, ifSSA, in its sole discretion, determines that the State Agenc.Y (including its · 
employees, contractors. and ~ents) has: (1) made an unauthorized use or disclosure ofSSA­
supplied da1a; or (2) violated or failed to follow the terms and conditions of this ffiA or the 
CMPPA Agreement. 

M. INTEGJiA TION: This ffiA, including all attachments, constitutes the entire agreement of 
the parties with respect to its subject matter. There have been no representations, warnmties, 
or promises made outside of this IEA. This IEA shall take precedence over any other 
document that may be in conflict with it. 

456-F 

AITACDMENTS 
1 - CMPPA Agreement 
2 - SSA Data Exchange Systems 
3'- Systems Security Requirements fur SSA'Web Access to SSA Information 

Through ICON 
4 - Information System Security Guidelines for Federal, State and Local Agencies 

Receiving Electronic Information from ~e Social Security Administration 
5 - Pll Loss Reporting Worksheet 
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N. SSA AUmORIZED SIGNATURE: The signatory below warrants and represents that he 
or she has the competent authority on behalf of SSA to enter into the obligations set forih in 
this lEA. 

SOCIAL SECURITY ADMIN lS TRA TION 

7 
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0. REGIONAL AND STATE AGENCY SIGNAriJREs: 

456-F131 

SOCIAL SECURITY ADMINISTRATION 
RBGIONIX .. 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES 

The signatory below warrants and represents that he or she has the competent authority 
on behalf of the State Agency to enter into the obligations set forth in this IEA. 

Oat~ 
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20121EA CERTIFICATION OF COMPLIANCE 

(lEA-F) 

CERTIFICATION OF COMPLIANCE 
FOR 

THE INFORMATION EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVI<;ES {STATE 
AGENCY) 

(Staie Agency Level) 

in accordance with the· terms of the futbrm~tion Exchange Agreetllent (IEAIF) betweep SS.A -and 
the State Agency, the State Agencyl through i~ autho,rized representative, hereby certifies iha4 
as:ofthe date ofthis certui'cation:· 

L Th~ State Agency is in· compliance with the -terms ~d conditions of ib~ IE.A/.F;. 

2. The State Agency 0-as ~onducted the data exchange processes und~ tb~ mAJF wJ.thout 
change, except .as moduied in accordance with the mAIF'., 

3. The S.tate Agency will' ·continue to conduct the data exchange processes under the IEAJF 
without chali.ge,. exc~t as may be modified m acco~dance W,it11. the IEAIF; 

4. Upon SSA's request,' the State Agency will pro-vide al)dit reports or other dbc\iments that 
demonstrate compliance with the review and oversight ·activ,ities retiJJired under the 
mAIF: and the governihg Corilputer Matching an~ .Privacy PJVtectiprt Acl Ayeement; 
and 

s. In compliance with the teqqirexnenfs of the "Electnmi.c Information Exchange Security 
Requirements, ·Guidelines, and .Procedures for State and Local .Agencies Exchanging 
Electronie Wormatl.on with the Sopial Security AdmiP.istration,~' Attacbm!=Jlt 4 to the­
IEAIF, as periodicl\ily updated by SSA,_ th~ State Agency has nQt made· any changes in 
~ following areas that co~ld potentially affect the securify of SSA data! 

• Oeneral $ystem S<:Curity Des~gn an4 Operatfug_ Env,il:oDIJ)en~ 
• System Acce8s COntrol 
•· Automated Audit Trail 
., Monitoring ~d Anomaly Det~tlon 
• Management Oversight 
• Daia 'and Communications Sec.urity 

The State .Agency will submit an updated Secmity Design I>fan at least 30 days prior to 
making any changes to the ateas listed above. · 

1 
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(lEA .f) 

The signatory below warrants and represents that he or she is a representative of the State 
Agency duly authorized to make this certificati~n on behalf of the State Agencyr 

DEPARTMENT OF HEALtH CARE SERVlCES OF CALIFORNIA 

To'QyDou 
D!recto.r· . 

i/;z/;v 
Date 

2 
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ATTACHMENT 1 

COMPUTER MATCHING AND PRIVACY 

PROTECTION ACT AGRREMENT 



 
El Dorado County Agmt #456-F1311

Exhibit A to Agreement 221-S1511

 
14-0517 3B 183 of 303

'• .• 

( c 
Exhibit F, Attachment B 

Model CMPPA A&reement 

COMPUTER MATCmNG AND PRlV ACY PROTECTION ACT AGREEMENT 
BETWEEN 

THE SOCIAL SECUR..ITY AD~STRATIQN 
AND 

THE HEALTH AND HUMAN SERVICES A-GENCY 
OF CALIFORNIA. 

I. Purpp$e and Legal Aqthority 

A. :Purpo.se 

This· Computer Matching and Privacy Protection Act (CMPPA) Agree.ment 
between the Social Security Administration (SSA) md fire California Health and 
Hwnan Service.s.Agency (State Agency), .sets forth the t~nns·. and cqnditions 
governing disclo~ures of records, information, or d.ata ( colleetively referred ·io 
herein "data") made by SSA to the State Agency that administers federally 
funded benefit programs under variollS'. provisions ·of. the Social .Security Act 
(Act). such as section 1137 (.42 U.S.C. § 1;32.0~7)~ including the; state-fllndeli 
$tate suppletllentazy pzyment ptograms '\llider title XVI of the Act. The terms ·and 
conditions of this Agre~:ment ensure that S.SA.makes such diselo.sure_s.of.data, and 
-the ·State Agency uses such disclosed data, in accordlmce Witli the req\li.Telneilts. of 
the Pri.vacy Act of1974, as amended by the Computer M~cbing and Privac.y 
Px:o.tection.t\ctof1988, 5 U.S.C. § 552a. 

Under section 113 7 of the Act, the State Agency is req1J.ired to Use an income· and 
eligibility verifiGatiop sy~em to administer specified federi)lly funded bene.ij.t 
pro.gramS, including the $tate-funded state supplementary payment programs 
under" title. XVI ofth.e Act. To assist the State Agency in determining entitlement 
to aiJd eligJ.'b]lity for benef\ts under those p.ro~am~, as well as other. federally 
funde~ benefit p.ro.gpulls, S~A discleses certain data ·about applicants for state 
benefits· from SSA Privacy Act Systems of Records (SOR) and verifies the Social 
Security num.bers (SSN) of the applicants. 

B. Legal Authority 

·ssA' s authority to disclose data and the S~e A_gency .. s 'authority to collect, 
maintain, and use data protected under SSA S.ORs for specified pwposes is: 

• Sections~ 137, 4.53., 1Uld 1106(1>) ofthe Act (42 U.S.C. §§ 1320b-7', 653, 
and l30q(b)) (income and eligibility verificatioJl·data); 

• 26 U.S.C. §. 6103(1)(7) and (8) (tax return data); 
• Section. 202(x)(3)(B)(iv) of the Act (42 U.S.C. § 40 I (x)(3)(B)(iv)) 

(prisoner data); ·· 
• Se¢tioo 161l(e)(l)(l)(iii) of the Ayt (42 U.S.C. § 13'82(e)(l)(l)(ili) (SSI); 
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• Section 205(r)(3) of the Act (42 U.S.C. § 405(r)(3)) and the Intelligence 
Reform and Terrorism Prevention Act of200:4. Pub. L. l08~4SS:, 
§ 1213(a:)(2) (death_data); 

• Sections402, 412, 42·1, and ·435 qfPub. L. 104-193 (8U.S.C, §§ 1612, 
1622, 1631, and 1645) (qll3rters of coverage data); 

•. Children's Heal~ Insurance: Program Reauthorization_ Act of2009-, 
Put>. L. 111-3 (citizenship data); and 

• Routine. use exception to the Privacy A~t, 5 U.S.C. § ·SS2a(b)(3) (data 
necessary to adl;ninister other programs· compatible with SSA pr:o_grams). 

2 

This Agreement further carries out-section 1106(a) of the Act {42 U .S.C . . § 1306), 
the regulations promul~ated pursuant to that section (20 C.F .R. Part 401), the 
Privacy Act of 1974 (5 V.S.C. § 552a), as ~ended \ly th~ CMPPA, related Office 
of Management and Budget (OMB) guidelines, the Federal Information Security 
Management Act of2002 (FISMA) (44 U.S.C. § 3541 , et seq.), and related 
NationaUnstitute of Standards imd Techn._ology (NIST) guidelines, whicn provide 
the requirements that t~;e State Agency must follow with regard to use,, treatment, 
and safeguarding of data. 

ll. Scope 

456-F1311 

A. The State Agency will comply with the·tenns and conditions of this· Agreement 
and the Privacy Act, as amended by the .CMPP.A. 

B. The State Agency will execute one or more Information Exchange Agreements 
(IEA) with SSA, docu,menting additional tenns and conditions applicable to those 
specific d.ata.e:xcbanges, including the particular benefit programs administered by 
the State Agency, the data elements that will be disclosed, and the data pr.atection 
requirements implemented to assist the State· Agency in the administration of 
those prbgrams. 

C. The State Agency will use the SSA data governed by this Agreement to de-termine 
entitlement and eligibility of individuals for one or more of the following 
programs: 

1. Temporary Assistance to Needy Families (TANF) program under Part A 
oftitle IV of the Act; 

2. Medicaid provided under an approved State plan or an approved waiver under 
title XIX of the Act; 

3. State Children' s Health Insurance Program (CHIP) under title XXI of the Act, 
as amended by the Children's Health Insurance Program Reauth·orization Act 
of2009; 

4. Supplemental Nutritional Assistanee Program (SNAP) under the Food Stamp 
Act of 1977 (7 U.S.C. § 2011, et seq.); 
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5. Women, Infants and Children Program (WIC) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.); . 

6. Medicare Savings Programs (MSP) under 42 U.S.C. § 1396~(1 O)(E); 
7. Unemployment Compensation p~ogtams ·proviqed under a: 'State laW described 

in section 330.4 of the Internal Revenue Code of 1954; 
8. Low Income Heating and Energy Assistance (LIHEAP or home energy. 

grants) program under 42 U.S.C. § 8621; . 
9. S~te~adm.i.nistered supplementary payments of the type described in 

section 1616(a) of the Act; 
1 0. Programs under a plan approved under titles l, X, XIV or· XVI of the Act; 
11. Foster Care and Adoption Assi.S.tance up.der·title IV ·ofJhe Act; 
12. Child Support Enforcement programs· under stction 453 ofthe Act 

(42 u.s.c. § 653); 
13. Other applicable federally .funded programs admini.Stered by the State Agency 

under titles 1, IV, X, XIV, XVI, XVID, XIX, XX and xxr of the Act; and 
14. An'i other federally funded programs administered by the State Agency that 

are compatible with SSA's programs. · 

D. The s ·tate Agep_cy will ensure that SSA data disclosed for the specific purpose of 
admin,i~ering a particular federally funded benefi.t program i-s used only to 
administer lhat program. 

m. J ustification and :£xpected Re~u1ts 

456-F1311 

A. Justification 

This Agreement and related data exchanges with the State Agency are necessary 
for SSA to assist the State Agency· in its administration of federall:y funded benefit 
programs by providing the data reqUired to accurately detenn.ioe entitlement ap.d 
eligibility of individuals for benefits provided under these programs. SSA uses 
computer technology to transfer tQ~ data because it is; trurre .economieal, efficient, 
and faster than using ·manual processes. 

B. Expected Results · 

The State Agen.ey Will ·Use the data provided bY SSA to improve·pub1ic service 
and program efficiency and integrity. The. us·e ofSSA data expedites the 
application.process and ensures. t;bat benefits are awarded only to applicants that 
satisfy the State Agency's program criteria. A cost-benefit analysis for the 
exchange made under this Agreement is not required in accordance with the 
determination by the SSA Data futegrity B.oard (Dill) to· waive such analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). 
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IV. Rec.ord Descriptio.n 

456-F1311 

A Systems ofReeor~s 

SSA SORs used for purposes of the subject data excban,ge_s incl\lde: 

• 60-005'8 -- Master Files o{ SSN Holders and SSN Applications 
(accessible through EVS, SVES, or Quarters of Coverage 
Query data systems); 

• 60-00.59 -- Earnings Reco~g and Self-Employment Income System 
(accessible through BEND EX, SVES, or Quarters of C~vera,g~ 
Qu~ data systems); 

• 60-0090 -- Master Beneficiary Record (accessible through BEND EX or 
SVES data systems); 

• 60:.0103 -- Supplemental Security Income Record (SSR) !Uld Special 
Veterans Benefits (SVB) (accessible through SDX or SVES 
data systems); 

• 60-0269 ~- Prisoner Update Proces~ing System (PUP-S) (accessibl~ through 
SVES or Prisoner Query data sy~ems). 

• 60-0321 - Medicare Part D and Par.t D Subsidy F:ile 

The State Agency will only use the 'tax return data .contained in SOR 60-0059 
(Earnings Recording and Self-Employment Income, System) in accordanc~ with 
26 u.s.c. -§· 6103. 

B. Data Eleme,rlts 

Data elements disclosed in compute.r matching go:verned by-this Agreement are 
Personally Identifiable Information.(PII) frpm specified SSA SQRs, including 
name$, SSNs, addresses, amounts, and other infonnatian re1ated to SSA benefits, 
and earnings information: Specific listings of data elements. are available· at: 

http://www.ssa.oov/g!x/ 

C. Number ·of_Records 1nvolved 

The nwnber of records for e.a:ch program covered Qll.der this Agreement .is equal to 
the nwnber of title II, title XVrj or title XVill recipients resident in the State as 
recorded in. SSA's AnnuaJ Statistical Supple.meot found on the Internet at: 

http:l/www.ssa.gov/policyldocslstatcompsl 

This ·number will fluctuate during the term of this Agreement, corresponding to 
the number of title II, title XVI, and titleXVill recipients added to, or deleted 
from, SSA databases· during the term of this· Agreeme,n.t 
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V. Notke and Opportunity to Contest Procedures 

.456-F1311 

A.. Notice to Applicants 

The State Agency will notify all individuals who apply for federally funded, 
state-administered benefits under the· Act that any data they provid~ are subject to 
verification through computer matching with SSA. The State Agency and SSA 
wiU provide such notice through appropriate language printed on application 
forms: or separate handouts. 

B. Notice to Beneutiaries/Recipi:ents/Annuitants 
I . 

The State Agency will pro~ide notice to beneficiaries, recipients, and annuitants. 
under the programs covered by this Agreement informing them of ongoing 
computer matching with SSA. SSA will provide such notice through pubtication 
in the' Federal Register and periodic mailings to all beneficiaries, recipients,.and 
annuitants de·scribing SSA's mat~hing activities. 

C. Opportunityto Contest 

The State Agency will not terminate, su5pend, reduce, deny, dr take other adverse 
action again.St an ·applicant for .or recipieht of federallY. funded, state-administered 
benefits based on data disclosed by SSA from its SORs until the individual is 
notified in writing of the potential ~verse action and p,rovide9 an ·oppo(t).lnity to 
CQntest the planned action. ·••Adverse action'' means any.a,ction that results in a 
termination, su·spension, reductioh, ot final de.nial9f eligibility, payment, or 
benefit. Such notices wi~: 

1. Inform the individual .oflhe match findings and.the opportunity to contest 
these findings; 

2. Give the individual until the expiration of anY time period established for the 
relevant program by. a ·statute or regulation for the ·mdividual .to respond to 
the notice. If 1:10 such time. period is established by a statute o.r regulation for 
the program, a 30-day period will be provided. The time period b'egins on 
tb:e date on which notice is mailed' or otherwise provided to the indi\li41,181 to 
respond; and 

3. Clearly state that, unless tli.e inaividual responds to the notice in the required 
time period, the State Agency will conclude that the SSA data are. correct and 
will effec.tllate the threatened action or otherwise make tAe necessary 
adjustment to the ~ndividq~'s benefit or entitlement . 
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VI. Recprds AcciU'acy Assessment and Verification Procedures 

The State Agency may use SSA's benefit data Withoutil;ldependent verification. 
SSA has independently <lssessed the ·a~curacy of its benefits data to be mor-e than 
99 percent accurate when they are created. 

Prisoner and del!lh data, some of whic:;h is not independently verified by SSA. does 
not have the same degree of ac<:uracy as SSA's benent data. Therefore, the State 
A,gency·must independently verify these data through applic.able State verification 
procedures and th~ notice and opportunity to contest procedures specified in 
Seetion V of this Agreep:1ent .before~ an)! adverse action agai.Qst.any individu!U. 

SSA's citizenship data may be less ilian 50 percent cunent. Applicants for SSNs 
report their 6itizenship status at the time they apply for their SSNs. There i-s no 
obligation for an:individual to report t6 SSA·a change in.his ·or her immigration·siatus 
until he or she files a claim for benefits. 

VU. DispositiQn and Reco~;-ds Retention Qf MatcJ:u:d Items 

A. The $:tate Agency wiU retain aU daf$ received from SSA to administer ptograms 
governed by this Agreement only for the required processing times for the 
appticable federally funded benefit prQgrams and will then destroy all ~ch dam. 

B. The State Agency may retain SSA data in hardcop~ to meet evidentiary 
requirements, provided that they retire such cbta in accordanne with applicable 
state laws governing the State Agency's retention ofreeords. 

C. The S~e A.gency may use an:y accretions, (leletions, or changes to the SSA data 
governed by w·s· Agreement to update their I;Ilaster files of federally fuil~d, 
state-administered. benefit program applicants and ·recipients and retain such 
master ~i.l~s in accordance with. applicable. state law.s gov.erning the State 
Agency's retention of records . 

. D. The State Agency may not create separate files or records comprised.solelyofthe 
data provided by SSA to administer programs gt:ivemed l:7y this Agreement. 

E. SSA will delete electronic data·.input files. re<;eived from the S.tate Agency after it 
processes the applicabl~ match. $SA will retire its da,ta in accor~pnce with fb,e 
Federal Records Retention Schedule (44 V.S.C. § 3303a). 

vnl. Security Proc.edurcs 

456-F1311 

The State Agency will comply with t,he security a.x:td .safeguarding requirements of the 
:Privacy Act, 8$. amended by the CMPPA, related 0~ g1liqelines; FISMA, related 
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NIST guidelines, and the current revision oflR.S Publication 1075, Tax Information 
Security Guidelines for Federal. State and Lpcal Agencies and Entities, ava.ilabl~ at 
http://www.irs.gov. In addition, the S~te Agency will have in place administrative, 
technical, arid physical safeguards for the matched data and results of such matches. 
Additional administrative, technical, and physical security requirements governing all 
data SSA provides electronically to the State Agency, including specific guidance on 
safeguarding and reporting responsibilities for Pif, are set forth in the lEAs .. 

lX. Records Usage, Duplication, and Redisclosure Restrictions 

456-F1311 

A The State Agency will. use and access SSA data ;:md the records created using that. 
data only for the purpose. of verifying eligibility for the specific federally funded 
benefit programs identifted in the .IEA. 

B. The State Agency will ~omply wi1h the folle>wiog limitations on use, duplication, 
and redisclosu.re of SSA da:ta: 

1. The State Agency will not use qr redisclose the data disclosed by SSA for any 
pw:po11e other than. to detern:Une eligibility for, or the amotmt of, benefits 
under the state-administered income/health maintenance programs identified 
in this Agreement. 

2. The State Agency Wl1l ~ot use the data disclO'sed by SSA to extract 
information col]ceming individuals: who ate neither applicants for, nor 
recipients of, benefits under the state-administered income!hel}lth maintenance 
p.rogrB.JllS identified in this Agreement. 

3. The State Agency will use the Federal tax information (FI'I) disclosed by 
SSA. only to determine individual eligibility for. ortf:ie amoUQt of, assist~.nce 
under a state plan pursuant to section 1137 programs and child support 
enforcement programs in acc.ordance with 26 U.S.C. § 61 03(1)(7) and (8). 
The State Agency receiving FTI will main:taii\ all FTI'frQm IRS in accordance 
with 26 U.S.C. § 6103(p)(4) and theiRS Publication 1075. Contractors and 
agents acting on behalf of the State Agency will. only have access to tax r.etum 
data where specifically a)Jtho.rizeii by 26U.S.C. § 6103 and the IRS 
Publication 1075. 

4 . The State Agency will use the citizens big status data disclosed by SSA. 
u.n~r the Children's Hea:lth Insurance ProgrQ.tn Reauthorization Act of2009, 
Pub. L. 111-3, only for the purpose of determining entitlement to Medicaid 
and•CHIP programs for new applicants. 

5. The State Agency will restrict access to the data disclosed by SSA to only 
those authorized State employees, contractors, and agents who need such data 
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to perform their official duties in connection with the pwposes identified in 
this Agreement. 

6. The State Agency wil~ enter into a written agreement with each of its 
contractors and ~ents who need SSA data to perform their official duties 
whereby such contractor or agent agre~ to ttbide by all relevant Federal laws, 
restrictions on access, use, and disclosure, and security requirements in this 
Agreement 1b.e State Agency will provide its contractors and agents with 
copies of this Agreement, related lEAs, and all related attachments before 
initial disC(losure of SSA data to such contractors and agents. Prior to signing 
this Agreement, and thereafter a~ SSA's request, the .State Agency will obtain 
from ·tts contractors and agents a current list of the employees of such 
contractors and agents with access to SSA data and provide ·sueh lists to SSA. 

7. The State Agency's employees; contractors, and agents who access, use, or 
disclose SSA data in' a manner or purpose not '8.uthocia:ed by .this Agreement 
may be subject to civil and criminal sanctions pursuant to applicable Federal 
stattites. 

C. The State Ageney 'will not duplicate in a separate. :file or disseminate, without prior 
written permission from SSA, the data governed·by this Agreem~nt for any 
pu:rpose other than tb detennin~ entitlement tQ, or-eligibility for, federally funded 
benefits. The State Agency proposing the redisclosure must specify in writing to 
SSA what data are being disclosed, to whom, and the reasons that justify the 
.redisclosure. SSA Will not give permission for such redisclQsure unless th~ 
redisclosure is required by law o:r essential ro the conduct of the matching 
program and authorized under a routine use. 

X. C9mptroller General Acce~s 

The Comptroller General (the Goverrunent Accoun~bility Office) may have ac.cess to 
all records of the State Agency that the Comptroller General deems necessary to 
monitar and verify compliance with this Agreement in accordance with 
5 U.S.C. § 552a(o)(l)(K). 

XI. Duration, Modification, and Termination of the Agreement 

456-F1311 

A. Duration 

1. This Agreement is: effective from July 1, 2012 (Effec~v~ Date) through 
December 31, 2013 (Expiration Date). 

2. In accordance with the CMPPA, ~SA will: (a) publish a Computer 
Matching Notice in the Federal Register at least 30 days prior to the 
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Effective Date;. (b) send required notices to the Congressional committees of 
jqrisdictjon under 5 U.S.C. · § S52a(o)(2)(A)(i) at least 40 days prior to the 
Effective Date; and (c) send the required report to the OMB at least 40 days 
prior to the Effective Date. 

3. Within 3 months prior the- Expiration Date, the SSA Dm may, without 
additional review, renew this Agreement for a period .not to· exceed 
12 months·, pursuant to 5 U~S.C. § SS-2a(9)(2)(D),lf: 

the ~pppcable 'data exchange will continue without any change; and 
SSA and the. State A-gency certify to the Dm in writing that the 
applicable data exchange bas bee.n oonducted in compliance with Uris 
Agreement. 

4. If either ·ssA or the 'State Agency does ·not wish to renew this Agreement, it 
must notify the other party of its intent not. to renew ,at least l months. prior 
to the Expiration nate. 

B. Modification 

Any modification to this Agreement must be in writing, signed by bo.th. parties, 
and approved by the SSA..Dm. 

C. Termiil!ltion 

The parties may t~rmi:nate this Agreement at anytime11pon mutual written 
consent of both parties. Either party. may unilaterailytenninate this Agreement 
upoh 90 <lllYS advance written noti~ to the other party; .such unilateral termination 
will be ~ffectiv.e 90 days ~er the date of the notice, or at a later date specified in 
the notice. 

SSA may imniediately and unilaterally suspend the data flow or terminate this 
Agreement if SSA detenriines, in i:ts.sole discretion. that the State Ageney .has 
violated or.failed to. comply with this Agreement. 

xn. Reimbunemeot 

456-F1311 

In accordance with section ll 06(b) of the Act, the Commissioner of SSA bas 
determined not to charge the State Agency the costs of furnishing the electronic data 
from the SSA SORs under this Agreement. 
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XIll. Disclaimer 

SSA i:~ n9t liable for any damages or loss resulting from etror.S in the data provided 
to the State Agency under any tEAs governed by this Agretm.ent. Furthermore, SSA 
is not liable for any damages or loss resulting from the destruction of any materillls 
or data provided by the State Agency. 

XIV. Points of Contact 

456-F1311 

A. SSA Pt>int of Contact 

Regional Office 
· Martin White, Director 

San Francisco Regional Office, Center 'for Programs Support 
1221 Nevin Ave 
-Richmond CA 94801 
Phone! (510) 970•8243/Fax:· (SlO) 97.0-&101 
Martin.White@ssa.gov 

B. St.ate Agency Point of ContaCt 

Sonia. Herrera 
He~th aJ?.d Human Setvic~.s Agen,C.y 
1600 Nint,h Street, RQOm .460 
Sacramento, CA 95814 
Phone: (916) 654-3459/Fax: (9{6) 44-SOOl 
sheq.era@cbhs.ea.gov· 
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XV. SSA and Data Integrity Bqard Approval o~ Model CMPP A Agreement 

The signatories below warrant and represent that they have the competent authority 
on behalf of SSA to approve the model of this CMPPA Agreement. 

SOCIAL SECURITY ADMINISTRATION 

£~01~ 
Deputy Executive Director 
Office of Privacy and Disclosure 
Office of the General Counsel 

Date 

I certify that the SSA Data Integrity Board approved the model ofthis CMPPA 
Agreement. 

Daniel F. Callahan 
Chair 
SSA Data Integrity· Board 

i:>ate 

XVI. Authorized Signatures 

456-F1311 

The signatories ·below wammt and represent that they- have the competent authority 
on behalf of their respective agencies to enter into the obligations set forth in this 
Agreement. 

II 
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SOCIAL SECURITY ADMINISTRATION 

Date 1 
· f 

m;ALTH AND HUMAN SERvtCES AG:ENCY 

• 
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ATTACHMENT 2 

AUTHORIZED DATA EXCHANGE SYSTEM(S) 
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Attachment 2 

Authorized Data Enbange SVstem(s) 

BEER (Beneficiary EaralDp Exchange Record): Employer data for the last calendar year. 

BEND EX (Beneficiary and Earnings Data Exchange): Primazy source for Title ll elig:tbility, 
benefit and demogmphio data. 

LIS (Low-IDc:ome Subsidy): Data from the Low-Income Subsidy Application for Medicare Part 
D beneficiaries •• used fof Medicare Savings Programs (MSP). 

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical 
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program 
pursuant to Sections 1902{a)(10)(E) and 1933 of the Act; transitional assistance under Section 
1860D-3l(f) of tbe Act; or premiums and cost-sharing subsidies for low-income individuals 
under Section 18600-14 of the Acl 

PUPS (Prisoner Update Processiag System): Confinement data received from over 2000 state 
and local institutions <• as jails, prisons, or other penal institutions or ootreetional facilities)­
PUPS matches the received data with the MBR and SSR benefit data and generates alerts for 
review/action. 

QUARTERS OF COVERAGE (Qq: Quarters ofCovenge data as !Wiped and descnbed 
under Title ll of the Act- The teem "quarters of coverage~ is also referred to as "crecllis" or 
"Social Security credits" in various SSA public information documentS, as well as to refer to 
"qualifying quarters" to determine entitlement to receive Food Stamps. 

SDX (SSI State Data Exchange): Primacy source of Title XVI eligibility, benefit and 
demographic data as well as data for Title VIll Special Vetenms Benefits (SVB). 

SOLQ/SOLQ-1 (State On-llDe Query/State On-llDe Query-Internet): A real-time onliDe 
system that provides SSN verification and MBR and SSR benefit data similar to data provided 
through SVBS. 

456-Fl311 
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Attachment 1 

SVES (Sblte Verification and Exchange System): A batch system that provides SSN 
verification, MBR benefit information, an4 SSR. in,formation through a uniform data 
response based on authorized user-initiated queri~. The SVES types are divided into 
five different responses as follows: · · 

SVESI; 
SVES 1/Citizensbip* 

SVES ii: 

SVESill: 

SVESIV: 

This batch provides strictly SSN verification. 
This batch provides strictly SSN verification and 
citizenship data. 
This batch provides strictly SSN verification and 
MBR benefit inform.a1ion 
This batch provides strictly SSN verification and 
·SSRISVB. . 
This batch provides SSN verification, MBR benefit 
information, and SSRISVB infonna~on, which 
represents all available SVES data. 

• Citizenship status data disclosed by SSA under the Children's Health Insurance 
Program Reauthorization Act of 2009, Pub. L. 111-3 Is only for the purpose of 
determining entitlement to Medicaid and CHIP program for new applicants. 

2 
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ATTACHMENT 4 

ELECTRONIC l~fORMATION EXCHANGE SECURITY 
REQUIREMENTS AND PROCEDURES 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

. FOR 
STATE AND LOcAL AGENCIES . 

EXCHANGING ELECTRONIC INFORMATION WITH THE 
SOCIAL SECURITY ADMINISTRATION 

Table of Contents 

1. Introduction 

:z. Electronic Infprmatjon Exchange (EJEl Definition 

3 . Rolts and BesPPnsibll!tles 

_,, General Systems Security $tandarcls 

5. Systems Secyrltv Requirements 
5.1 · OVerview 
s.:z· General SVstem 5ecurltx peslqn and Oaratlng Environment 
5.3 SVstem Access Contml 
5.4 Automated Audit Trail 
5.5 Personally Identifiable Information CPUl 
5.6 Honftpdnq and Anomatv petectlgn 
5.7 Manaaement OVersight and OYa!ttv Assurance 
5.8 Data lnd Communications Secyrttv 
5.9 Incident Reporting 
5.10 Security Awareness and Emplgyce Sanctlgns· 
5.11 eontractors pf E!ectrpntc Intormatlop Exchtnae partners 

8. Genemi--Securttv Certification and eompllance Review programs 
6.1 The S.curttv CertiDcatlpn Program 
6.2 Dgcymentlna §ecyrttv Controls In the §ecyrltv Design plan cspp) 

6 .2.1 When tho SDP and RA are Required · · 
6.3 The Certification Process 
6.4 Tbe Compliance Review Proaram and Process 

6.5.1 EIEP Cpmpllance Review partlclpat!gn 
6.5.2 YerWcatlpn ot Audit Samples 

6.6 $chedyl!na the Onslte Reylew 

7. Additional Definitions 

8. Regylatprv References 

9 . Freqyentlv Asked Questions 
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Flgw Chart of the OIS eompllance Roy lew prpceu 
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ELECTRONIC INFORMAnON EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

FOR 
STATE AND LOCAL AGENCIES 

RECEIVIN~ ELECTRONIC INFORMAnON FROM THE 
SOCIAL SECURITY ADMJN~STRA TION 

The Sodal Security Administration (SSA) Is required by law to maintain oversight and assure the 
protection of information it has provided to Its 'electronic Information exchange partners' (EIEP)s. 
ElEPs are entities that have established an electronic Information sharing agreement with the 
agency. 

The overall aim of this document Is twofold. First, to ensure that EIEPs are property certified as 
compliant by SSA to SSA security requirements, standards, and procedures expressed In this 
document, prior to being granted access to SSA Information In a production environment; second, 
to ensure that EIEPs adequately safeguard electronic Information provided to them by SSA. 

This document- (which Is considered SENSmvE by SSA and must be handled accordingly), 
describes the security requirements which must be met Including, SSA's standards and procedures 
which must be Implemented by outside entitles (state and local agendas) In ord.er to obtain 
Information from SSA electronically. This document assists outside entitles In understanding the 
criteria that SSA wilt use when evaluating and certifying the system design, and security features 
used for electronic access to SSA-provlded Information . It also provides the framework and 
general procedures for SSA's security compliance review program Intended to ensure, on a periodic 
basis, conformance to SSA's .security requirements by outside entitles. 

The addition, elimination, and modification of security' controls, etc. are predicated upon factors 
which Impact the level of security and due diligence required for mitigating risks, e.g., the · 
emergence of new threats and attack methods, the availability of new security technologies, etc. 
System security requirements (SSR) are, therefore, periodically reviewed and revised. Accordingly, 
over time, the SSRs may be subject to change. 

The EIEP must comply with SSA's most current SSRs for access to SSA-provided.data. However, 
SSA will work with Its partners In the.EIEPs' resolution of. any deflclendes which occur subsequent 
to previous approval for access as the result of updated SSRs. Additionally, EIEPs may proactively 
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR 
package from their SSA contact and making such adjustments as may be necessary. 

2, Electronic Information Exchange {EIE) Definition 0 

For discussion purposes herein, EIE Is any electronic process In which Information under SSA 
control Is disclosed to any third party for program or non-program purposes, without the specific 
consent of the owner or that information. EIE Involves Individual data transactions and data files 
that are processed within the programmat:tc systems of either or all parties to electronic 
Information sharing agreements with SSA. Tllls Includes direct terminal access (DTA) to SSA 
systems, batch processing, and variations thereof (e.g., online query) regardless of the systematic 
method used to accomplish the activity or to Interconnect SSA with the EIEP', 
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3. Roles and Responsibilities 0 

The SSA Offlce of Information Security (OIS) has agency-wide responsibility for Interpreting, 
developing, and Implementing security policy; providing security and Integrity r~vlew requirements 
for all rnajor SSA systems; managing SSA's fraud monitoring and reporting activities, developing 
and disseminating security training and awareness materials, and providing consultation and 
support for a variety of agency Initiatives. SSA's security reviews ensure that external systems 
receiving Information from SSA are secure and operate in a manner that Is consistent with SSA's 
Informatfon Technology (IT) security policies and In compliance with the terms of electronic 
Informat ion sharing agreements executed by SSA and the outside entity. Within the context of 
SSA's security policies and the terms of electronic information sharing agreements with SSA's 
EIEPs, OIS exclusively conducts and brings to closure Initial security certifications ·and periodic 
security oompllance reviews of EIEPs that process, maintain, transmit, or store SSA-provided data 
in accordance with pertinent Federal requirements which lndude the following (refer to 
Befenmce.t}: 

a. The Federal .Information Security Management Ad (FISMA) requires the protection of"'Federal 
Information In contractor systems, Including those systems operated by state and local 
governmentS". 

b. Social Security Adml.nlstratlon (SSA) policies, standards, procedures, and directives. 

Privacy Information is Information about an Individual Including, but not limited to, personal 
identifying Information indudlng the social security number (SSN). 

The data (last 4 digits of the SSt-~) provided by SSA to Its EIEPs for purposes of the Help America 
Vote Act (HAVA) does not Identify a specific Individual and, therefore, Is not 'Privacy Information' 
as defined by the Act. 

However, SSA Is diligent In discharging Its responsibility for establishing appropriate administrative, 
technical, and physical' sa'feguards to ensure the security, confidentiality, and availability of Its 
records and to protect against· any artldpated threats or hazards to thelr ·security or integrity. 

Therefore, although the Information provided HAVA Is not, by definition, 'Privacy Information' and 
as such, does not require that SSA conduct compliance reviews of entities to which R provides 
Information for purposes of HAVA;, SSA does require that those organizations adhere to the terms 
of their electronic lnfoJ:Tnation sharing agreements with SSA. 

SSA regional Data Exchange Coordinators (DECs) are the bridge between SSA and state EIEPs. 
As such, In the security arena, DECs will assist OIS In coordinating data excf1ange security review 
activities wtth state and local EIEPs; e.g., providing points of contact with state agencies, assisting 
In setting up security reviews, etc. OECs are also the first points of contact for states If an 
employee of a sta.te agency or an employee of a state agency's contractor or agent becomes aware 
of suspected or actual loss of SSA-provided personally Identifiable Information (PII). 

4. General Systems Security Standards 0 

EIEPs that request and receive Information electronically from s·sA must comply with the following 
general systems security standards concerning access to and control of SSA-provlded Information . 
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NOTE: El'EPs may not create separate files or records comprised solely of the Information 
provld'd by SSA. 

a. EIEPs must ensure that means, methods, and technology by which SSA-provided Information Is 
processed, maintained, transmitted, or stored neither prevent nor Impede the EIEP's ablllty to: 

• safeguard the Information In conformance to SSA requirements; 

• efficiently Investigate fraud, breach, or security events that Involve SSA-provlded data, or 
Instances of misuse of SSA-provlded data. 

For example, utilization of cloud computing may have the potential to jeopardize an EIEP's 
compliance with the terms of their agreement or SSA's assodated system security requirements 
and procedur.es. 

b. EIEPs must ensure that SSAJprovlded data Is not processed, maintained, transmitted, or stored 
In or by means of data communications channels, electronic devices, computers, computer 
networks, etc. that are located In geographic or virtual areas not subject to U.S. law. 

c. EIEPs must restrict access to the Information to authorized users who need It to perform their 
official duties. 

NOTE: Contractors and agents (hereafter referred to as contl'llctors) of the EIEP who 
process, maintain, transmit, or store SSA·provlded data are held to the same security 
requirements as are employees of the EIEP. Refer to the section 'Coatcactom of 
Efectroolc Intocmatlon Excftaoge Partners' In the 'Svstems $ecuclty Bequfrement:s' tor 
addltlooallntormatlon. 

d. Information received frcim SSA must be stored In a manner that, at all times, Is physically and 
electronically secure from access by unauthoriz~ persons. 

~· SSA-provlded Information must be processed under the Immediate supervision and control of 
authorized personnel. · 

f. ElEPs must employ both physical and technological safeguards to ensure against unauthorized 
r~trleval of SSA-provlded Information by means of computer, remote terminal, or other means. 

g. EIEPs must have In place formal PII Incident response procedures. When faced with a security 
Incident whether caused by malware, unauthorized access, software Issues, or acts of nature, 
etc., EIEP must be able to respond In a manner that protects SSA-p·rovided Information affected 
by the Incident. 

h. EIEPs must have an active and robust employee security awareness program that Is mandatory 
for all employees who may have access to SS~-provldeq .Information. 

I. EIEP employees with access to SSA provided Information must be advised of the confidentiality 
of the information, the safeguards required to protect the Information, and the civil and criminal 
sanctions for non-compliance contained In the applicable Federal and state laws. 

j. At its discretion, SSA or its designee, must have the option to conduct onslte ·security reviews 
or make other provisions, to ensure that EIEPs maintain adequate security controls to 
safeguard the Information we provide. 
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s. Systems Security R~qultements 0 

5.1 Overview- 0 

Following is a discusslor.l of SSA's security requirements that must be met by Its BEPs. SSA 
must certify that controls to meet the requirements have been Implemented and working as 
Intended, before It will authorize Initiating transactions to and from SSA through batch data 
exchange processes or online processes such as State Online Query (SOLQ) or Internet SOLQ. 

The.Systems Security Rf;!(lulrements (SSR)s address management, operational, and technical 
aspects of security regarding the confidentiality, Integrity, and availability of Social Security 
Administration (SSA) provided Information used, maintained, transmitted, or stored by SSA's 
EIEPs.-

SSRs are representative of the ·current state-of-the-practice security controls, safeguards, and 
countermeasures required for Federal Information systems by Federal regulations and 
statutes, congressional mandates, etc., Including but not limited to the Privacy Act of 1974, 
the Federal Information Se<;urity Management Act (FISMA}, etc. and recommended by 
standards and guidelines established by NIST, etc. 

5.2 General System Security Design and Operating Environment 0 

The EIEP must provide descriptions and explanations of their overall system design, 
configuration, security features, and operational environment and Include discussions of how 
they conform to SSA's requirements. Discussion must also Include: 

• Description of the operating envlronment(s) In which SSA:-provlded data Is to be utilized, 
maintained, and transmitted 

• Description of the business process(es) In which SSA-provlded Information Is to be used 

• Physical safeguards employed to ensure that unauthorized personnel cannot access SSA­
provlded data and that audit Information pertaining to use of and access to SSA-provlded 
Information and 'the EIEP's as.sociated applications Is readily available 

• Electronic safeguards, methods, and procedures for protecting the ElEP's network 
Infrastructure and for protecting SSA-provlded data while In transit, In use within a 
process or application, at rest (stored or not In use); preventing unauthorized retrieval of 
SSA-provlded Information by computer, remote terminal, or other means; Including 
descriptions of security software other than access control software (e.g., security patch 
and anti- malware software Installation and malntena.nce, etc.) 

5 .3 System Access Control 0 

EIEPs must utilize and maintain technological (logical) access controls that limit access to 
SSA-pr:ovlded Information and associated transactions and functions to only those users, 
processes acting on behalf of authorized users, or devices (Including other Information 
systems) authorized for such access based on their official duties or purpose(s). EIEPs must 
employ a · recognized user access security software package (e.g. RAC-F, ACF-2, TOP SECRET) 
·or a security software design which Is at minimum equivalent. to such products. The access 
control software must utilize personal Identification numbers (PIN) and passwords or 
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biometric Identifiers In combination with the user's system Identification code (userJD), etc. 
(e.g., the access control software must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric ldentffler, and/or (3) Smarteard/ biometric ldentlflefi etc., for authentication of 
users). · 

Depending upon the computing platform (e.g., client/server (PC), ·malnframe} and the access 
software Implementation, the terms "PIN" and "user system Identification code (useriD)" may 
be, for practical purposes, synonymous. For example, the PIN/password combination may be 
required for access to an Individual's ~ after which, the useriD/password combination m.,y 
be required for access to a mainframe application. (A biometric Identifier may supplant one 
element In the pair of those combinations). 

Impler:nentatlon of the control software must be in compliance with recognized industry 
standards. For example, password policies should enforce sufficient construction strength 
(length and complexity) to defeat or minimize risk-based Identified vulnerabilities, ensure 
llmitatiO!'IS for password repetition; tec,hnlcal controls should enforce periodic passwor~ 
changes based on a risk-based standard (e.g., maximum password age of 30- 45 days, 
minimum password age of 3 - 7 days), enforce automatic disabling of user accounts that 
have been Inactive for a specified period of time (e.g., 45 days); etc. 

EIEPs must have management control and oversight of the function of authorizing Individual 
user access to SSA-provlded lnfon:natlon a(ld over the process of Issuing and managing 
access control PINs, passwords, biometric Identifiers, etc. for access to the EIEP's system. 

The EIEPs' systems access rules must cover such matters as least 'privilege and individual 
accountability regarding access to sensitive Information and associated transaction$ and 
functions, control of transactions by permissions modules, the assignment and limitation of 
system prlvlleges, ·dlsabllng accounts of separated employees (e.g., within 24 hours}, · 
Individual accountability, work at home, dial-up access, and connecting to the Internet. 

5.4 Automated Audit Trail 0 

EIEPs that receive lnforr:nation electronically from SSA ate required to Implement and 
maintain a fully automated audit trail system (ATS). The system must, at a minimum, be 
capable of creating, storing, protecting, and efficiently retrieving and collecting records 
Identifying the Individual user that Initiates a request for Information from SSA or accesses 
SSA-provlded data. At a minimum, Individual audit trail records must contain the data 
needed (Including date and time stamps) to associate each query transaction or access to 
SSA-provlded Information with Its Initiator, their action; If any, ~nd the relevant business 
purpose/proce5s (e.g., SSN verification for driver license, etc.). each entry In the audit file 

·must be stored as a separate record, not overlaid by subsequent records. Transaction flies 
must be created to capture a!llnput from Interactive Internet applications which access or 
query SSA-provlded data. 

EIEPs whose transactions with SSA are mediated AND audited by an STC (e.g., State 
Transmission Component)' are responsible for ensuring that the STC's audit capabilities meet 
SSA's requirements for an automated audit trail system. The EIEP must also establish a 
process by which the EIEP Is able to efficiently obtain audit Information from the STC · 
regarding the EIEP's SSA transactions. 

Access to the audit file must be restricted to authorized users with a "need to know" and audit 
file data must be unalterable (read only) and maintained for a minimum ofthree (preferably 
seven) years. Information in the audit file must be retrievable by an automated method and 
capable of being made available to SSA upon request. Audit trail records must be backed up 
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on a regular basis to ensure their availability. Backup audit files must have the same level of 
protection as that applied to the original flies. 

If SSA-provided information Is retained by the EIEP (e.g., Access database, Share Point, etc.), 
or If certain data elements within the EiEP's system will Indicate to users that the Information 
has been verified by SSA, the EIEP's system must also capture an audit trail. record of any 
user who views SSA-provided Information stored within the EIEP's system. The audit trail 
requirements for these Inquiry transactions are the same as those outlined above for the 
EIEP's transactions requesting or accessing Information directly from SSA. 

s.s Personally Identifiable Information (PII) 0 

Pli Is deflned as any Information which can be used to distinguish or trace an Individual's 
Identity, such as their name, social security number, biometric records, etc., alone or Vihen 
combined with other personal or identifying Information which is linked or linkable to a 
specific individual, such as date and place of birth, mother's maiden name, etc. 

PU loss Is defined as a circumstance wherein SSA has reason to believe that Information on 
hard copy or In electronic format which contains PII provided by SSA to an EIEP, has left the 
EIEP's custody or has been disclosed by the EIEP to an unauthorlzed Individual or entity. Pll 
loss is a reportable Incident (refer to Incident Reporting). · 

If a Pll loss Involving SSA-provlped d<!ta occurs or is suspected, the EIEP must b~ able to 
quantify the extent of the loss and compile a complete list of the Individuals potentially 
affected Incident (refer to lnctdent Bepoctfnq). 

5.6 Monitoring and Anomaly Detection 0 

The EIEP must establish and/or maintain continuous monitorlng of its network Infrastructure 
and assets to ensure that: 

• Implemented security controls continue to be effective over time 

• only authorized indlvidui!IS, devices, and processes have access to SSA-provlded 
Information 

• efforts by external and Internal entitles, devices, or processes to perform unauthorized 
actions {I .e., data breaches, malicious attacks, access to network assets, 
software/hardware Installations, etc.) are detected as soon as they occUr 

• the necessary parties are Immediately alerted to unauthorized actions performed by 
external and· Internal enti tles, devices, ?r processes 

• upon detection of unauthorized actions, measures are immediately inltl<:~ted to prevent or 
mitigate associated risk 

• In the event of a data breach or security Incident, the necessary remedial actions can be 
efficiently determined and initiated 

• trends, patterns, or anomalous occurrences and behavior In user or network activity that 
may be indicative of potential security Issues are more 'readily dlscemable 
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The EIEP's system must Include the capability to prevent employees from browsing SSA 
records (e.g ., utilize a permission module and/or employ a system design which Is 
transaction-driven, whereby employee~ are unable to Initiate transactions). If sudl a design 
Is used, the EIEP t hen needs only mlnlmFJI additional monitoring and anomaly detection 
(detect and monitor employees' attempts to gain access to SSA-provlded data to which they 
are not authorized and attempts to obtain Information from SSA for clients not In the BEP's 
client system). However, measures m!Jst exist to prevent circumvention of the permission 
module (e.g., creation of a bogus case and subsequently deleting It In such a way that It goes 
undetected). 

If the EIEP's design does ·not currently utilize a permission module and Is not transaction­
driven, until at least one of these security features Is Implemented, the EIEP must develop 
and Implement compensating security controls to deter their employees from browsing SSA 
records. These controls must Include monitoring and anomaly detection features, either · 
systematic, manual, or a combination thereof. Such features must Include the capability to 
detect anomalies In the volume and/or type of transactions or queries requested or Initiated 
by IndiVIduals and Include systematic or manual procedures for verifying that requests for and 
queries of SSA-provlded Information are In compliance with valid official business purposes. 
The system must also produce reports providing management and/or supervisors with the 
capability to appropriately monitor user activity, such as: 

• ~ser IO Exception Reports: 

This type of report captures Information about users Who enter incorrect user IDs when 
attempting to gain access to the system or to the transaction thFJt Initiates requests for 
Information from SSA, lndudlng failed attempts tQ.enter a password. 

• Inquiry Match Exception Reports: 

This type of report captures Information about users who may be Initiating transactions for 
SSNs that have no client case association within the EIEP's system (100 percent of 
these cases must be'revlewed by the EIEP's management). 

• System Error ExceptiC?n Reports: 

This type of report captures Information about users who may not understand or be 
following proper procedures for access to SSA·provlded Information. 

• Inquiry Activity Statistical Reports: 

This type of report captures Information about transaction usage patterns among 
authorized users and Is a tool which would enable the EIEP's management to monitor 
typical usage patterns In contrast to extraordinary usage. 

The EIEP must have a process for distributing these monitoring and exception reports to 
appropriate local managers/supervisors or to local security officers to ensure that the reports 
are used by those whose responsibilities Include monitoring anomalous activity of users 
Including those who have been granted exceptional system rights and privileges . 

. s. 7 Management Oversight and Quality Assurance 0 

The EIEP must establish and/or maintain ongoing management oversight and quality 
assurance capabilities to ensure that only authorized employees have access to SSA-provlded 
Information and to. ens_ure that there Is ongoing compliance with the terms of the EIEP's 
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electronic Information sharing agreement with SSA and the SSRs established by SSA for 
access to and use of SSA-provlded data by EIEPs. The management oversight function must 
consist of one or more of the EIEP's management offldals whose job functions lndude 
responsibility for assuring that access to and use of SSA-provlded Information Is appropriate 
for each employee position type for which access Is granted. 

The EIEP must assure that employees granted access to SSA-provlded Information receive 
adequate training on the sensitivity of the Information, associated safeguards, procedures 
that must be followed and the penalties for misuse. 

Although not requlred,. lt Is reoommended that EIEPs establish the following functions and 
require that they be performed by employees whose job functions are separate from those 
who request or use Information from SSA: 

• Performing periodic se·lf-reviews to monitor the EIEP's ongoing usage of SSA-provlded 
Information. 

• Random sampling of work activity Involving SSA-provlded Information to determine 
whether the access and usag.e comply with SSA's requirements. 

5.8 Data and Communications Security 0 

EIEPs'must encrypt all PII and SSA-provlded Information when It is transmitted across 
dedicated communications circuits between Its systems, lnduded In Intrastate 
communrcatlons among Its local office locations, and resident on the EIEP's mobile 
computers/devices and removable media, etc. The encryption method employed must meet 
acceptable standards as designated by the National Institute of Standards and Technology 
(NISD. The recommended encryption method for securing SSA-provlded data during 
transport Is the Advanced Encryption Standard (AES) or triple DES (Data Encryption Standard 
3} If AES Is unavaila.ble. Flies encrypted for external users (when using tools such as 
Microsoft WORD encryption, etc.) require a key length of 9 characters. Although not required, 
It Is recommended that the key (also referred to as a password) contain both a number and a 
spedal character. However, It Is required that the key be delivered In a manner wherein the 
key does not accompany the media . Also, the key must be secured when unattended or not 
In use. 

It Is recommended that the public Internet not .be used for transmission of SSA-provlded 
Information. If It Is, however, Internet and all other electronic communications (e.g., emalis 
and FAXes) containing SSA-provlded Information must, at minimum, utilize Secure Socket 
Layer (551-) and 256-blt encryption protocols or more secure methods such as Virtual Private 
Network technology. Additionally, the data must be transmitted only to a secure address or. 
device. · 

EIEPs may retain SSA-provlded data for only the business purpose(s) and period of time 
stipulated in the EIEP's Information Exchange Agreement With SSA. SSA-provlded 
Information Is to be deleted1 purged, destroyed, or returned to SSA when the purpose for 
which the Information was obtained has been completed. 

The EIEP m.aY not save or create separate flies comprised solely of Information provided by 
SSA. The EIE(). may, however, apply specific SSA-provlded data to the EIEP's matched reoord 
(I.e., specified data obtained from SSA Which matches that In the EIEP's preexisting record). 

Duplication and redlsdosure of SSA-provldecllnformation within or outside the EIEP without 
the written approval of SSA Is prohibited . 
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EJEPs must prevent unauthorized disclosure of SSA-provided data after processing has been 
completed and also after the data Is no longer required by the EIEP. The ElEP's operational 
processes must ensure that no residual SSA-provlded data remains on the hard drives of 
users' workstations after the user has exited the appllcatlon(s) In which SSA-provlded data 
was utilized. In cases where a PC, hard drive, or other computing or storage device on which 
SSA-provided Information resided will be sent offsite from the EIEP for repair and Its 
Information must be retrievable, the EI~P's repair contract must Include a requirement for 
non-disclosure of SSA·provlded data by the servicing vendor. SSA-provided Information must 
be completely removed from, rendered unrecoverable, or destroyed on any electronic device 
or media (e.g., hard drives, removable storage devices, etc.) prior to the device or media 
being serviced by ~n external vendor (when the da~a need not be recovered), excessed, sold, 
or placed In the custody of another organization. 

To sanitize media, one of the following methods must be used: 

• Overwriting 

Overwrite utilities can only be used on working devices. The media to be overwritten 
must be designed for multiple. reads and writes. This Includes disk drives, magnetic tapes, 
floppies, USB flash drives, etc. The overwrite utility must completely overwrite the media 
by the purging type of media sanitization to make the data irretrievable by a laboratory 
attack or laboratory forensic procedures (refer to DeOniUons for more Information 
regarding Heflla S«tzltizatlqn). Reformatting the media does not overwrite the data. 

• Degaussing 

Degaussing Is a sanitization method for magnetic media (e.g., disk drives, tapes, floppies, 
etc.) .. Degaussing· Is not effective for purging non-magnetic media {e.g., optical discs). 
Degaussing must be performed with a certified tool designed for the media being 
degaussed. Certification af the tool Is required to ensure that the magnetic flux applied to 
the media Is strong enough to render the Information lrrefrlevable. The degaussing 
process must render data on the media Irretrievable by a laboratory attack or laboratory 
forensic procedure.s (refer to .DeQnftloas for more Information regarding &.!~!§. 
Sanitization). 

• Physical destruction 

Physical destruction Is the method which must be used when degaussing or over-writing 
cannot be accomplished (for example, COs, floppies, DVDs, damaged tapes, hard drtves, 
damaged USB flash drives, etc.). Examples of physical destruction Include shredding, 
pulverizing, and burning. 

State agendes may ~etaln SSA-provided data In hardcopy If It Is required to fulfill evidentiary 
requirements, provided the agencies retire such datq In accordance with applicable state laws 
govemlng ·state agencies' retention of records. The EIEP must ensure that print media 
containing SSA-pr'ovtded data Is controlled to restrict Its access to onlY. authorized employees 
who need such access to perform their official duties and must have In place secure processes 
by which print media containing SSA-provlded data Is destroyed when It Is no longer required. 
Paper documents containing SSA-provlded data must be destroyed by bumlng, pulping'" 
shredding, macerating, or other similar means that ensures that the Information cannot be 
~covered. 

NOTE: Hand tearing or /Iaing through documents to obscure Information does not 
meet SSA 's requirements for appropriate desttvction of Pll). 
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The EIEP must employ measures to ensure that communications and data fumlshed to SSA 
contain no viruses or other malware. · 

5.9 Incident Reporting 0 

The EIEP must develop and Implement policies and procedures fOr responding to the breach 
or loss of PU and explain how they conform to SSA's requirements. The procedures must 
Include the folloyllng Information: 

If the EIEP experiences or suspects a breach or loss of PI! or a security fncldent whfch 
lncfudes SSA-provlded data, they must notify the United States Computer Emergency 
Readiness Team (US-CERT) within one hour of discovering the Incident. The EIEP must 
afso notify the SSA Systems Security contact named in the agreement, If wlthfn 1 hour 
the EIEP has been unable to make contact with that person, the EIEP must call SSA ~ 
National Network Service Center (NNSC) toll free at 877-697-4889 (sefect "Security and 
PII Reporting" from the options Hst). The EIEP will provide updates as they become 
available to SSA contact, as appropriate. Refer to the worksheet, Attachment 5, 
provided In the agreement to facilitate gathering and organizing information about an 
Incident. 

The EIEP must agree that If SSA determines that the risk presented by the breach or security 
Incident requires the notification of the Individuals whose information Is Involved and/or 
remedial action, the EIEP will perform those actions without cost to SSA. 

5.10 Security Awareness and Employee Sanctions 0 

The EIEP must establish and/or maintain an ongoing function that Is responsible for providing 
security awareness training for employees. granted access to SSA-provided Information. 
Training must Include discussion of: 

. . 
• The sensitivity of SSA-provlded information and address the Privacy Act and other Federal 

and state laws governing Its use and misuse · 

• ·Rules of behavior concerning use of and security in syst.ems processl!'lg SSA-provlded data 

• Restrictions on viewing and/or copying SSA-provided lnformatloh 

• ll}·e employees' responsibility for proper use and protection of SSA-provlded Information 
Including Its proper disposal 

• Security Incident reporting procedures 

• The possible sanctions and penalties for misuse of SSA-provlded Information. 

The EIEP must provide security awareness training periodically or. as needed, and have .In 
place administrative procedures for sanctioning employees who violate laws governing the use 
and misuse of SSA-provlded data through unauthorized or unlawful use or disclosure of SSA­
provlded Information. 

5.11 Contractors of Electronic ~nformatlon Exch<~mge _Partners 0 
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As previously stated, In The General SVStems Secudty Standards •. contractors of the EIEP 
are held to the same security requirements as are employees of the EIEP. As such, the EIEP 
Is res'ponslble fur oversight and compli~nce of their contractors with SSA's security 
requirements. The EIEP must be able to provide proof of the contractual agreement between 
Itself and its contractors (e.g., copy of their contract, etc.) who are authorized by the EIEP to 
perform on Its behalf·and who have access to or are Involved In the processing, handling, 
transmission, etc. of Information provided to the·EIEP ~Y SSA. The EIEP must also explain 
the role of those contractors within the EIEP's operations. 

The EIEP must also require that their contractors who will have access to or be Involved In the 
processing, handling, transmission, etc. of Information provided to the ElEP by SSA, slgri an 
agreement with the EIEP that obligates the contractor to follow the terms of the EIEP's data 
exchange agreement with SSA, The EIEP must pr:ovide its contractors a copy of the data 
exchange agreement between the EIEP and SSA and related attachments before any 
disclosure by the EIEP of SSA-provlded information to the ElEP's contractor/agent. 

If the EIEP's contractor will be Involved with the processing, handling, transmission, etc. of 
Information provided to the EIEP by SSA offslte from the ElEP, the ElEP must have the 
contractual option to perform onslte reviews of that offsfte facility to ensure that the following 
meet SSA's requirements: 

.. safeguards for sensitive Information 

• computer system safeguards 

• security controls and measures to prevent, detect, and resolve unauthorized access to, 
use of, and redlsclosure of SSA-provided information 

6. General -- Security Certification and Compliance Review Programs 0 

SSA's security certification and compliance review programs are two distinct programs with the 
sa!Tle objective. The.certlflcatlon program is a one·time process associated exclusively with an 
EIEP's Initial request for electronic access· to SSA-provlded information or an Initial change to online 
·access. The certification process entails two rigorous stages Intended to ensure that ·technical, 
management, and operational security measures Implemented by EIEPs fully conform to SSA's 
security requirements and ar~ working as Intended. ElEPs m.ust .satl~fy both stages of the 
certification process before SSA will permit online access to Its d.ata In a production environment. 

The compliance review program, however, Is Intended to ensure .that the suite of security measures 
Implemented by an BEP to safeguard SSA-provlded data remains In full compliance with SSA's 
security standards and requirements. The compliance review program Is applicable to online 
access to SSA-provlded data as well as batch processes. Under the compliance review program, 
EIEPs are subject to ongoing periodic security reviews by SSA that are regularly scheduled or ad 
hoc. 

6.1 The Security Ce.rtificatiol? Program 0 

The security certlflcatlon process applies to EIEPs that seek online electronic access to SSA 
Information and consJsts of two general phases: 

• Phase One: The Security Design Plan (SOP) phase wherein a formal written plan Is 
authored by the EIEP to comprehensively document Its technical and non-technical 
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security controls to safeguard SSA-provlded Information {refer to Documenting 5tcurity 
Contrpls ja tho Securltv Design Plan). 

NOTE: SSA may have legacy EIEPs (EIEPs not certlfle~ under the current 
process} who have not prepared an SOP. OIS strongly recommends that the~ 
EIEPs prepare an SDP. 

The EIEPs' preparation and maintenance of a current SDP will aid them In 
detennlning potential compliance Issues prior to reviews, assuring continued 
compliance with SSA's security requirements, and providing for more efficient 
security reviews. 

• Phase 2: SSA Onslte Certification phase Y,Jhereln a formal onslte review Is conducted by 
SSA to examine the full suite of technical and non-technical security controls Implemented 
by the EIE:P to safeguard data obtained from SSA electronically (refer to l1ul 
Certlflcatloa erocess.). 

6.2 Documenting Security Controls In the Security Design Plan (SOP) 0 

6.2.1 When the SDP and RA are Required 0 

EIEPs niust submit to SSA an SOP and a security risk assessment (RA) for evaluation when · 
one or more of the following circumStances apply. The RA must be In an electronic format 
and Include discussion of the measures planned or Implemented tci mitigate risks Identified' by 
the RA and (as applicable) risks associated with the circumstances below: 

• to obtain approval for requested Initial access to SSA-provlded Information for <in Initial 
agreement 

• to obtain approval to reestablish previously terminated access to SSA-provlded data 

• when Implementing a new operating or security platform In which SSA-provlded data will 
be Involved 

• significant changes to the EIEP's organizational structure, technical' processes, operational 
environment, data recovery capabilities, or security Implementations are planned or have 
been made since approval of their most recent SOP or of their most recent successfully 
completed security review 

• one or more security breaches or lnddents involving SSA-provld~d data have occurred 
since approval of the EIEP's most recent SOP or of their most recent successfully 
completed security review · 

• to document descriptions and explanations of measures implemented as the result of a 
data breach or security Incident 

• to document descriptions and explanations of measures Implemented to resolve non-
compliancy issue(s) 

• when approval of the SOP has been revoked 

TheRA may also be required If changes (other than those listed above) that ITia')l impact the 
terms of the EIEP.'s data sharing agreement with SSA have occurred. 
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The SDP must be approved by SSA prior to the Initiation of transactions and/or 
acce.SS to SSA•provlded lnfonnatlot.J by the EIEP. 

An SOP must satisfactorily document the EIEP's compllal)ce with all of SSA's SSRs in order to 
provide the minimum level of security acceptable to SSA for Its BEPs' access to SSA-provlded 
Information. 

Deficiencies Identified through the·eyai!,Jatlon of the SOP must be corrected by the EIEP and a 
revised SOP which Incorporates descriptions and ·explanations of the measures Implemented 
to eliminate the defldencles must be submitted. Until the deflclendes have been corrected 
and documented In Its SDP,.and the SOP Is approved, the BEP will not be granted access to 
SSA-provided information or certified tor electronic receipt of the Information. The progress 
of corrective lmplementatlon(s) must be communicated to SSA on a regular basis. If, within a 
reasonable time as determined by SSA, the EIEP Is unable to rectify a deficiency determined 
by SSA to present an untenable risk to SSA-provlded Information or the agency, approval of 
the SOP will be withheld. 

If, at any time subsequent to approval of Its SOP the EIEP Is found to be In non-compliance 
with one or more SSRs, SSA may revoke approval of the BEP's access to SSA-provlded data. 
A revised SOP which Incorporates descriptions and explanations of the measures Implemented 
to resolve the non-compliance issue(s) must be submitted. The progress of corrective 
lmplementation(s) must be communicated to SSA on a regular basis. Until resolution of the 
lssue(s) has been accomplished and documented In Its SOP, and the SOP Is approved, the 
EIEP will be In non-compliance with SSA's SSRs. If, within a reasonable time as determined 
by SSA, the EIEP Is unable to rectify a deficiency determined by SSA to present an untenable 
risk to SSA-provJded Information or to SSA, approval 'of the SOP will be withheld and the flow 
of SSA-provlded Information to the BEP may be discontinued. 

NOTE: EJEPs that function only as an STC, transferring SSA-provlded data to other 
EIEPs must, per the terms of their agreements with SSA, adhere to SSA's System 
Security Requirements (SSR) and exercise their responsibilities regarding 
protection of SSA·provlded Information. 

6.3 The Certification Process 0 

Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onslte certification 
review. The objective of the onslte review will be to ensure by SSA's examination and the 
EIEP's demonstration that the non-technical and technical controls Implemented by the EIEP 
to safeguard Sodal· Security-provided data from misuse and Improper disclosure are fully 
functioning and working as Intended. · · 

At Its discretion, SSA may request that the EIEP partldpate In an onsite review and 
compliance certification of their security Infrastructure and Implementation of SSA's security 
requirements. 

The onslte review may address any or all of SSA's security requirements and Include, where 
appropriate: · 

• a demonstration of the EIEP's Implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 
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• a walkthrough of the ElEP's data center to observe and document physical security 
safeguards 

• a demonstration of the ElEP's Implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures an~ reports (e.g., anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user access control and, If appropriate, 
browsing prevention, specifically: 

o If the design Is based on a permission module or similar design, or Is transaction 
driven, the ElEP will demonstrate how the system triggers requests for Information 
from SSA. · 

o If the design Is based on a permission module, the EIEP will demonstrate the process 
by which requests for SSA-provlded Information are prevented for SSNs not present In 
the EIEP.'s system (e.g.; by attempting to obtain Information from SSA using at least 
one, ·randomly created, fictitious number not known to the ElEP's system). 

During the certification review, SSA, or a certifier acting on Its behalf, may request a 
demonstration of the system's audit trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees that are 
permitted to view SSA-provlded Information within the EIEP's system. Additionally, the 
certifier may request those ElEPs whose tr:ansactlol')s with SSA are mediated AND audited by 
an STC to demonstrate the process(es) by Which the ElEP obtains audit Information from the 
STC regarding the EIEP's SSA transactions. 

EI EPs whose transactions with SSA are mediated AND audited by an STC will be required to 
demonstrate both their own In-house audit capabilities AND the process(es) by which the EIEP 
obtains audit Information from the STC regarding the EIEP's transactions with SSA. 

If the ElEP employs a contractor who will be involved with the processing, handling, 
transmission, etc. of the EIEP's SSA~provlded lnfonnation offslte from the EIEP, SSA, at Its 
discretion, may Include In the onslte certification review an onslte Inspection of the 
contractor's fadllty. The Inspection may occur with or without~ representative of the EIEP. 

Upon successful completion of the onslte certification exerdse, SSA will authorize electronic 
access to production data by the ElEP. SSA will provide written notification of Its certification 
to the EIEP as well as all' appropriate intemal components. 
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The following Is a high-level flow chart of the OIS Certification Process: 0 

6.5 The Compliance Review Program and Process 0 

Similar to the certification process, the compliance review program entails a rigorous process 
Intended to ensure that EIEPs currently receiving electronic Information from SSA are ·ln full 
compliance with the Agency's security requirements and standards. As a practice, SSA 
attempts to condu~ compliance reviews following a 3 tb 5 year periodic review schedule. 
However, as circumstances warrant, a review may take place at anytime. Three prominent 
examples that would trigger an ad hoc review are: 

• a significant change In the outside BEP's computing platform 

• a violation of any of SSA's systems security requirements 

• an unauthorlzecj disclosure of SSA Information by the EIEP 
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The following Is a high-level flow chart of the OIS Compliance Revtew Process: 0 

SSA may, at Its discretion, conduct compliance reviews onslte at the EIEPs' site, Including a 
field office location, If appropriate. · 

SSA may, also at Its discretion, request that the EIEP ·participate In an onslte compliance 
review_ of their sec:urlty Infrastructure and Implementation of SSA's security requirements. 

The onslte review may address any or all of SSA's security requirements and Include, where 
appropriate: 

• a demonstration of th.e EIEP's Implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
s~feguards 

• a demo.nstratlon of the EIEP's Implementation of online exch'ange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g., anomaly detection 
reports, etc.) 
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• demonstration of technical tools pertaining to user acc;ess control and, If appropriate, 
browsing prevention, specifically: 

o If the design Is based on a pef1!11ssio~ module or similar design, or Is transaction 
driven, the EIEP will d~monstrate how the system triggers requests for Information 
from ~SA. 

o If the design Is based. on a perm-Ission module, the EIEP will demonstrate the process 
by which requests for SSA-provlded Information are prevented for SSNs not present In 
the ·aeP's system {e.g: ; by attempting to obtain Information from SSA usl_ng a~ least 
one, randomly created, fictitious number not Known to the EIEP's system). 

SSA may also, at Its discretion, perform an ad hoc onsite or remote review for reasons 
Including but not limited to the following: · 

• the EIEP has experienced a security breach or Incident Involving SSA:-provlded dat~ 

• the BEP has unresolved non-compliancy lssue{s) 

• to review an EIEP's offslte (relative to the EIEP) contractor's facilities Involving SSA­
provlded data 

·• the EIEP Is a legacy organization that has not yet been through SSA's security certification 
and compliance review programs 

• the EIEP has requested that an N &. V (Independent Verification and Validation review} be 
performed by SSA 

During the compliance review, SSA, or a certifier acting on Its behalf, may request a 
demonstration of the system's aucUt trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees that are 
permitted to view SSA-provlded Information within the EIEP's system. Additionally, the 
certifier may request those EIEP.s whose transactions with SSA are mediated AND audited by 
an STC to demonstrate the process(es} by Wl')lch the EIEP _obtalns .audit Information from the 
STC regarding the EIEP's SSA transactions. 

EIEPs whose transactions with SSA are mediated AND audited by an STC may be required to 
demonstrate both their own In-house audit capabilities AND the proc~s(es) by which the EIEP 
obtains audit Information from the STC regardlnQ the EIEP's transactions with SSA. 

If the EIEP employs a contractor who will be Involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provided ln~ormatlon offslte from the EIEP, SSA, at Its 
discretion, may Include In the onslte compliance review an onslte Inspection of the 
contractor's fadlity. The inspection may occur with or without a repre$entatlve of the EIEP. 
However, manpower limitations or fiscal constraints could drive an alternative approach, such 
as teleconferencing. In any event, the format of the review In routine drcumstances (I.e., the 
compliance review Is not being conducted to address a spedal circumstance, such as a 
disclosure violation, etc.) will generally consist of reviewing and updating the EIEP's 
compliance with the systems security requirements described above In this dorument. At the 
conclusion of the review, SSA will Issue a formal report to appropriate BEP personnel. 
Findings and recommendations from SSA's compliance review, If any, will be discussed In its 
report and monitored for closure. 
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NOTE: Documentation provided SSA by the EIEP for compliance reviews Is 
considered sensitive and Is, therefore, handled accordingly by SSA. E.g., the 
Information Is accessible to only a~horlzed Individuals who have a need for the 
Information as It relates to compliance of the EIEP with Its elec:tmnlc Information 
sharing agreement with SSA and SSA~ associated system security requirements 
and procedures. Additionally, the EIEP's documentation Is retained for only as long 
as required and Is deleted, purged, or destroyed when the requirement for which 
the Information was obtained has expired. 

The following Is a high-level example of the analysis that aids In making preliminary decisions 
as to which review format may be most appropriate. Various additional factors may also be 
factored In determining whether SSA performs an onslte or remote compliance review. 

• HlghjMedJum Risk Criteria 
o undocumented dosing of prior review flndlng{s) 
o Implementation of technical/operational controls that Impact security of SSA provided 

data {e.g., Implementation of new data access method, etc.) 
o reported PII breach 

• Low RJsk Criteria . 
o no prior review flndlng(s) or prior flndlng(s) documented as closed 
o no Implementation of. technical/operational controls that Impact security of SSA provided 

data (e.g .< lmpleme~tatlon of new data access method, etc.) 
o no reported Pll breach 

6.5.1 EIEP Compliance Review Participation 0 

During the compliance review SSA may request to meet with the following: 

• a sample of managers and/or supervisors responsible for enforcing and monitoring 
ongoing compliance to security requirements and procedures to assess their level 
of training to monitor their employee's use of SSA-provlded lnfonnatlon, and for 
reviewing reports and taking necessary action · 

• the individuals responsible for security awareness and employee sanction functions 
and request an explanation of how these responslbllltfes are performed 

• a sample of the EIEP's employees to assess their level of training and 
understanding of t he requirements and potential ~nctlons applicable to the use 
and misuse of SSA-provided Information 

• the indlvldual{s) responsible for management oversight and quality assurance 
functions and request a description of how these responsibilities will be carried out 

• additional Individuals as deemed appropriate by SSA 

6.5.2 Verification of Audit Samples 0 

456-F1311 

Prior to or during the compliance review, SSA Will present to the ElEP a sampling of 
transactions previously submitted t o SSA for verification. The EIEP Is required to 
verify whether each transaction was, per the tenns of their agreement with SSA, 
legitimately submitted by a user authorized to do so. 
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The EIEP must provide SSA a written attestation of the results of the EIEP's review of 
the transactions. The document must provide: 

• confirmation for each sample transactlon located In the EIEP's audit flle(s) and 
determined to have been submitted by Its employee(s) for legitimate and 
authorized business purposes 

• an explanation for each sample transaction located In the EIEP's audit ffle(s) 
determined to have been unauthorized 

• an explanation for each sample transaction not found In the EIEP's ATS 

When the sample transactions are provided to the EIEP, detailed Instructions will be 
included. Only an official responsible for the EIEP Is to provide the attestation. 

6.6 Schedullng·the Onsite Review 0 

The SOP must be approved before Its associated onsite review Is scheduled. Notification of 
the approval of a plan will be sent via email. Although there Is no prescribed time frame for. 
arranging the subsequent onslte review (certification review for an EIEP requesting Initial 
access to SSA-provlded information for an Initial agreement or compliance review for other 
EIEPs), unless there are compelling circumstances precluding It, the onslte review will follow 
as soon as reasonably possible. 

However, the scheduling of the onslte review may depend on additional factors Including: 

• the reason for submission of a plan 

• the severity of security Issues If any 

• circumstances of the previous review If any 

• SSA workload considerations 

Although the scheduling of the review I~ contingent upon approval of the SOP, In extreme 
tlrcumstances, SSA may, at Its discretion, perform an onsite review Prior to approval If 
determined necessary by SSA for completion of the evaluation of a plan. 

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY) 
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7. Additional Definitions 0 

Back Button: . 
Refers to a button on a web browser's toolbar, the backspace button en a computer keyboard, a 
prog111mmed keyboard button or mouse button, etc., that returns a user to a previously vtslteQ 
web· page or application screen. 

Breach: 
Refers to actual loss, loss of control, compro.mise, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, or any similar term referring to situations where persons other 
than authorized userS and for other than authorized purposes have access or potential access to 
P~ or Covered Information, whether physical, electronic, or In spoken word or recording. 

Browsing: 
Requests for or queries of SSA-prpvlded data for purposes not related to the performance of official 
job duties. 

Choke Point: 
The firewall between a local network and the Internet Is considered a choke point In network 
securitY, because any attacker would have to come through that channel, which Is typically 
protected and monitored. 

·Cloud Computing: 
The term refers to Internet-based computing and Is derived from the cloud drawing representing 
the Internet In computer network diagrams. Cloud computing providers deliver on-demand online 
computing resources (e.g., services, software applications, data storage, and Information) 
accessible to their customers by means of a web service or browser. 

Cloud Drive: 
A cloud drive Is a Web-based servtc;e. that provides storage space on a remote server. 

CloudAudit: 
CloudAudit Is a specification that proVIdes cloud computing service providers a standard way to 
present and share detailed, automated statistics about performance and security. 

Commingling: 
The process .bywhlch an EIEP adjoins specific S?A-provlded data to spedflc preexisting EIEP 
Information according to a particular data-matching scheme. 

Degaussing:' 
Degaussing Is the method of using a degausser (I.e., a device that generates· a magnetic field) ln. 
order to disrupt magentlcally recorded Information. Degaussing can be effective for purging 
damaged media and media with exceptionally large storage capacities. Degaussing Is not effective 
for purging non-magnetic media {e.g.,. optical discs) . 

Dial-up: 
Sometimes used synonymously with dial-In, refers to digital data transmission over the wires of a 
local telephone network. 

Function: 
One or more persons or organizational components assigned to serve a particular purpose, or 
perform a particular role. Also, the purpose, activity, or role assigned to on~ or more persons or 
organizational components. 
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Hub: 
As It relates to electronic data exchange with SSA, a hub Is an organization whlch performs as an 
electronic Information distribution and/or collection point (and may also be referred to as a State 
Transmission Component or STC). 

ICON: 
Interstate Connection Network (various entitles use 'Connectivity' rather than 'Connection') 

IV 8t V: 
Independent Verification and Validation 

Legacy System: 
A term usually referring to a corporate or organizational computer system or network that utilizes 
outmoded programming languages, software, and/or hardware that typically no longer receive · 
support from the original vendors or developers. 

Manual Transaction: 
An operation (also referred to as a 'user-Initiated transaction') wttlch Is Initiated at the volition of a 
user rather than system-generated within an automated process. · 

Exampie: A user enters a client's Information Including the client's SSN on an Input screen and 
presses the 'ENTER' key to acknowledge that Input of data has been completed. A new screen 
appears with multiple options which lndude 'VERIFY SSN' and 'CONTINUE'. The user has the 
option to verify the client's SSN or perform alternative actions. 

Media Sanitization: 
• Disposal: Refers to the discarding (e.g., recycling) of media that contains no sensitive or 

confldenhal data. 

• Clearing: This type of media sanltlz~tlon Is considered to be adequate for protecting 
Information from a robust keyboard attack. Clearing must prevent retrieval of Information by 
data, disk, or file recovery utilities. Clearing must be resistant to keystroke recovery attempts 
executed from standard Input devices and from data scavenging tools. For example, 
overwriting is an acceptable method for clearing media. Deleting items, however, is not 
sufficient for clearing. 

1 This process may Include overwriting a !I addressable locations of the data, as well as Its logical 
storage location (e.g., its file allocation table). The aim of the overwriting process Is to replace 
or obfuscate existing lnf'Qrmatlon with random data. Most rewrlteable media may be cleared by 
a single overwrite. This method of sanitization cannot be utilized on unwrlteable or damaged 
media. · 

• Purging : This type of media sanitization Is a process that protects lnformatloh from a 
laboratory attack. The terms dearing and purging are sometimes considered sy11onymous. 
However, for some media, clearing is not sufficient for purging (I.e., protecting data from a 
laboratory attack). Although most rewriteable media may be cleared by a single overwrite, 
purging may require multiple rewrites using different characters for each_ write cycle. 

This Is because a 'laboratory attack Involves threats with the capability to employ non-standard 
assets (e.g., specialized hardware) to attempt data recovery on media outside of that media's 
normal operating environment. 

Degaussing Is also an example of an acceptable method for purging magnetic media. If purging 
media Is not a viable method for sanitization, the media should be destroyed. 
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• Destruction: Physical destruction of media Is the most effective form of sanitization. Methods 
of destruction include burning, pulverizing, and shredding. Any residual mediUm should l>e able 
to wit~stand a laboratory attack. 

Permission moduie: 
A utility or subprogram within an application which automatically enforces the relationship of a 
request for or query of SSA-provlded data to an authorized process or transaction legitimately 
Initiated; e.g., verification of an SSN for Issuance of a driver license which can be triggered only 
automatically from within a state's driver license application, requests for Information from SSA by 
an EIEP's employee which cannot be Initiated unless the EIEP's client system has a record 
containing the. SSN of the Individual for which Information Is sought, etc. 

Screen Scraping: 

Screen scraping Is normally associated with the programmatic collection of visual data from a 
source. Originally, screen scraping referred to the practice of reading text data from a computer 
display terminal's screen. This was generally done by reading the terminal's memory through Its 
auxiliary port, or by connecting the terminal output port of one computer system to an Input port 
on another. The term screen scraping Is also commonly used to refer to the bidirectional exchange 
of data. 

A screen scraper might connect to a legacy system via Telnet, emulate the keystrokes needed. to 
navigate the !egacy user Interface, process the resulting display output, extract the desired data, 
and pass it on to a modern system. 

' 
More modern screen scraping techniques Include capturing the bitmap data from a screen and 
running It through an optical character reader engine, or In the case of graphical user Interface 
applications, querying the graphical controls by programmatically obtaining references to their 
underlying programming objects. 

Security Breach: 

An act from outside an organization that bypasses or contravenes security policies, practices, or 
procedures. 

Security Incident: 

· A fact or event which· signifies the possibility that a breach of security may be taking place, or may 
have taken place. All threats are security lnddimts, but not all security Incidents are threats. 

Security VIolation: 

An act from within an organization that bypasses or contravenes security policies, practices-, or 
procedures. 

Sensitive data: 

Information such as Pll and Information provided by SSA to an EIEP, the loss, misuse, or 
unauthorized access to or modification of which, could adversely affect the national Interest or the 
conduct of Federal programs, or· the privacy to which Individuals are entitled under 5 U.S.C. Section 
552a (the Privacy Act), but that has not been specifically authorized under criteria established by 
an Executive Order or an Act of Congress to be kept classlfled In the Interest of national defense or 
foreign policy but Is to be protected In accordance with the requirements of the Computer Security 
Act of 1987 (P.L.100-235). 
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SMDS {Switched Multlmegablt Data Service {SMDS): _ 
SMDS Is a telecommunications service that provides connectlonless, high- performance, packet­
switched data transport. Although not a pro~ocol, It supports standard protocols and 
communications Interfaces using current technology. 

SSA~provlded data/information: 
Synonymous with 'SSA-supplled data/Information', defines Information under the control of SSA 
provided to an external entity under-the terms of an Information exchange agreement with SSA. 
The following are examples of SSA-provlded data/Information Information: 

• SSA's response to a request from an EIEP for Information from SSA (e.g., date of death) 

• SSA's response to a query from an EIEP for verification of an SSN 

SSA data/information: 
This Is term, sometimes used Interchangeably with 'SSA-provlded data/lnformatlan', denotes 
information under the control of SSA provided to an external entity under the terms of an 
Information exchange agreement With SSA. However, 'SSA data/Information' also·tncfudes 
Information provided to the EIEP by a source other than SSA, but which Js attested by the ElEP to 
have been verified by SSA, or Is coupled with data from SSA as to the accuracy of the Information. 
The following are examples of SSA Information: 

• SSA's response to a request from an EIEP for Information from SSA (e.g., date of death) 

• SSA's response to a query from ~n ElEP for verlf_lcatlon of an SSN 

• Display by the EIEP of SSA'~ response to a query for verification of an SSN and the 
associated SSN provided by SSA 

• Display by the EIEP of SSA's response to a query for verification of an SSN and the 
associated SSN provided to the ElEP by a source other than SSA 

• Electronic records that contain only SSA's response to a query for verlftca.tlon ·of an SSN 
and the associated SSN whether ·provided to the EIEP by SSA or a source other than SSA 

SSN: 
Social Seculity Number 

STC: 
AState Transmission Component Is an organization which performs as an electronic Information 
distribution and/or collection point for one or more other entitles (and may· also be referred to as a 
hlJb). 

System-generated transaction: 
A transaction automatically triggered by an automated system process. 

Example: A user enters a client's Information Including the client's SSN on an input screen and 
presses the 'ENTER' key to acknowledge that Input of data has been completed. An automated 
process then matches the SSN against the user's organization's database and when no match Is 
found, automatically sends an electronic request for verification of the SSN to SSA. 

SyStems process: 
Refers to a software program module that runs In the background within an automated batch1 

online, or other process. 
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Third Party: 
This term pertains to an entity (person or organization) provided access to SSA-provlded 
Information by an EIEP or other SSA buslne!?s partner for which one or more of the following apply: 

• Is not stipulated access to SSA-provlded data by an Information-sharing agreement between 
an EIEP and SSA . 

• has no Information-sharing agreement with SSA · 
• Is not directly authorized by SSA for access to SSA-provided data 

Transaction-driven: 
This term pertains to an automatically Initiated online query of or request for SSA Information by 
an automated transaction process (e.g., driver license Issuance, etc.) . The query or request will 
only occur: If pre'scrlbed conditions are met within the aut~mated process. 

Uncontrolled transaction: 
This term pertains to a transaction that Is not controlled by a permission module (I.e., not subject 
to a systematically enforced relationship to an authorized process or application or an existing 
client record). 
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8. Regulatory References 0 

Federal Information Processing Standards (FIPS) Publications 

Federal Information Security. Management Act of 2002 (FISMA) 

Homeland Security Presidential Directive (HSPD-12) 

National InstitUte of Standards and Technology (NIST) Special Publications 

Office of Management arid Budget (OMB) Circular A-123, Management's Responsiblflty for Internal 
Control . 

Office of Management and Budget (OMB) Circular A-130, Appendix III, Management of Federal 
Information Resources 

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive Agency 
Information, June 23, 2006 

Office of Management and Budget (OMB) Memo M-07-16, Memorandum for the Heads of Executive 
Departments and Agendes, May 22, 2007 

Office of Management and Budget (OMB) Memo M-07-17, Safeguarding Against and Responding to 
the Breach of Personally Identifiable Information, May 22, 2007 

Privacy Act of 1974 
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9. Frequently Asked Questions 0 
{Click links for answers or additlonallrtformation) 

1. Q: What Is a ~of data? 
A: Refer also t.o Securttv Breach; Securitv Incldent.-and Secudtv Violation. 

2. Q: What Is employee browsing? 
A: Click hyperllnk 

3. Q: Okay, so the SOP was submitted. can the Onslte Review be scheduled now? 
A: Refer to Scheduling the Onslte Review. · 

4. Q: What Is a 'Permission Module'? 
A: Click hyperlink • 

5. Q: What is meant by Screen Scraping? 
A: Click hyperlink 

6. Q: When does an SOP have to be submitted? 
A: Refer to When the spp and RA are Reaulred. 

7. Q: Does an SOP have to be submitted when the agreement Is renewed? 
A: The SOP does not have to be submitted because the agreement between the EIEP 

and SSA was renewed. There are, however, circumstances that require ao SOP to be 
submitted. Refer to Wheri the SOP and RA are Required. 

8. Q: Is it acceptable to save SSA data with a verified Indicator on a (EIEP) workstation as 
long as the hard drive is encrypted? If not, what options does the agency have? 

A: There Is no problem with an EIEP saving SSA-provlded Information to the encrypted 
hard drives of computers processing the data provided the lnfonnatlon Is retained only 
as provided for In the EIEP's data-shar1ng agreement with SSA. Refer to oata and 
Communications Secur1tv. 

9. Q: Is caching of SSA-provlded data on EIEP workstations allowed? 
A: caching during processing Is not a problem. However; SSA-provlded data must be 

cleared from the cache when the 1,1ser exits the application In which the data was used 
or accessed. Refer to Data and Communications Security. 

10. Q: What Is meant by "lnti:m:onnections to other systems"? · 
A: As used In SSA's system s~curlty requirements document, the tenn "Interconnections" 

Is synonymous with "connections". 

11. Q: Is it acceptable to submit the SOP as a PDF file? 
A: No, It Is not. 

12. Q: Should the SOP be written from the standpoint of my agency's SVES access Itself, or 
from the standpOint of access to all data provided to us by SSA? 

A: The SOP Is to encompass your agency's electronic access to SSA-provlded data as per 
the electronic data sharing agreement between your agency and SSA. Refer to 
oevelopjng the sop, 

15. Q: Does having a "transaction-driven" system mean that employees cannot Init iate a 

456-F1311 

query to SSA and that a permission module Is not needed? 
A: Not necessarily. "Tran~actlon driven" basically means that queries, etc. are submitted 

automatically (and It might depend on the transaction). Depending on the system 
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Implementation, queries might not be automatic or, If they are, manual transactions 
might still be permitted (for example, when something needs to be corrected). Also, 
even If a "transaction-driven" system Is Implemented In such a way that manual 
transactions cannot be performed, If the system does not require the user to be In a 
particular application and/or the query to be for an existing record In the EII:P's 
system before the system will allow a query to go through to SSA, It would still need 
a permission mo.dule. 

16. Q: What Is an Onslte Compliance P,.evlew? 
A: The Onslte Compliance Review Is the process wherein SSA performs periodic site visits 

· to Its Electronic Information Exchange Partners (EIEP) to certify whether the EIEP's 
technical, managerial, and operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the EIEPs' data sharing 
agreements with SSA and SSA's associated system security requirements and 
procedures. Refer to the Com0!1ance Review Program and Process. 

17.• Q: What are the criteria for performing an Onslte Compliance Review? 

18. 

19. 

456-F1311 

p..: The following are criteria for performing the Onsite Compliance Review~ 

• EIEP Initiating new access or new access method fqr obtaining Information from 
SSA 

• ElEP's cyclical review (previous review was performed remotely) 

• EIEP has made significant change(s) In ItS operating or ~ecurity platform Involving 
SSA-provlded data 

• EIEP experienced a. breach of SSA-provlded personally Identifying Information (PID 

• EIEP has been determined to be high-risk 

Refer also to the Reylew Detennlnatlon Mat(!x. 

Q: What Is a Remote Compllsmce Review? 
A: The Remote Compliance Review Is the process wherein SSA conducts periodic 

meetings remotely (e.g., via conference calls) with its EIEPs to determine wh.etherthe 
EIEP's technical, managerial, and operational security measur.es for protecting .data 
obtained electronically from SSA continue to conform to the terms of the EIEPs' data 
sh'arlng agreements with SSA and SSA's assodated system security requirements and 
procedures. Refer to the Compliance Review Program and Process. 

Q: What are the. criteria for performing a Remote Compliance Review? 
A: Each of the following criteria must be satlsfl.ed for performing the Remote Compliance 

Review: 

• EIEP's cyclical review (previous review was performed onslte without findings or 
Issues for which findings were cited have been satisfactorily resol.ved). 

• EIEP has made no significant change(s) In Its operating or security platform 
involving SSA-provld~d data. . 

• EIEP has not experienced a breach of SSA-ptovided personally IdentifYing 
Information (PII) since Its previous compliance review. 

• EIEP has been determined to be low-risk 

Refer also to the Reylew Determination Matrix 
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ATTACHMENT 5 

WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS 
OF PERSONALLY IDENTIFABLE INFORMATION 
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ATTACHMENTS 

Works)leet for Reporting Loss or.Potential Loss of Personally ldentifiable 
Information 

1. Information about the individual ~aking the report to the NCSC: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: . 
Work: J I Cell: I I Home/Other: .I 
E-mail Address: I 
Check one of the following: 

Management Official I I Security Officer I I Non-Management 

2. Information about the data that was lost/stolen: 
Describe what was lost or stolen (e.g., case file, MBR data): 

Which element(_s) ofPll did the data contain? 
Name Bank Account Info 
SSN Medical/Health Information 
Date of Birth Benefit Payment Info 
Place ofBirth Mother's Maiden Name 
Address Other (describe): 

Estimated volume of records involved: 

3. How was the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one): 

If Electronic, what t roe. of device? 
Laptop Tablet Backup Tape Blackberry 

09/27106 

I 

. 

I 
Workstation Server CD/DVD Blackberr,y Phone # 
Hard Drive Floppy Disk USB Drive 
Other (describe): 
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A'ITACBMENT 5 09/27106 

Additional Questions ifElectronic: 
Yes No ·N_ms)ll'e 

a. Was the device encrypted? 
b. Was the devicel)assword protected? 
c. If a laptop or tablet. was a VPN SmartCard lost? 

Cardholder's Name: 
Cardholder's SSA logon PIN: 
Hardware Make/Model: 
Hardware Serial Nwnber: 

Additional Questions if Paper: 
_Xg N...Q. Not Sure 

a. Was the information in a locked briefcase? 
b. Was the information in a locked cabinet or drawer? 
c. Was the infonnation in a locked vehicle trunk? 
d. Was the information redacted? 
e. Other circumstances: 

4. If the employee/contractor who was In posseaslon of the data or to whom the 
data was astigned is not the person mikin& the report to the NCSC (~ listed ill 
#1), information about this employee/contractor: 

Name: I 
Position: I 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Work: I I Cell: I I Home/Other: J 
E-mail Addr~ss: I 

S. Circumstances of the loss: 
a. When was it lost/stolen? 

b. .Brief description of how the loss/theft occurred: 

c. When was it reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? H so, who? (Include deputy 
commissioner level, agency level, regional/associate level component names) 
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ATTACHMENT 5 09/27/06 

7. Which reports have been filed? (include FPS, local pollee, and SSA reports) 

Report Filed Yes No Reoort Number 
Federal Protective Service 
Local Police 

Yes No 
SSA-3114 (Incident Alert) 
SSA-342 (Report of Survey) 
Other (describe) 

8. Other pertinent information (include actions under way, as well as any contacts 
with other agencies, law enforcement or the press): 
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INFORMATION EXCHANGE AGREEMENT 
BElWEEN 

THE SOCIAL SECURITY ADMINISTRATION (SSA) 
AND . 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

A. PURPOSE: The purpose of this Information Exchange Agreement e'IEA'') is to establish 
terms, conditions, and safeguards under which SSA will disclose to the State Agency certain 
information, records, or data (herein ' 'data") to assist the State Agency in administering 
certain federally funded state--administered benefit programs (including state-funded state 
supplementary payment programs under Title XVI of the Social Security Act) identified in 
this IEA. By entering into this IE.A, the State Agency agrees to comply with: · 
• the terms and conditions set forth in the Computer Matching and Privacy Protection Act 

Agreement ("CMPPA Agreement") attached as Attachment 1, governing the State 
Agency's use of the data disclosed from SSA's Privacy Act System of Records; and 

• aU other terms and conditjons set forth in this lEA. 

B. PROGRAMS AND DATA EXCHANGE SYSTEMS: (1) The State Agency will use the 
data received or accessed from SSA·under this lEA for the purpose of a4ministeriog the 
federally funded, state-administered programs identified in Table 1 below. In Table 1, the 
State Agency has identified; (a) each federally funded, state-administered·program that it 
administers; and (b) each SSA data exchange system to which the State Agency needs access 
in order· to administer the identified program. The list of SSA' s data exchange systems is 
attached as Attachment 2: 

TABLEt 
FEDERALLY FUNDED BENEFIT PROGRAMS 

Program SSA Data Exchange System(s) 

[X] Medfcald BENDEXISDX/EVSISVESISOLQ/SVES I·Citizenshlp 
/Quarters of Cove~ge/Prisoner Query 

0 Temporary Assistance to Needy Families 
(TANF) 

0 Supplemental Hutrftlon Assistance Proaram 
(SNAP· formally Food Stamps) · 

D Unemployment Compensation (Federal) 

0 Unemployment Compensation (State) 

0 State Child Support Aaency 

0 Low-Income Home EnerJY Assistance 
Proaram (LI·HEAP) 

0 Workers Compensation 

0 Vocational Rehablll~tion Services 

1 
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0 Foster Care (IV·E) 

0 State Health lnsu~nce Program (S·CHIP) 

0 Women, infants and Children (W.I.C.) 

(XJ Medicare Savfnas Proarams (MSP) LIS Ftle 
-

[X) Medicare 1144 (Outreach) Medicare 1144 Outreach Ffle 

D Other Federally Funded, State-AdmJnlstered Programs (List Below) 

Program SSA Data Exchanae System(s) 
' 

(2) The State Agency will JJSe e&?h identified data exchange system onlv for the purpose of 
administering the specific program for which access to the data exchange system is provided. 
SSA data exchange systems aie protected by the Privacy Act and federal law prohibits the 
use of SSA's data for any purpose other than the purpose of administering the specific 
program for which such data is disclosed. In particular, the State Agency Will use: (a) the tax 
return data disclosed by SSA only to determine individual eligibility for, or the amount of, 
assistance under a state plan pursuant to Section 1137 programs and child support 
enforcement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citizenship 
status data disclosed by SSA under the Children~s Health Insurance Program 
Reauthorization Act of 2009, Pub. L. 111-3, only for the purpose of detennining entitlement 
to Medicaid and· CHIP program for new applicants. The State Agency also acknowledges 
that SSA's citizenship data may be less than 50 percent current Applicants for SSNs report 
their citizenship data at the time they apply for their SSNs; there is no obligation for an 
individual to report to SSA a change in his or her immigration status until be or she files a 
claim for benefits. 

C. PROGRAM QUESTIONNAIRE: Prior to signing this IDA, the State Agency will 
complete and submit to SSA a program questionnaire for each of the federally funded, state­
administered programs checked in Table 1 above. SSA will not disclose any data under this ' 
lEA until it has received and approved the completed program questionnaire for each of the 
programs identified in Table 1 above. 

2 
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D. TRANSFER OF DATA: SSA will tmnsmit the data to the State Agency under this lEA 
using the data transmission method identified in Table 2 below: 

TABLEl 
. TRANSFER OF DATA . 

c:J Data will be transmitted directly between SSA and the State Agency. 

(X} J?ata will be transmitted directly between SSA and the California Office of Technology (State 
Transmission!Transfer Component ("STC")) by the File Transfer Management System, a secure 
mechaQism approved by SSA. The STC will serve as the conduit between SSA and the State 
Agency pursuant to the State STC Agreement. 

0 Data will b~ transmitted directly between SSA and thelnterstate Connection Network 
("ICON''). 1CON is a wide area telecommunications network connecting state agencies. that 
administer the state unemployment insurance laws. When receiving data through ICON, the 
State Agency will comply with the "Systems Security Requirements for SSA Web Access to SSA 
Information Through the ICON," attached as Attachment 3. 

E. SECURITY PROCEDURES: The State Agency will comply with limitations on use, 
treatment, and safeguarding of data under the Privacy Act of 1974 (5 U.S.C. 552a), as 
amended by the Computer Matching and Privacy Protection Act of 1988, related Office of 
Management and Budget guidelines, the Federal Information Security Management Act of 
2002 (44 U.S.C. § 3541, et seq.), and related National Institute of Standards and Technology 
guidelines. ln addition, the State Agency will comply with SSA's "Information System 
Security Guidelines for Federal, State and Local Agencies Receiving Electronic lnfonnation 
from the Social Security Admj.ni.stration," attached as Attachment 4. For any tax return 
data1 the State Agency will also comply with the "Tax Infonnation Security Guidelines for 
Federal, State and Local Agencies," Publication 1075, published by the Secretary of the 
Treasury and available at the following Intemal Revenue Service (IRS) website: 
http://www.irs.gov/publirs-odf/p10?5.pdf. This IRS Publication 1075 is incorporated by 
reference into this lEA. 

F. CONTRACI'ORIAGENT RESPONSmD.JTIES: The State Agency will restriCt access to 
the data obtained from SSA to CJnly those authorized State employees, contractors, and 
agents who need such data to perfonn their official duties in connection with purposes 
identified in this lEA. At SSA • s iequest, the State Agency will obtain from each of its 
contractors and agents a current list of the employees of its contractors and agents who have 
access to SSA data disclosed under this lEA. The State Agency will require its contractors, 
agents, and all employees of such contractors or agents with authorized access to the SSA 
data disclosed under this IEA, to comply with the teons and conditions set forth in this lEA, 
and not to duplicate, disseminate, or disclose such data without obtaining SSA' s prior written 
approval. In addition, the State Agency wil! comply with the limitations on use, duplication, 
and redisclosure of SSA data set forth in Section IX. of the CMPP A Agreement, especially 
with respect to its contractors and agents. 

3 
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G. SAFEGUARDING AND REPORTING RESPONSmn.rrms FOR PERSONALLY 
.IDENTIFIABLE INFORMATION ("PD"): 

l. The State Agency will ensure that its employees, contractors, and agents: 
a. properly safeguard PU furnished by SSA under this lEA from loss. theft or 

inadvertent disclosure; 
b. understand that they are responsible for safeguarding this infonnation at all times, 

regardless of whether or not the State employee, contractor, or agent is at his or her 
regular duty station; 

c. ensure that laptops and other electronic devices/media containing PII are encrypted 
and/or pMsword protected; 

d. send emails containing Pll only if encrypted or if to and from addresses that are 
secure; and 

e.. limit disciosure of the information and details reJating to a Pll lo~ only to those with 
a need toknow. 

2. If an employee of the State Agency or an employee of the State Agency's contractor or 
agent becomes aware of suspected or actual loss ofPii, he or she must immediately 
contact the State Agency official responsible for Systems Security designated below or 
his or her delegate. That State Agency official or delegate must then notify the SSA 
Regional Office Cotttact and the SSA Systems Secwjty Contact identified below. ~ f'or 
any reason, the reSponsible State Agency official or delegate is unable to notify the SSA 
Regional Office or the SSA Systems Security Contact within 1 hour, the responsible State 
Agency official or delegate must call SSA's Network Customer Service Center 
("NCSC") at410-965-7777 or toll free at 1-888-772-6661 to report the actual or 
sus~ted loss. The responsible S1ate Agency official or delegate will use the worksheet, 
attached as AttachmentS, to quickly gather and organize information·about the incident. 
The responsible State Agency official or delegate must provide to SSA timely updates as 
any additional information about the loss ofPll becomes available. 

'3. SSA will make 1he necessary contact within SS:A. to file a formal report in accordance 
with SSA procedures. SSA will notify the Oepaiiment of Homeland Security's United 
States Computer Emergency Readiness Team if loss or potential loss of PII related to a 
data exchange under this lEA occurs. 

4. If the State Agency experiences a loss or breach of data, it will determine whether or not 
to provide notice to individuals whose data has been lost of breached 1md bear any costs 
assoCiated with the·notice or any mitigation. 

456-F131 1 
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H. P91NTS OF CONTACT: 

FORSSA 

San Francisco Regional Office: 

Ellery Brown 
Data Exchange Coordinator 
Frank Hagel Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8243 
Fax: (510) 970-8101 
Email: Ellery.Brown@ssa.gov 

Systems Issues: 

Pamela Riley 
Office of Earnings, Enumeration & 
Administrative Systems 
DIVES/Data Exchange Branch 
6401 Security Boulevard 
Baltimore, MD 2i235 
Phone: ( 41 0) 965-7993 
Fax: (410) 966-3147 
Email: Pamela.Riley@ssa.gov 

FOR STATE AGENCY 

Agreement Issues: 

Manuet Urbina 
Chief, Security Unit 
Policy Operations Branch 
Medi-Cal Eligibility DiVision 
1501 Capitol Avenue, MS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160 
Email: Manuel.Urbina@dhcs.ca.gov 

Data Exchange Issues: 

Guy Fortson 
Office of Electronic Information Exchange 
GDlO E~ High Rise 
6401 Security Boulevard 
Baltimore, MD 21235 
Phone: (410) 597-1103 
·Fax: (410) 597-0841 . 
Email: guy .fortson@ssa.gov 

Systems Security Issues: 

Michael G. Johnson 
Acting Director 
Office ofElectro~c Information Exc~ange 
Office of Strategic Services 
6401 Security Boulevard 
Baltimore, MD 21235 
Pho.ne: (410) 965-0266 
Fax: (410) 966-0527 
Email; Michael.G.Johnson@ssa.gov 

Technical Issues: 

Fei Collier 
. Chief, Application Support Branch 

Information Technology Services Division 
1615 Capitol Ave, MS 6100 
Sacramento, CA 95814 
Phone: (916) 440-7036 
Email: Fei.Collier@dhcs.ca.gov 

I. DURATION: The effective date of this IE.A is January 1, 2010. This IEA will remam in 
effect for as long as: (1) a CMPPA Agreement governing this lEA is in effect between SSA 
and the S~ or the State Agency; and (2) the State Agency submits a certification in· 
accordance with Section J. below at least 30 days before the expiration and renewal of such 
CMPPA Agreement 

s 

456-F13H 



 
El Dorado County Agmt #456-F1311

Exhibit A to Agreement 221-S1511

 
14-0517 3B 239 of 303

c 
Exhibit F,:Attachment B 

J.'. CERTIFICATION AND PROG~ CHANGES: At least 30 days before the expiration 
and renewal of tlie S1ate CMPPA Agreement governing this IBA, the State Agency will 
certify in writing to SSA that: (l)"it is in compliance with' the tenns at).d conditions of this 
lEA; (2) the data exchange processes under this IEA b.ave been and will be conducted 
without change; and.(3) it wiU, upon SSA's request, provide audit reports or other documents 
that demonstrate review and oversight ac~vities. If there are substantive changes in any of 
the programs or data exchange prOcesses listed in this lEA. the parties will modify the IE.A in 
accordance with Section K. below and the State Agency will submit for SSA's approval new 
program questionnaires und.er Section C. a~ove describing sUch changes prior to using SSA's 
data to administer such new or changed program. 

K. MODIFICATION: ~cations to this IEA ~ust be in writing and agreed to by the 
parties. 

L. TERMIN,A TION: The parties may tenninate this mA at any time upon mutual written 
consent. In addition, either party may \UlilateraUy terminate this IBA upon 90 days advance 
written notice to the other party. Such unilateral termination will be effective 90 days after 
the date of the notice, or at a later date specified in the notice. 

SSA may immediately and unilaterally ~pend the data flow under this lEA, or tenninate 
this IEA, if SSA, in its sole discretion, determines that the State Agency (including its · 
employees, contractors. and ~ents) has: (1) made an unauthorized use or disclosure ofSSA­
supplied data; or (2) violated or failed to follow the tenns and conditions of this lEA or the 
CMPPA Agreement. 

M. INTEGJtA TION: This IEA, including all attachments, constitutes the enfire agreement of 
the parties with respect to its subj~ matter. There have been no representations, warranties, 
or promises made outside of this IEA. This IEA shall take precedence over any other 
document that may be in conflict with it. 

456-F 

AITACHl\fENTS 
1 - CMPPA Agreement 
2- SSA Data Exchange Systems 
3- Systems Security Requirements for.SSAWeb Access to SSA Information 

Through ICON 
4- Information System Security Guidelines for Federal, State and Local Agencies 

Receiving Electronic Information fro~~e Social Security Administration 
.5 - Pll Loss Repcirting Worksheet 
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N. SSA AUTHORIZED SIGNATURE: The signatory below warrants and represents that he 
or she has the competent authority on behalf of SSA to enter into the obligations set forth in 
this lEA. 

SOCIAL SECURITY ADMINISTRATION 

7 
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0. REGIONAL AND STATE AGENCY SIGNATURES: 

456-F131 

SOCIAL SECURITY ADMINISTRATION 
REGIOND( . 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES 

The signatory below warrants and represents that he or she has the competent authority 
on behalf of the State Agency to enter into the obligations set forth in this ffiA. 

Oats, 
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20121EA CER11FICATION OF COMPLIANCE 
(lEA-F} 

CERTIFicATION OF COMPLIANCE 
FOR 

THE ~I'WORMATION EXCHANGE AGREEMENT 
:BETWEEN 

THE SOCIAL SECURITY ADMINISTRATIQN (SSA) 
AND 

TilE CALlFORNIA DEPARTMENT OF HEAL til cARE SERVIC:;ES (STATE 
AGENC~)' 

(Stale Agency Levelj 

In .accordance with the terms of the Information Exchange Agre~ent (IENF) between SSA and 
the State Agency, the State Agency., through. its. .authorizCd representative1 hereby certiifes tn.JI.~ 
as ~fthe date of thiS certification:· 

L The State Agency is in compliance with the terms and conditions of the $AlP; 

2. The State ,Agency bas conducted the data e]tcb~e processes under tii~ IBAIF without 
change, except as modifi'ed in accordance with tb'e .ffi:AIF;, 

3. The S.tate Agency Wl"U-·coiltinue to conduct the data exchange processes under the IBAlF 
without change.,. exoe_pt as may be modified In accordance with. the IE,A/F; 

4. Upon SSA 's request1 the State Agency will provide audit reports or other documents that 
demons'frate compliance with the review and oversfgbt acliv.ities req_uired under the 
mAIF· and the govemfu:g Computer Matching and, .J>rl.vacy :Protection Act Agreement; 
and · 

5. In compliance with the req'P.lrentents ortn:e "Eledroilic Inf6nnation Exchange Security 
Requirements, ·Guidelines, and Procedures for State and Local Ag-encies l!xchangilig. 
Electronic Information with the S~ial Security A~st:ratlon, ... Attachm~mt 4 to the 
IEAIF, as periodically updated by SSA, the State .Agency has nQt made any changes in 
th~ following areas that could potentially affect the security of SSA. data! 

• Qeneral.S~texn Security Design a.p,d bper~tfug. Er;lVir.ornnent 
• System. Aceess Control 
•· Automated Audit Trail 
• Mon.itoring~t.Dd Anomaly Dete(:non 
•· Management Oversight 
• Data ·and Communications Security 

The State Agency will submit an updated Security Design PLm at !east 30 d~ys prior to 
making any changes to the areas listed above.. 

1 
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0 
2012 lEA C£R11FICATION OF COMPUANCE 

(lEA-F) 

The. signatory below warrants and represents that he or she is. a. representative of the State 
Agency duly authorized to make this certificati~n on behalf of the State Agency .. 

DEPARtMENT OF HEALTH CARE SERVlCES OF CALIFORNIA 

TobyDou 
Director 

Date 
i/;z;/;2---
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COMPUTER MATCHING AND PRIVACY 

PROTECTIONACTAGRREMENT 
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Model CMPPA Aveement 

COMPUTER MATCHING AND PRIVACY PROTECTION ACT AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADM!NISTRA UO"N 
AND 

THE HEALTIIAND HUMAN SERVICES AGENCY 
OF CALIFORNIA. 

L Purp9$e and Legal.Aqthority 

456-F131 1 

A. Purpo.se 

This Computer Matching and Privacy Protection Act (CMPPA) Agreement 
between the Social S~urity Administration (SSA) imd the California Health and 
Human Service,s Agency (S~te Agency),.sels foith the t~tms. and cQnditions 
governing disclosures of records, information, or d,ata (collectively referred to 
herein "data") made by SSA to the State Agency that administers federally 
funded benefit pro~s. under variol1S provisions ·of. the Soci$1 Security Act 
(Act), such as section 113.7' (42 U.S.C. § t32Qb-'7)~ including th~ state-funded 
state supplernenta:ry payxnent ptograms under title XVI of the Act. The terms and 
conditions ofthis AgreeJfient ensure that S.SA.makes.sucli disclosures. of .data, and 
the State Agency uses ·such disclosed daia:, in ·ace<>rdance with the retp,lirernents. of 
the Privacy Act of 1974, as amended by the Cb.mpu'ter Ml!-t'ching and Privacy 
Protection Act of 1988, 5 U.S.C. § 552a, 

Under section 113 7 of the Act, the State Agency is requited to use an income a.ntl 
eligibility ve.rif1catioj:l system to admlniste.I specified fedc~iilly funded benefit 
programs, iqclud~g ·th~ ~tate-funded state supplementary payment programs 
under title XVI of the A~t. To assist ihe State Agency in determining entitlement 
to and eligibility for benefits ®c;ter those programS., a.S well as other fedetally 
funded benefit pragJ:atns, SSA discloses certain data about applicants for state 
benefits· from SSA Privacy Act. Systems of Records (SOR) and verifies the Social 
Se~urity. numbers (SSN) of the applicants. 

B. 'Legal Authority 

SSA' s authority to disclpse data aild the State Agency'·s ·authority to collect, 
maintain, andU$e dataprotected.under S·SA SORs for specified plliJlGSes is: 

• Sections~ 137~ 4;53. and ll06Q>) ofthe Act (42 U .S.C. §§. 1320b-7, 653, 
and l30(?(b)) (income ~d eligibility vetificatiO!l data); 

• 26 U.S.C. §. 6103(1)(7) and (8) (tax return data); 
• Section.202(x)(3)(B)(iv) ofthe Att (42 U.S.C. § 40l(x)(3)(B)(iv)) 

(prisoner data); 
• Sectioo l6ll(e)(l)(I)(iii) of the Act t421J.S.C. '§ 13g2(e).(l)(l)(ili) (SSI); 
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• Section 205(r)(3) of the Act (42 U.S.C. g 40S(r)0)) and the Intelligence 
Reform and Terrorism Prevention Act of2004, Pub. L. 108.45g, 
§ 7213(a)(2}(death data); 

• Sections 402,412,42-1, and 435 QfPub. L. 104-193 (8 U.S.C. §§ 1612, 
1622, 1631, and 1645) (qpa.rters of coverage data); 

•. Children's Health Insurance Pro gram Reauthorization Act of 2009, 
Puo. L. 111-3 (citizenship data); and · 

• Routine:use exception to the Privacy Att, 5 U.S.C. § 55'2a(b)(3) (data 
necessai),' to adJ;ninister other programs· compatible with SSA programs). 

2 

This Agreemenr.further carries outsectionll06(a) oftheA~t {42 U.S.C . . § 1306), 
the regulations promulgated pursu~t tC:l. that section (20 C.F.R Part 401), the 
P.rivacyAct ofl974 (s·u.s.c. § 552a), as ~ended 'Qy the C.MPPA, relat,:d Office 
of Management and Budget (OMB) guidelines, the Federal Infomiation Security 
Management Act of2002 (FISMA) (44 U.S:C. § 3541, etseq.), and related 
NationaUnstitute of Standards and Techn.ology (N{ST) guidelines, which provide 
the requirements that tlfe State Agency must follow with regard to use, treatment, 
and safeguarding of data. 

It Scope 

456-F1'311 

A. The State Agency will comply with the terms. and conditions of this Agre~ment 
and the Privacy Act. as amended by the CMPP.A. 

B. The State Agency will execute one or more Information Exchange Agreements­
(!EA) with SSA, dacu.menting additional ten:ps and conditions applicable to those 
specific d.ata.excbanges, including the particular benefit programs adm~ered by 
the State Agency, the data elemeJ1ts that will be disclosed, and the data protection 
requirements implemented to assist the State· AgencY. in the administration of 
those programs. · 

C. The State Agency will use the SSA data governed by this Agreement to determine 
entitlement and eligibility of individuals for one ore more of the following 
programs: 

1. Temporary Assistance to Needy Families (T ANF) prosra.m under Part A 
of title N of the Act; 

2. Medicaid provided under an approved State plan or an approv~d waiver under 
title XIX of the Act; 

3. State Children's Health Insurance Program (CHIP) under title XXI of the Act, 
as amended by the Children's Health Insuranc-e Program Reauthorization Act 
of200'9; 

4. S1,1pplemental Nutritional Assistance Program (SNAP) under the Food Stamp 
Act of 1977 (7 U.S.C. § 2011., et seq.); 
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5. Women, Infants and Children Program {VI1C) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.) ; 

6. Medicare Savings Programs (MSP) under42 U.S.C. § 1396a(IQ)(E); 

3 

7. Unemployment Compensation pro~s·provi4ed under a: state law described 
in section 3304 of the Internal Revenue Code of 19:S4; 

8, Low Income Heating and Energy Assistance (LIHEAP or home energy 
grants) program under 42 U .S.C. § 8621; . 

9. State-admitiistered supplementary payments of the type described in 
section 1616(a) of the Act; · 

10. Programs under a plan approved under titles I, X, 'XIV or XVI of the Act; 
ll. Foster Care and Adoption Assis.tance under'title IV tif .the A.ct; 
12. Child Support Enforcement programs under section 453 of the Act· 

(42 u.s.c. § 653); 
13. Other applicable federally funded programs administered by the State Agency 

under titles I, IV, X, XIV, XVI, XVIll, XIX, XX and XXI of the A,ct; and 
14. Any o:tber f~derally funded pro.grai:ns administered by the State Agency that 

are compatible with SSA's programs. · 

D . The State Agen.cy will ensure that SSA data disclosed for the specific purpose of 
administering a particular feder~llY. funded benefit program is u.sed only to 
administer that program. 

III. Justification and Expected ReJults 

456-F1311 

A . Justi.fic!ition 

This Agree.ment: and related data exchanges with the State Agency are necessary 
for SSA to assist the State Agency in its administration of federally funded benefit 
programs by provi~g the data required. to accurately determine entitlement and 
eligibility of individuals for benefits.pr{)vided underthe~e programs. SSA uses 
computer technology to transfer ~e data because it is: more .economical, efficient, 
and faster 'thail us~g·manual processes . 

B. Expected Results · 

The State Agen~y Will-use the data provided by SSA to improve puplic service 
and program efficiency and integrity. The use of S'SA data expedites the 
application.:proce.ss and ensures. that benefits are awarded only to applicants that 
satisfy the St~te Agency's program criteria A cost-benefit analysis for the 
exchange made. under this Agreement is not requir.ed in accordance with the 
determination by the SSA Data Iiltegrity Board (DID) ts;> waive s~ch analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). 
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IV. Record Description 

456-F1311 

A. Systems ofRecor.Qs 

SSA SORs used .for purposes of the subject data e·xchange.S 'include: 

• 60-005'8 -- Master Files o{ SSN Holders and SSN Applications 
(accessible through EVS, SVES, or Quarters of Goverage 
Query data systems); 

• 60-00.59 ·- Earnings Recbrdi.Qg and Self-Employment ln90Ple System 
(acces.sible -through BEND EX, SVE.S, or Quarters ·Qf Co~e 
Query data systems); 

• 60-0090 -- Master Beneficiary Record (accessible through BEND EX or 
SVES data systems); · 

• 6o:o 103 -- Supplemental Security Income Record (SS.R) and Special 
VeteC8.11S Benefits (SVB) (accessible through. SDX or S~S 
data·systems); 

• 60-0269 -- Prisoner UpdAte Propessing System (PUPS) (accessibl~ through 
SVES or Prisoner Query data sysJems). 

• 60-032:1: ~ Medicare P.art D and Part D Subsidy File 

The State A.gency will only use the tax return data·contained in SOR 60-0059 
(bamings Recording and Self-Employment Income. System) in accorda:nc~with 
26 U.S,C. §· 6103. 

B. Dat.a Eleme)lts 

Data elements disclosed in compJJter matching go:vemed by this Agreemept are 
Persoo<llly Identifiable lnformation(PII) from specified SSA SORs. including 
names, SSNs, addresses, amounts., and other information related te> SSA benentS, 
and· earnings infoonation. Specific listings of data elements. IU'e av;Ulable.at 

htto;/fwww.ssa.aov/q!x/ 

C. Number of .Records Involved 

The number of records for ~ch program covered under this Agreement i$ equal to 
the nwnber of title II, title· XVt, or title xvm recipients resident in the. State as 
recorded in SSA 's Annual Statistical SJJpple,rnent found on the Internet at: 

http;//www.ssa.gov/policy/docs/statcom!?§/ 

This number Wi.U fluctuate during the tenn of this Agreement, co.rresponding to 
the number of title U, title XVI, and title XVIII recipientS added to. or deleted 
fro.m, SSA databases- during the tenn of this Agreeme.nt. 
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V. Notice and Opportunity to Cont~t Procedures 

A56-Fj311 

A. Notice to Applicants 

The State Agency will notify all individuals who apply for federally funded, 
state-administered benefits under the Act that any data they provid~ are subject to 
verification through computer matching with SSA. The State Agency and SSA 
will provide such notice through appropriate language printed on application 
forms. or separate handouts. 

B. Notice to Beneftciaries/Recipi-en.ts/Annultants 
I . 

The State Agency will provide notice to beneficiaries, recipients, and annuitants. 
under the programs covered by this Agreement infoiilling them of ongoing 
computer matching with SSA. SSA will provide such notice through publication 
in the· Federal Register and periodic mailings to all beneficiaries, recipients,.and 
annw'tants c;ie·sCribing SSA's ~tc;hing activiti~s . 

C. Opportunity to Contest 

The State Agency will Qot terminate, suSpend, reduce, deny, drtake other adverse 
action against ah applicant for .or ·recipient of federally f\mded, state-administered 
benefits based on data disclosed by SSA from its 'SORs until the individual is 
notified in writing ofthe potential adverse action and provided an ·opportupjty ~o 
contest the planned action. "Adverse action'' means any. ~titm that results in a 
termination. suspension, reduction, et final denial 9f eligibility, paynlent, or 
benefit. Such notices will: 

1. Inform tbe individual .oftbe match findings and the oppo.rtunity to contest 
these fmdings; 

2. Give the individual until the expiration of 1111Y time period established for the 
relevant program by a statute or regulation for the ·individual to resJ?ond to 
the notice. If no such time period is established by a statute o.r regulation for 
the pf9gram, a 30-day period will be provided l'he time perioq b'egins on 
the date on· which notice is mailed· or otherwi~e provided to the individual to 
~espond; and 

3. Clearly state that. unless tli~ in.divldual responds te the I\Otice in. the required 
time period, the State Agency will conclude that the SSA data are. conect and 
will effec.tuate the thr.eatened action or otherwise ·make the necessary 
adjustment to the individua)'s bene£t or entitlement. 
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VI. Records Accuracy Assessmentnnd Verification Procedures 

The St!J.te Agency may use SSA 's benefit dara without independexrt VQrification. 
SSA bas independently assessed the accuracy of its benefits data to be mo~e than 
99 percent accurate when they are created. 

Prisoner and de~ data, some of whic;h is not independently ve,rified by SSA, does 
not have the same degree of accuracy as SSA's benefit data. Therefore-, the State 
A,gency·must independently verify these data through applicable State verification 
procedures and the notice and opportunity to contest procedures si>ecified in 
Section V of this Agreetnent l>efore t~g any. adverse action against any l:ndivid~. 

SSA' s citizenship data may be less than 50 percent CUl'Ient Applicants for SSNs 
report their eitizenship status at the time they apply for their SSNs. There is no 
obJigati·on for an individual to report t6 SSA ·a change in his ·or her immigration status 
until he or she files a claim fot benefits. 

Vll. Disposition and Records Retention ofMat~~d ltems 

A. The State Agency wiU retain aJ,l data rec.etved from SSA to administer p.t;ogr~ 
goveme4 by this Agreement only fur the· re·quired p.rocessing times for the 
applicable federally funded benefit prQgrams and will then destroy a:ll SU:Ch data. 

B. The State Agency. may .retain S SA. data ip hardcopy to meet evidentiary 
requirements, provided that they retire such cblta in accordance·with applicable 
state laws g9verni.ng the State Agency's retention of records. 

C. The State :Agency may U$e any accretions, deletiops, or changes to the SSA data 
governed by ~s Agreement to update their ~ast~ files of federally fund~d. 
state-administered benefit program applicants and ·recipients and retain sucb 
master ~les in accordance wit}\ applicable. state law.s governing the State 
Agency's retention of records . 

. D. The State Agency may not creat.e.separate ftles or records comprised. solely of the 
data provided by SSA to ac!,minister programs governed bY this Agreement. 

E. SSA will delete .electronic data .input files re<:;eived. from the State Agency after it 
processes the applicabl~ match. SSA will retire its da.ta in accorii!IJI.Ce with the 
Federal Records Retention Schedule (44 U.S.C. § 3303a). 

VUI. Security Procedures 

456-F1311 

The State Agency will comply with ~e security ~d safeguarding requireme~ts of the 
Privacy Act, as amended by the CMPPA, related OMa guidelines; FlSMA, related 
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NIST guidelines, and the current revision of IRS Publication 1075, Tax Information 
Security Guidt:lin,esfor Federal, State and L!>cal Agencies and Entities, available. at 
htto://www.irs.gov. In addition, the State Agency will ~vein place administrative, 
technical, arid physical safeguards for the matched data and results of such matches. 
Additional administrative, technical, and physical security requirements governing all 
data SSA provides electronically to the State Agency, .inch.1.ding specific guidance on 
safegiJarding and reporting responsibilities for PI(, are set forth in the lEAs .. 

IX. Records Usage, Duplication, and Redisclosure Restrictions 

456-F1311 

A the State Agency will use and access SSA data ~ the records created using that 
data only for the purpose. of verifying eligibility for the specific federally funded 
benefit programs identified in the IEA. 

B. The State Agency will ~amply with the following limita.tions on use, duplication,, 
and redisclosure of SSA ~· 

1. The State Agency wiU not use or redisclose the data disclosed by SSA for any 
purpose other than to determine· eligibility for; or the amount of, benefits 
under tb.e state-administered income/health maintenance programs identified 
in this Agreement. 

2. The State Agency will ~ot use the data d\sclo·sed by SSA to extract 
information cogceming individuals: who are neither applicants for, nor 
recipients of, benefits under the state-administered income/health mainte~ce 
progra.JDS identified in this Agreement. 

~ . The State Agency will use the Federal tax information (Ffl) disclosed by 
SSA only to determine individual eligibility for. or til~ amoUQt of, assistance 
under a state plan pursuant to section 1137 programs· and child support 
enforcement programs in accordance with 26 U.S.C. § 61 03(1)(7) and (8). 
The State Agency receiving FTI will maintain all FTffrom IRS in accordance 
with 26 U.S.C. § 6103(p)(4) and the IRS Publication 1075. Contractors and 
agents acting on behalf of the State Agency will only have access to tax return 
de.ta where specifically authorized by 26 U.S.C. § 6103 ·and the IRS 
Publication 1075. 

4. The State Agency will use the citizenship. status <Jata disclosed by SS~ 
u.p~er the Children• s Hea1th Insurance PrQgr;un Reauthorization Act of 2009., 
Pub. L. 111-3, only for the purpose of determining entitlement to Medicaid 
and·CHIP programs for new applicants. 

5. The State Agency will restrict access to the data disclosed by SSA to only 
those authorized ·state employees, conttactors, and agents who need such data 
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6. The State Agency wi~ enter into a written agreement with each of its 
contractors and agents who need SSA data to perform their official duties 
whereby such c.ontractor or agent agre~:<s to abide by all relevant Federal laws, 
restrictions on access, use, and disclosure, and security requirements in this 
Agreement. The State Agency will provide its contractors and agents with 
copies of this Agreement, related IEAs1 and all related attachments before 
initial dis~losure of SSA data to such contractors and agents. Prior to signing 
this Agreement, and thereafter at SSA's request, the .S~te Agency will obtain 
from its contractors and agents a current list of the employees of 'Such 
contractors and agents with access to SSA data and provide ·such lists to SSA. 

7. The State Agency's employees, contractors, and agents who access, use, or 
disclt>se SSA data in: a manner or purpose not ·authorized by .this Agreement 
may be subject to civil and criminal sanctions pursuant tp applicable Federal 
statUtes. 

C. The State Agency 'will not duplicate· in a separate file or disseminate, without prior 
written pemlission from SSA, the data govemed·by this Agreem~t for any. 
p\lU)Ose other than ro determin~ entitlement tg, or eligibility for, fed~ally funded 
benefits. The State Agency proposing the redisclosure must specify in writing to 
SSA what data are being disclosed, to whom, and the reasons that justify the 
.iediscloSJJie. SSA Will not give permission for such redi&closure unless the 
redisclosure is reqJ.lired by law or essential ro the cc;mduct of the matching 
program and authorized under a. routine use. 

X. C9mptroller General Access 

The Comptroller General (the Government Account4J,bility Office) may have a.c.cess to 
all records of the State Agency that the Comptroller General deems necessary to 
monitor and verify compliance with this Agreement in accordance with 
5 U.S.C. § 552a(o)(l)(K). 

XI. Duration, ·Modification, and Termination of the A_greeme.nt 

456-F1311 

A. Duration 

1. This Agreement is. effective from July 1, 2012 (Effec:tiv~ Date) through 
December 31, 2013 (Expirjition Date). 

2. ln accordance with the CMPPA, ~SA will: (a) publish a Comput~r 
Matchipg Notice· in tbe Federal Register at least 30 days prior to the 
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Effective Date;. (b) send required notices to the Congressional committees of 
jurisdiction under 5 U.S.C. § S52a(o)(2)(A)(i) at least 40 days prior to the 
Effective Date; and (c) send the required report to the OMB at least 40 days 
prior to the Effective Date. 

3. Within 3 months prior the Expiration Date, the SSA om may, without 
a<;lditional review, renew this Agreement for a period -not to exceed 
12 months, pursuant to 5 U.S. C. § 552a(o)(2)(D), Jf: 

•. the appj.icable data exchange will continue without any change; and 
• SSA and the State Agency certify to the om in writing that the 

applicable data exchange has been «<onducted .in compliance with this 
Agreement. 

4 . If either SSA or the State Agency does not wish to tenew this Agreement, it 
must notify the othe.r party of its intent not to renew .8.t least l months. prior 
to the Expiration Date. 

B. Modification 

Any modification to this Agreement must be in writing, signed by both parties, 
and approved by the SSA Dill. 

C. Tetm.ination 

The parties may t~rminate this Agreement at any time-upon murual written 
consent of both parties. Either party. may unilaterally temtinate this Agreement 
upon 90 clays advance written notice to the other party; such unilateral termination 
will be ·~ctive 90 days after the date of the notice, or at a later date specified in 
the notice. 

SSA may imm:ediately and unilaterally suspend the da1a flow or terminate this 
Agreement ·if SSA determines., in its sole discretion, that the State Agency has 
violated 'Or failed to. comply with this A$l'eement. 

XII. Reimbursement 

456-F1311 

In accordance with section 11 06(b) of the Act, the Commissioner of SSA bas 
determined not to charge Ute State Agency the costs of furnishing the electronic data 
from the SSA SORs under this Agreement. 
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X1lL Djsc:laimer 

SSA is not liable for any damages or loss resulting from enor.s in the data provided 
to the State Agency under any lEAs govemed by this A~ent. Fw:tbermore, SSA 
js not liable for any damages or loss resulting from the destruction of any materials 
or da.ta provided by the State Ageney. 

XIV. Points of Contact 

456-F1311 

A. SSA Point of Contact 

Regional Office 
· Martin White, Director 

San Francisco Regional Office, Center for Programs Support 
1221 NevinAve 
-Richmond CA 94801 
Phone! (510) 970-8243'/Fax:· (51 0J 970-8101 
Martin.White@ss.a.gov 

B. S~~te Agency Point of Con faCt 

$onia.Heqera 
lie~th aJ?-d Human SerVices AgeQt.y 
16@0 Ninth Str.eet, Room 460 
Sacramento, CA 95814 
Phone: (916) 654-3459{Fax.: (-916) 44-SO!H 
$errera@chhs.ca.gov 
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XV. SSA and Data Integrity Board Approval o~Model CMPPA Agreement 

The signatories below warrant and represei:U that they have the competent authority 
on behalf of SSA to approve the model of this CMPPA Agreement. 

SOCIAL SECURITY ADMINISTRATION 

~~ Dawn . Wi · 
Deputy Executive Director 
Office of Privacy and Disclosure 
Office of the General Counsel 

Date 

I certify that the SSA Data Integrity B"oard approved the model e>f this CMPPA 
Agreement 

Daniel F. Callahan 
Chair 
SSA Data Integrity· Board 

Date 

XVI. Authorized Sjgoatures 

456-F1311 

The signatories "below warrant and represent that they have the competent authority 
on behalf of their respe.ctive agencies to enter into the obligations set forth in this 
Agreement. 

II 
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SOCIAL SECURITY ADMINISTRATION 

HEALTH AND HUMAN SERVICES AGENCY 

Date l 

.. 
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AUTHORIZED DATA EXCHANGE SYSTEM(S) 

456-F1311 
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Authorized Data Exchange System(s) 

BEER (Beneficiary Earnings Exchange Record): Employer data for the last calendar year. 

BEND EX (Beneficiary and Earnings Data Exchange): Primary source for Title II eligibility, 
benefit and demographic data. 

LIS (Low-Income Subsidy): Data from the Low-Income Subsidy Application for Medicare Part 
D beneficiaries- used fo1; Medicare Savings Programs (MSP). 

Medicare 1144 (Outreach): Lists of individuals on SSA roles, who may be eligible for medical 
assistance for: payment of the cost of Medicare cost-sharing under the Medicaid program 
pursuant to Sections 1902(a)(10)(E) and 1933 of the Act; transitional assistance under Section 
1860D-3l(f) of ttle Act; or premiums and cost-sharing subsidies for low-income individuals 
under Section 1860D-14 of the Acl · 

PUPS (Prisoner Update Processing System): Confinement data received from over 2000 state 
and local institutions (su,ch as jails, prisons, or o~er penal institutions or correctional facilities)­
PUPS matches the received data with the :MBR and SSR benefit data and generates alerts for 
review/action. 

QUARTERS OF COVERAGE (QC}: Quarters of Coverage data as assigned and described 
under Title II of the Act-- The term "quarters of coverage" is also ref~ to as "credits~ or 
"Social Security credits" in various SSA public information documentS, as well as to refer to 
"qualifying quarters" to detennine entitlement to receive Food Stamps. 

SDX (SSI State Data Exchange): Primary source of Title XVI eligibility, benefit and 
demographic data as well as data for Title VIII Special Veterans Benefits (SVB). 

SOLQ/SOLQ-1 (State On-line Query/State On-line Query.-IDternet): A real-time online 
system that provides SSN verification and :MBR and SSR benefit data similar to data provided 
through SVES. 

456-F)311 
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SVES (State Verification and Exchange System): A batch system that provides SSN 
verification, MBR benefit jnfo.rmation, and SSR.in.formation through a uniform data 
response based on authorized user-initiated queri~. The SVES types are divided into 
five different responses as follows: 

SVESI: 
SVES IJCitizenship* 

SVESii: 

SVESW: 

SVESIV: 

This batch provides strictly SSN verification. 
This batch provides strictly SSN verification and 
citizenship data. 
This batch provides strictly SSN verification and 
MBR benefit information 
This batch provides strictly SSN verification and 
·SSRISVB. . 
This batch provides SSN verification, MBR benefit 
infonnation, and SSRISVB information, which 
represents all available SVES data. 

• Citizenship status data disclosed by SSA under the Children's Health Insurance 
Program Reauthorization Act of 2009, Pub. L. 111-3 is only for the purpose of 
determining entitlement to Medicaid and CHIP program for new applicants. 

2 
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ATTACHMENT 4 

ELECTRONIC l~fORMATION EXCHANGE SECURITY 
REQUIREMENTS AND PROCEDURES 
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ELECTRONIC INFORMATION EXCHANGt; 

SECURITY REQUIREMENTS AND PROCEDURES 

FOR 

STATE AND LOCAL AGENCIES 

i:XCHANGING ELECTRONIC INFORMATION WITH THE 

SOCIAL SECURITY ADMINISTRATION 

SENSITIVE DOCUMENT 

VERSION 5.0 
MARCH 9, 2012 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

. FOR 
STATE AND LOCAL AGENCIES . 

EXCHANGING ELECTRONIC INFORMATION WITH THE 
SOCIAL SECURITY ADMINISTRATION. 

Table of Contents 

1 . Introduction 

2. Electronic Information Exchanae fEIEl Definition 

3. Roles and Responsjbi!ltjes 

4· General Systems 5ecurjtv 5tandards 

5. SVstems Securttv Requirements 
5.1 OVerview 
5.1 General System Secudtv Design and Operating Enylronment 
5.3 System Access Control 
5.4 Automated Audit Trail 
5.5 Personally Identjfiable Intorrnatjon CPIIl 
5 .6 MonttarJna and Anomaly Detection 
5.7 Management OVersight and oualttv Assurance 
5.8 Data and Communications Security 
5.9 Incident Reportlna 
5.10 Secyrttv Awareness and Emplgyee Sanctions 
5.11 Contractors of Electronic Information E)(chanqe P•rtners 

6. Generai--Securttv Certjflqtion and Compliance ReVIew programs 
6.1 The SecUritY Certification Program 
6.2 Documenting Security Controls jn the Security Design plan CSQPl 

6.2.1 When the SDP and BA are Required · 
6.3 The Certification Process 
6.4 The Compliance Bevlew program and process 

6.5.1 EIEP Comol!ance Reylew participation 
6.5.2 verWcatlon of Audit Samples 

6.6 Scheduling the Onslte Reylow 

7. Additional Definitions 

8. Reaulatorv References 

9. Frequently Asked Ouestlons 

10. Diagrams 
Flgw Chart of the 015 eertiflcation Process 
Flgw Chart of the OIS COmpliance Reyjew Process 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

FOR 
STATE AND LOCAL AGENCIES 

RECEIVING ELECTRONIC INFORMATION FROM THE 
SOCIAL SECURITY ADMIN~STRAnON 

The Social Security Administration (SSA) Is required by law to maintain oversight and assure the 
protection of Information It has provided to Its 'electronic Information exchange partners' (EIEP)s. 
EIEPs are entitles that have established an electronic Information sharing agreement with the 
agency. 

The overall aim of this document Is twofold. First, to ensure that ElEPs are properly certified as 
compliant by SSA to SSA security requirements, standards, and procedures expressed in this 
document, prior to being granted access to SSA Information In a production environment; second, 
to ensure that EIEPs ad.equately safeguard electronic Information provided to them by SSA. 

This document (which Is considered SENSITIVE by SSA and must be handled accordingly), 
describes the security requirements which must be met including, SSA's standards and procedures 
which must be implemented by outside entitles (state and local agencies) In ord.er to obtain 
Information from SSA electronically. ThiS dorument assists outside entitles In understanding the 
criteria that SSA will use when evaluating and certifying the system design, and security features 
used for electronic access to SSA-provided Information. It also provides the frameworl< and 
general procedures for SSA's security compliance review program Intended to ensure, on a periodic 
basis, conformance to SSA's.securlty requirements by outside entitles. 

The addition, elimination, and modification of security' controls, etc. are predicated upon factors 
whldllmpact the level of security and due diligence required for mitigating risks, e.g., the 
emergence of new threats and attack methods, the availability of new security technologies, etc. 
System security requirements (SSR) are, therefore, periodically reviewed and revised. Accordingly, 
over time, the SSRs may be subject to change. 

The EIEP must comply with SSA's most current SSRs for access to SSA-provided.data. However, 
SSA will work with Its partners In the. EIEPs' resolution of any deficiencies which occur subsequent 
to previous approval for access as the result of updated SSRs. Additionally, EIEPs may proactively 
ensure their ongoing compliance with the SSRs by periodically requesting the most current SSR 
package from their SSA contact and making such adjustments as may be necessary. 

2 , Electronic Information Exchange (EIE) Definition 0 

For discussion purposes herein, EIE Is any electronic process In which Information under SSA 
control Is disclosed to any third party for program or non-program purposes, without the specific 
consent of the owner of that Information. EIE Involves Individual data transactions and data files 
that are processed within the programmatic systems of either or all parties to electronic 
Information sharing agreements with SSA. Th'ls Includes direct terminal access (DTA) to SSA 
systems, batch processing, and variations thereof (e.g., online query) regardless of the systematic 
method used to accomplish the activity or to Interconnect SSA with the EIEP. 

3 
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;!. Roles and Responsibilities 0 

The SSA Offlce of Information Security (01$) has agency·wlde responsibility for interpreting, 
developtng, c,nd Implementing security policy; providing security and Integrity r~vlew requirements 
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing 
and disseminating security training and awareness materials, and providing consultation and 
support for a variety of agency initiatives. SSA's security reviews ensure that external systems 
receiving Information from SSA are secure and operate In a manner that Is consistent with SSA's 
Informat(on Technology (IT) security policies and In rompllance with the terms of electronic 
Information sharing agreements executed by SSA and the outside entity. Within the context of 
SSA's security policies and the terms of electronic information sharing agreements with SSA's 
EIEPs, 01S exclusively conducts and brings to closure Initial security certifications ·and periodic; 
security c:Ompllance reviews of EIEPs that process, maintain, transmit, or store SSA-provlded data 
in accordance with pertinent Federal requirements which Include the following (refer to 
References): 

a. The Federallnformatlon Security Management Act (FISMA) requires the protection of "Federal 
information In contractor systems, Including those systems operated by state and local 
governmentS". 

b. Social Security Admf.nlstratlon (SSA) policies, standards, procedures, and directives. 

Privacy Information is Information about an Individual Including, but not limited to, personal 
Identifying Information Including the social security number (SSN). 

The data (last 4 digits of the SSN) provided by SSA to Its EIEPs for purposes of the Help America 
Vote Act (HAVA) does not Identify a specific individual and, therefore, Is not 'Privacy Information' 
as defined by the Act. 

However, SSA Is diligent In discharging Its responsibility for establishing appropriate administrative, 
technical, and physical' safeguards to ensure the security, confidentiality, and availability of Its 
records and to protect against any artldpated threats or hazards to thetr·security or Integrity. 

Therefore, although the Information provided HAVA is not, by definition, 'Privacy Information' and 
as such, does not require that SSA conduct compliance reviews of entities to which lt provides 
Information for purposes of HAVA; SSA does require that those organizations adhere to the terms 
of their electronic lnfor:mation sharing agreements with SSA. 

SSA regional O.tll Exchange Coordinators (DECS) are the bridge between SSA and state BEPs. 
As such, In the security arena, DECs will assist OIS In coordinating data exchange security review 
activities with state and local EIEPs; e.g., providing points of contact with state agencies, assisting 
In setting up security reviews, etc. DECs are also the first points of contact for states If an 
employee of a st~te agency or an employee of a state agency's contractor or agent becomes aware 
of suspected or actual loss of SSA-provlded personally Identifiable infonnation (PII). 

4 . General Systems Security standards 0 

EIEPs that request and receive Information electronically from ·s·sA must comply with the following 
general systems security standards concerning access to ~nd control of SSA-provtded Information. 
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NOTE: EIEPs may not create separate nles or records comprised solely of the Information 
provld~d by SSA. 

a. EIEPs must ensure that means, methods, and technology by which SSA~provided Information Is 
processed, maintained, transmitted, or stored neither prevent nor Impede the EIEP's ability to: 

• safeguard the Information In conformance to SSA requirements; 

• efficiently Investigate fraud, breach, or security events that Involve SSA-provlded data, or 
Instances of misuse of SSA-provlded data. 

For example, utilization of doud computing may have the potential to jeopardize an EIEP's 
compliance with the terms of 'their agreement or SSA's associated system security requirements 
and procedures. 

. b. EIEPs must ensure that SSA~provlded data Is not processed, maintained, transmitted, or stored 
In or by means of data communications channels, electronic devices, compl.lters, computer 
networks,· etc. that are located In geographic or virtual areas not subject to U.S. law. 

c. EIEPs must restrict access to the Information to authorized users who need It to perform their 
official duties. 

NOTE: Contractors and agents (hereafter referred to as contractors) ofthe EIEP who 
process, maintain, transmit, or store SSA .. provlded data are held to the same security 
requirements as are employees of the EIEP. Refer to the section 'Contractors of 
Electronic Iaformatjon Exchange Partners' In the 'Systems Security 8equlrements' for 
add/tiona/Information. 

d. Information received from SSA must be stored In a manner that, at all times, Is physically and 
electronically secure from access by unauthorize~ persons. 

e. SSA-provlded Information muSt be processed under the Immediate supervision and control of 
authorized personnel. · 

f. EIEPs must employ both physical and technological safeguards to ensure against unauthorized 
retrieval of SSA-provlded Information by means of computer, remote terminal, or other n:Jeans. 

g. BEPs must have in place formal PII incident response procedures. Wtien faced with a security 
Incident whether caused by malware, unauthorized access, software issues, or acts of nature, · 
etc., EIEP must be able to respond In a manner that protects SSA-provlded Information affected 
by the Incident. 

h. EIEPs must have an active and robust employee security awareness program that is mandatory 
for all employees who may have access to SS~-provlded Jnformatlon. 

I. EIEP employees with access to SSA provided Information must be advised of the confidentiality 
of the Information, the safeguards required to protect the Information, and the civil and criminal 
sanctions for non-compliance contained In the applicable Federal and state laws. 

J. At its discretion, SSA or Its designee, must have the option to conduct onslte ·security reviews 
or make other provisions, to ensure that EIEPs maintain adequate security controls to 
safeguard the Information we provide. 
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s. Systems Security R~qulrements 0 

5.1 Overview 0 

Following is a discussion of SSA's security requirements that must be met by Its EIEPs. SSA 
must certify that controls to meet the requirements have been Implemented and Wo{'klng as 
Intended, before It will authorize Initiating transactions to and from SSA through batch data 
exchange processes or online processes such as State Online Query (SOLQ} or Internet SOLQ. 

Th~ Systems Security R~qulrements (SSR)s address management, operational, and technical 
aspects of security regarding the confidentiality, Integrity, and availability of Social Security 
Administration (SSA) provided Information used, maintained, transmitted, or stored by SSA's 
aEPs. 

SSRs are representative of the ·current state-of-the-practice security controls, safeguards, and 
countermeasures required for Federal Information systems by Federal regulations and 
statutes, congressional mandates, etc., Including but not limited to the Privacy Act of 1974, 
the Federal Information Security Management Act (FISMA}, etc. and recommended by 
standards and guidelines established by NIST, etc. 

5.2 General System·securfty Design and Operating Environment 0 

The EIEP must provide descriptions and explanations of their overall system design, 
configuration, security features, and operational environment and lndude discussions of how 
they conform to SSA's requirements. Discussion must also lndude: 

• Description of the operating envlronment(s) In which SSA~provlded data Is to be utilized, 
maintained, and transmitted . 

• Description of the business process(es) In which SSA-provlded Information Is to be used 

• Physlcal safeguards employed to ensure that unauthorized personnel cannot access SSA­
provided data and that audit Information pertaining to use of and access to SSA-provlded 
Information and 'the EIEP's associated applications Is readily available 

• Electronic safeguards, methods, and procedures for protecting the EIEP's network 
Infrastructure and for protecting SSA-provlded data while In transit, In use within a 
process or application, at rest (stored or not In use); preventing unauthorized retrieval of 
SSA-provlded Information by computer, remote terminal, or other means; Including 
descHptions of security software other than access control software (e.g., security patch 

· and antl-malware software Installation and malntena.nce, etc.) 

5.3 System Access Control 0 

EIEPs must utilize and maintain technological (logical) access controls that limit access to 
SSA-provlded Information and assodated trapsacttons and functions to only those users, 
processes acting on behalf of authorized users, or devices (including other Information 
syst_ems) authorized for such access based on their official duties or purpose(s). EIEPs must 
employ a 'recognized user access security software package (e.g. RAC-F, ACF-2, TOP SECRET) 
·or a security software design which is at minimum equivalent to such products. The access 
control software must utilize personal Identification numbers (PIN) and passwords or 
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biometric Identifiers In combination With the user's system Identification code (useriD), etc. 
(e.g., the access control software must employ and enforce (1) PIN/password, and/or (2) 
PIN/biometric Identifier, and/or (3) Sn]artCard/ biometric Identifier, etc., for authentication of 
users). · 

Depending upon the computing platform (e.g., client/server (PC),·malnframe) and the access 
software Implementation, the terms "PIN" and "user system Identification code (useriD)" may 
be, for practical purposes, synonymous. For example, the PIN/password combination may be 
required for access to an Individual's ~after which, the useriD/password combination m~y 
be required for access to a mainframe application. (A biometric Identifier may supplant one 
element In the pair of those combinations). 

Impler:nentatlon of the control software must be In compliance with recognized industry 
standards. For example, password policies should enforce sufficient construction strength 
(length and complexity) to defeat or minimize risk-based Identified vulnerabilities, ensure 
JlmltatioflS for password repetition; teQlnlcal controls should enforce periodic password 
changes based on a risk-based standard (e.g., maximum password age of 30- 45 days, 
minimum password age of 3 - 7 days), enforce a!Jtomatlc disabling of user accounts that 
have been Inactive for a specified period of time (e.g., 45 days); etc. 

EIEPs must have management control and oversight of the function of authorizing Individual 
use.r access to SSA-provlded lnforr:natlon ar;td over the process of Issuing and managing 
access control PINs, passwords, biometric Identifiers, etc. for access to the EIEP's system. 

The EIEPs' systems access rules must cover such matters as least privilege and individual 
accountability regarding access to sensitive Information and associated transaction~ and 
functions, control of transactions by permissions modules, the assignment and limitation of 
system privileges, 'disabling accounts of separated employees (e.g., within 24 hours), · 
Individual accountability, work at home, dial-up access, and connecting to the Internet. 

5.4 Automated Audit Trail 0 

EIEPs that receive lnfon:natlon electronically from SSA are required to Implement and 
maintain a fully automated audit trail system (ATS). Tlle system must, at a minimum, be 
capable of creating, storing, protecting, and efficiently retrieving and collecting records 
Identifying the Individual user that Initiates a request for information from SSA or accesses 
SSA-provlded data. At a minimum, Individual audit trail records must contain the data 
needed (Including date and time stamps) to associate each query transaction or access to 
SSA-provlded Information with Its Initiator, their action, If any, and the relevant business 
purpose/proce5s (e.g., SSN verification for driver license, etc.). each entry In the audit file 
·must be stored as a separate record, not overlaid by subsequent records. Transaction flies 
must be created to capture aU input from Interactive Internet applications which access or 
query SSA-provlded data. · 

EIEPs whose transactions with SSA are mediated AND audited by an STC (e.g., State 
Transmission Component)' are responsible for ensuring that the STC's audit capabilities meet 
SSA's requirements for an automated audit trail system. Tlle EIEP must also establish a 
process by which the EIEP Is able to efficiently obtain audit Information from the STC . 
regarding the EIEP's SSA transactions. 

Access to. the. audit file must be r~str1cted to authorized users with a "need to know" and audit 
file data must be unalterable (read only) and maintained for a minimum of-three (preferably 
seven) years. Information in the audit file must be retrievable by an automated method and 
capable of being mad~ available to SSA upon request. Audit trail records must be backed up 
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on a regular basis to ensure their availability. Backup audit flies must have the same level of 
protection as that applied to the original flies. 

If SSA-provfded information is retained by the EIEP (e.g., Access databa'se, Share Point, etc.), 
or if certain data elements within the EiEP's system wlli Indicate to users that the information 
has been verified by SSA, the EIEP's system must also capture an audit trail· record of any 
user who views SSA-provided Information stored within the EIEP's system. The audit trail 
requirements for these Inquiry transactions are the same as those outlined above for the 
EIEP's transactions requesting or accessing lnformatio!l directly from SSA. 

5.5 Personally Identlflabl~ Information (PII) 0 

PU Is defined as any Information which can be used to distinguish or trace an Individual's 
Identity, such as their name, social security number, biometric records, etc., alone or when 
combined with other personal or Identifying information which is linked or linkable to a 
spedtlc Individual, such as date and place of birth, mother's malden name, etc. 

PII loss is defined as a circumstance wherein SSA has reason to believe that Information on 
hard copy or In electronic format which contains Pll provided by SSA to an EIEP, has left the 
EIEP's custody or has been disclosed by the EIEP to an unauthorized Individual or entity. PII 
loss Is a reportable lnddent (refer to Incident Beoortlnq), · 

If a Pll loss Involving SSA-provi~ed d~ta occurs or Is suspected, the EIEP must be able to 
quantify the extent of the loss and compile a complete list of the Individuals potentially 
affected lnddent (refer to Inc/dent Bepoctjnq}. 

5.6 Monitoring and Anomaly Detection 0 

The EIEP must establish and/or maintain continuous monitoring of Its network Infrastructure 
and assets to ensure that: 

• Implemented security controls continue to be effective over time 

• only authorized Individuals, devices, and processes have access to SSA-provlded 
Information 

• efforts by external and Internal entitles, devices, or processes to perform unauthorized 
actions (I.e., data breaches, malicious attacks, access to network assets, 
software/hardware Installations, etc.) are detected as soon as they occur 

• the necessary parties are Immediately alerted to unauthorized actions performed by 
external and' lntemal entitles, devices, ~r processes 

• upon detection of unauthorized actions, measures are immediately initiated to prevent or 
mitigate associated risk 

• In the event of a data breach or security Incident, the necessary remedial actions can be 
efficiently determined and Initiated 

• trends, patterns, or anomalous occurrences and behavior In user or network activity that 
may be Indicative of potential security Issues are more 'readily dlscemable 
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The EIEP's system must Include the capability to prevent employees from browsing SSA 
records (e.g., utilize a permission module and/or employ a system design which Is 
transaction-driven, whereby employe~ are unable to Initiate transactions) . If such a design 
Is used, the EIEP then needs only minimal additional monitoring and anomaly detection 
(detect and monito·r employees' attempts to gain access to SSA-provlded data to which they 
are not authorized and attempts to obtain Information from SSA for clients not In the EIEP's 
client system). However, measures m!Jst exist to prevent circumvention of the permission 
module (e.g., creation of a bogus case 'and subsequently deleting it in such a way that it goes 
undetected). 

If the EIEP's design does not current,Y utilize a permission module and Is not transaction­
driven, until at least one of these security features Is implemented, the EIEP must develop 
and Implement compensating security controls to deter their employees from browsing SSA 
records. These controls must Include monitoring and anomaly detection features, either · 
systematic, manual, or a combination thereof. Such features must Include the capability to 
detect ·anomalies In the volume -and/or type of transactions or queries requested or Initiated 
by Individuals and Include systematic or manual procedures for verifying that requests for and 
queries of SSA-provlded Information are In compliance with valid official business purposes. 
The system must also produce reports providing management and/or supervisors with the 
capability to appropriately monitor user activity, such as: 

• User ID Exception Reports: 

This type of report captures information about users who enter Incorrect user IDs when 
attempting to gain access to the system or to the transaction that Initiates requests for 
Information from SSA, Including failed attempts tQ·enter a password. 

• Inquiry Match Exception Reports: 

This type of report captures information about users who may be Initiating transactions for 
SSNs that have no client case association within the EIEP's system (100 percent of 
these cases must be·revlewed by the EIEP's management). 

• System Error Exception Reports: 

This type of report captures Information about users who may not understand or be 
following proper procedures for access to SSA-provlded Information. 

• Inquiry Activity Statistical Reports: 

This type of report captures Information about transaction usage patterns among 
authortzed users and Is a tool which would enable the EIEP's management to monitor 
typical usage patterns In contrast to extraordinary usage. 

The EIEP must have a process for distributing these monitoring and exception reports to 
appropriate local managers/supervisors or to local security officers to ensure that the reports 
are used by those whose responsibilities Include monitoring anomalous activity of users 
Including those who have been granted exceptional system rights and privileges. 

s. 7 Management Oversight and Quality Assurance 0 

The EIEP' must establish and/or maintain ongoing management oversight and quality 
assurance capabilities to ensure that only authorized employees have access to SSA-provided 
Information and to. ens~re that there Is ongoing compliance with the terms of the EIEP's 
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electronic Information sharing agreement with SSA and the SSRs established by SSA for 
access to and use of SSA-provlded data by EIEPs. The management oversight function must 
consist of one or more of the EIEP's management officials whose job functions include 
responsibility for assuring that access to and use of SSA-provlded Information Is appropriate 
for each employee position type for which access Is granted. 

The EIEP must assure that employees granted access to SSA-provlded Information receive 
adequate training on the sensitivity of the Information, associated safeguards, procedures 
that must be followed and the penalties for misuse. 

Although not required" It Is recommended that EIEPs establish the following functions and 
require that they be performed by employees whose job functions are separate from those 
who request or use Information from SSA; 

• Performing periodic self-reviews to monitor the EIEP's ongoing usage of SSA-provlded 
information. 

• Random sampling of work activity Involving SSA-provlded Information to determine 
whether the access and usag,e comply with SSA's requirements. 

5.8 Data and Communications Security 0 

EIEPs must encrypt all Pll and SSA-provlded Information when It is transmitted across 
dedicated communications circuits between Its systems, Included In intrastate 
communications among Its local office locations, and resident on the EIEP's mobile 
computers/devices and removable media, etc. The encryption method employed must meet 
acceptable standards as designated by the National Institute of Standards and Technology 
(NIST). The recommended encryption method for securing SSA-provided data during 
transport Is the Advanced Encryption Standard (AES) or triple DES (Data Encryption Standard 
3) If AES Is unavailable. Files encrypted for external users (when using tools such as 
Microsoft WORD encryption, etc.) require a key length of 9 characters. Although not required, 
It Is recommended that the key (also referred to as a password) contain both a number and a 
special character. However, It is required that the key be delivered In a manner wherein the 
key does not accompany the media. Also, the key must be secured when unattended or not 
In use. 

It Is recommended that the public Internet not be used for transmission of SSA-provided 
Information. If It is, however, Internet and all other electronic communications (e.g., emalls 
and FAXes) containing SSA-provlded Information must, at minimum, utilize Secure Socket 
Layer (SSL) and 256-bit encryption protocols or more secure methods such as VIrtual Private 
Network technology. Additionally, the data must be transmitted only to a secure address or. 
device. · 

EIEPs may retain SSA-provlded data for only the business purpose(s) and period of time 
stipulated in the EIEP's Information Exchange Agreement with SSA. SSA-provlded 
Information is to be deleted, purged, destroyed, or returned to SSA when the purpose for 
which the information was obtained has been completed. 

The EIEP may not save or create separate files comprised solely of Information provided by 
SSA. The EIEP. may, however, apply specific SSA-provlded data to the EIEP's matched record 
(I.e., spedfied data obtained from SSA which matches that In the EIEP's preexisting record). 

Duplication and redlsclosure of SSA·provided Information within or outside the EIEP without 
the written approval of SSA Is J?I'Ohiblted. 
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EIEPs must prevent unauthorized dlsdosure of SSA-provided data after proc~slng has been 
completed and also after the data Is no longer required by the EIEP. The EIEP's operational 
processes must ensure that no residual SSA-provided data remains on the hard drives of 
users' workstations after the user has exited the appllcatlon(s) In which SSA-provided data 
was utilized. In cases where a PC, hard drive, or other computing or storage device on which 
SSA·provided Information resided Will be sent offslte from the EIEP for repair and Its 
Information must be retrievable, the EIEP's repair contract must Include a requirement for 
non-disclosure of SSA·provlded data by the servicing vendor. SSA-provlded Information must 
be completely removed from, rendered unrecoverable, or destroyed on any electronic device 
or media (e.g ., hard drives, removable storage devices, etc.) prior to the device or media 
being serviced by ~n external vendor (when the data need not be recovered), excessed, sold, 
or placed In the custody of another organization. 

To sanltlze media, one of the following methods must be used: 

• Overwriting 

Overwrite utilities can only be used on working devices. The media to be overwritten 
must be designed for multiple reads and writes. This Includes disk drives, magnetic tapes, 
floppies, USB flash drives, etc. The overwrite utility must completely .overwrite the media 
by the pu1J1Ing type of media sanitization to make the data Irretrievable by a laboratory 
attack or laboratory forensic procedures (refer to Definitions for more Information 
regarding Metfi• S;tnltizatlon). Reformatting the media does not overwrite the data. 

• Degaussing 

Degaussing Is a sanitization method for magnetic media (e,g., disk drives, tapes, floppies, 
etc.) •. Degaussing Is not effective for purging non-magnetic media (e.g., optical discs). 
Degaussing must be performed with a certified tool designed for the media being 
degaussed. Certification ~the tool Is required to ensure ~hat the magnetic flux applied to 
the media Is strong enough to render the Information lrretrtevable. The degaussing 
process must render data on the media Irretrievable by a laboratory attack or laboratory 
forensic procedures (refer to DeOnltlons for more Information regarding M1H1!.4 
Sanitization). 

• Physical destruction 

Physical destruction Is the method which must be used when degaussing or over-writing 
cannot be accomplished (for example, COs, floppies, DVOs, damaged tapes, hard drives, 
damaged USB flash drives, etc.). Examples of physical destruction Include shredding, 
pulverizing, and bumlng. 

State agencies m.ay retain SSA-provid(!d data In hardcopy if It Is required to fulfill evidentiary 
requirements, provided the agencies retire such data. in accordance with applicable state laws 
governing ·State agencies' retention of records. The EIEP must ensure that print media 
containing SSA-provlded data Is controlled to restrict its access to only authorized employees 
who need such access to perform_ their official duties and must have In place secure processes 
by which print media containing SSA-provlded data is destroyed when It Is no longer required. 
Paper documents containing SSA-provlded data must be destroyed by burning, pulping!' 
shredding, macerating, or other similar means that ensures that the Information cannot be 
r~covered. 

NOTE: Hand tearing or lining through documents to obscure Information does not 
meet SSA 's requirements for appropriate destruction of Pll} . 
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The EIEP must employ measures to ensure that communications and data furnished to SSA 
contain no viruses or other malware. · 

5.9 Incident Reporting fl. 

The EIEP must develop and Implement policies and procedures fOr responding to the breach 
or loss of Pll and explain how they conform to SSA's requirements. The procedures must 
Include the folloyJJng Information: 

If the EIEP experiences or suspects a breach or loss of PII or a security lnddent which 
Jndudes SSA-provlded data, they must notify the United States Computer Emergency 
Readiness Team (US-CERT) within one hour of discovering the lnddent. The EIEP must 
also notify the SSA Systems Security contact named In the agreement, If within 1 hour 
the EIEP has been unable to make contact with that person, the EIEP must cal! SSA's 
National Network Service Center (NNSC) toll free at 877-697-4889 (select "Security and 
PI! Reporting 11 from the options Hst). The EIEP wl/1 provide updates as they become 
available to SSA contact, as appropriate. Refer to the worksheet, Attachment 5, 
provided In the agreement to fadlltate gathering and organizing Information about an 
Incident. 

The EIEP must agree that lf'SSA determines that the risk presented by the breach or security 
Incident requires the notification of the Individuals whose information Is Involved and/or 
remedial action, the EIEP will perform those actlons without cost to SSA. 

S.10Securfty Awareness and Employ~ Sanctions 0 

The EIEP must establish and/or maintain an ongoing function that Is responsible for providing 
security awareness training for employees. granted access to SSA-provlded Information. 
Training must Include discussion of: 

• The sensitivity of SSA-provided information and address the Privacy Act and other Federal 
and state laws governing Its use and misuse 

• .Rules of behavior concerning use of and security In syst.ems processing SSA-provlded data 

• Restrictions on viewing and/or copying SSA-provlded Information 

• Tl)'e employees' responsibility for proper use and protectlon of SSA-provlded Information 
Including Its proper disposal 

• Security Incident reporting procedures 

" The possible sanctions and penalties for misuse of SSA-provided lnfoi1Tiatlon. 

The EIEP must provide security awareness training periodically or. as needed, and have .In 
place administrative procedures for sanctioning employees who violate laws governing the use 
and misuse of SSA-provlded data through unauthorized or unlawful use or disclosure of SSA­
provlded Information. 

5.11Contractors of Electronic Information Exchlilnge Partners 0 
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As previously stated, In The General Systems Secucltv Standards .. contractors of the EIEP 
are held to the same security requirements as are employees of the EIEP. As such, the EIEP 
is responsible for oversight and compll~nce of their contractors with SSA's security 
requirements. The EIEP must be able to provide proof of the contractual agreement between 
Itself and its contractors (e.g., copy of their contract, etc.) who are authorized by the EIEP to 
perform on its behalf ·and who have access to or are Involved In the j:1rocesslng, handling, 
transmission, etc. of Information provided to the EIEP ~y SSA. The EIEP must also explain 
the role of those contractors within the EIEP's operations. 

The EIEP must also require that their contractors who will have access to or be Involved In the 
proce.sslng, handling, transmission, etc. of Information provided to the EIEP by SSA, slgri an 
agreement with the ElEP that obligates the contractor to follow the terms of the EIEP's data 
exchange agreement with SSA, The EIEP must provide its contractors a copy of the data 
exchange agreement between the EIEP and SSA and related attachments before any 
disclosure by the EIEP of SSA-provided information to the EIEP's contractor/agent. 

If the EIEP's contractor will be Involved With the processing, handling, transmission, etc. of 
Information provided to the i:IEP by SSA offslte from the EIEP, the EIEP must have the 
contractual option to perform onsfte reviews of that offsfte facility to ensure that the following 
meet SSA's requirements: 

.• safeguards for sensitive Information 

• computer system safeguards 

• security controls and measures to prevent, detect, and resolve unauthorized access to, 
use of, and redlsclosure of SSA-provided information 

6. General -- security Certification and Compliance Review Programs 0 

SSA's security certification and compliance review programs are two distinct programs with the 
same objective. The certification program Is a one-time process associated exclusively with an 
ElEP's Initial request for electronic access· to SSA-provided information or an initial change to online 
·access. The certification process entails two rigorous stages Intended to ensure that technical, 
management, and operational security measures Implemented by EIEPs fully conform to SSA's 
security requirements and are working as intended. EIEPs must satisfy both stages of the 
certification process before SSA will pennlt online access to Its d~ta In a production environment. 

The compliance review program, however,. Is Intended to ensure that the suite of security measures 
Implemented by an EIEP to safeguard SSA-provlded data remains In full compliance with SSA's 
security standards and requirements. The compliance review program Is applicable to online 
access to SSA-provlded data as well as batch processes. Under the compliance review program, 
EIEPs are subject to ongoing periodic security reviews by SSA that are regularly scheduled or ad 
hoc. 

6.1 The Security certification Program 0 

The security certification process applies to EIEPs that seek online electronic access to SSA 
Information and consists of two general phases: 

• Phase One: The Security Design Plan {SOP) phase wherein a formal written plan is 
authored by the EIEP to comprehensively document Its technical and non-technical 

13 

456-F1311 



 
El Dorado County Agmt #456-F1311

Exhibit A to Agreement 221-S1511

 
14-0517 3B 275 of 303

Exhibit F, Attachment 8 

security controls to .safeguard SSA-provlded Information ·(refer to Documenting Security 
Controls Ia the Secudtv Design Pfaa). 

NOTE: SSA may have legacy EIEPs (EIEPs not certifle~ under the current 
process) who have not prepared an SOP. 015 strongly recommends that these 
EIEPs prepare an SOP. 

The EIEPs' preparation and maintenance of a current SOP will aid them in 
determining potential compliance Issues prior to reviews, assuring continued 
compliance with SSA's security requirements, and providing for more efficient 
security reviews. 

• Phase 2: SSA Onslte Certification phase V,\'hereln a formal onslte review Is conducted by 
SSA to examine the full suite of technical and non-technical security controls Implemented 
by the EIEP to safeguard data obtained from SSA electronically (refer to IU 
CertlflcaUon Process). · 

6.2 Documenting Security Controls In the Security Design Plan (SDP) 0 

6.2.1 When the SOP and RA are Required 0 

EIEPs must submit to SSA an SOP and a security risk assessment (RA) for evaluation when · 
one or more of the following circumStances apply. The RA must be in an electronic format 
and indude discussion of the measures planned or Implemented to mitigate risks Identified by 
the RA and (as applicable) risks associated with the drcumstances below: 

• to obtain approval for requested Initial access to SSA-provlded Information for an Initial 
agreement 

• to obtain approval to reestablish previously terminated access to SSA-provlded data 

• when Implementing a new operating or security platform In which SSA-provlded data will 
be involved 

• significant changes to the EIEP's organizational structure, technical' processes, operational 
environment, data recovery capabilities, or security Implementations are planned or have 
been made sin~ approval of their most recent SOP or of their most recent succe~sfully 
completed security review 

• one or more security breaches or Incidents Involving SSA-provided data have occurred 
since approval of the EIEP's most recent SOP or of their most recent successfully 
completed security review · 

• to document descriptions and explanations of measures implemented as the result of a 
data breach or security Incident 

• to document descriptions and explanations of measures Implemented to resolve non­
compliancy lssue(s) 

• when approval of the SOP has been revoked 

TheRA rriay also be required If changes (other than those listed above) that may impact the 
terms of the EIEP.'s data sharing agreement with SSA have occurred. 
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The SDP must be approved by SSA prior to the Initiation of transactions and/or 
access to SSA-j:Jrovlded lnformatlot:J by the ElEP. 

An SOP must satisfactorily document the EIEP's compliance with all of SSA's SSRs In order to 
ptovlde the minimum level of security acceptable to SSA for Its EIEPs' access to SSA-provided 
Information. 

Deficiencies Identified through the·eval.uatlon ofthe SOP must be corrected by the EIEP and a 
revised SOP which Incorporates descriptions and ·explanations of the measures Implemented 
to eliminate the defldencles must be submitted. Until the deflclendes have been corrected 
and documented In lts SDP,.and the SOP is approved, the EIEP will not be granted access to 
SSA-provlded Information or certified for electronic receipt of the Information. The progress 
of corrective lmplementation(s) must be communicated to SSA on a regular basis. If, within a 
reasonable time as determined by SSA, the EIEP Is unable to rectify a deficiency determined 
by SSA to present an untenable risk to SSA-provlded Information or the agency, approval of 
the SOP will be withheld. 

If, at any time subsequent to approval of Its SOP the EIEP Is found to be In non~compliance 
with one or more SSRs, SSA may revoke approval of the EIEP's access to SSA-provlded data. 
A revised SOP which Incorporates descriptions and explanations of the measures Implemented 
to resolve the non-compliance lssue(s) must be submitted. The progress of corrective 
lmplementation(s) must. be communicated to SSA on a regular basis. Until resolution of the 
lssue(s) has been accomplished and documented In Its SOP, and the SOP Is approved, the 
EIEP will be In non-compliance with SSA's SSRs. If, within a reasonable time as detennined 
by SSA, the EIEP Is unable to rectify a deficiency determined by SSA to present an untenable 
risk to SSA-provlded Information or to SSA, approval 'of the SOP will be withheld and the flow 
of SSA-provlded Information to the EIEP may be discontinued. 

NOT~: EIEPs that function only as an STC, transferring SSA-provided data to other 
EIEPs must, per the terms of their agreements with SSA, adhere to SSA's System 
Security Requirements (SSR) and exercise their responsibilities regarding 
protection of SSA-provided Information. 

6.3 The Certification Process 0 

Once the EIEP has successfully satisfied Phase 1, SSA will conduct an onslte certification 
review. The objective of the onslte review will be to ensure by SSA's examination and the 
EIEP's demonstration that the non-technical and technical controls Implemented by the EIEP 
to safeguard Soda!· Security-provided data from misuse and Improper disclosure are fully 
functioning and working as Intended. · 

At Its discretion, SSA may request that the I;IEP participate In an onsite review and 
compliance certification of their security Infrastructure and Implementation of SSA's security 
requirements. 

The onslte review may address any or all of SSA's security requirements and Include, where 
appropriate: · 

• a demonstration of the EIEP's Implementation of each requlremen't 

• random sampling of audit records and transactions submitted to SSA 
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• a walkthrough of the EIEP's data center to observe and document physical security 
safeguards 

• a demonstration of the EIEP's Implementation of electronic exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management cohtrol procedures and reports (e.g., anomaly detection 
reports, etc.) 

• demonstration of technical tools pertaining to user access control and, If appropriate, 
browsing prevention, specifically: 

o If the design Is based on a permission module or similar design, or Is transaction 
driven, the EIEP will demonstrate how the system triggers requests for Information 
from SSA. · 

o If the design Is based on a permission module, the EIEP will demonstrate the process 
by which requests for SSA-provlded Information are prevented for SSNs not present In 
the EIEP.'s system (e.g.; by attempting to obtain Information from SSA using at least 
one, ·randomly created, fictitious number not known to the EIEP's system). 

During the certification rev!ew, SSA, or a certifier acting on its behalf, may request a 
demonstration of the system's audit trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees that are 
permitted to view SSA-provided Information within the EIEP's system. Additionally, the 
certifier may request those EIEPs whose tr_ansactlons with SSA are mediated AND audited by 
an STC to demonstrate the process(es) by which the EIEP obtains audit Information from the 
STC regarding the EIEP's SSA transactions. 

EIEPs whose transactions with SSA are mediated AND audited by an STC will be required to 
demonstrate both their own In-house audit capabilities AND the process(es) by which the EIEP 
obtains audit Information from the STC regarding the EIEP's transactions with SSA. 

If the EIEP employs a contractor who will be Involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provlded Information offstte from the EIEP, SSA, at its 
discretion, may Include In the onslte certification review an onslte Inspection of the 
contractor's facil ity. The Inspection may occur with or without ~ representative of the EIEP. 

Upon successful completion of the onslte certification exercise, SSA will authorize electronic 
access to production data by the EIEP. SSA will provide written notification of Its certification 
to the EIEP as well as air appropriate Internal components. 
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The following Is a high-level flow chart of the OIS Certification Process: 0 

6.5 The Compliance Review Program and Process 0 

Similar to the certification process, the compliance review program entails a rigorous process 
Intended to ensure that EIEPs currently receiving electronic Information from SSA are ·ln full 
compliance with the Agency's security requirements and standards. As a practice, SSA 
attempts to condu~ compliance reviews following a 3 to 5 year periodic review schedule. 
However, as dr(l.Jmstances warrant, a review may take place at anytime. Three prominent 
examples that would trigger an ad hoc revieW are : 

• a significant change In the outside EIEP's computing platform 

• a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of SSA Information by the EIEP 
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The following Is a high-level flow chart of the OIS Compliance Revtew Process: 0 

SSA may, at Its discretion, conduct compliance reviews onslte atthe EIEPs' site, Including a 
field office location, If appropriate. 

SSA may, also at Its discretion, request that the EIEP·partlclpate in an onslte compliance 
review_ of their security Infrastructure and implementation of SSA's security requirements. 

The onsite review may address any or all of SSA's security requirements and Include, where 
appropriate : 

• a demonstration of th.e EIEP's Implementation of each requirement 

• random sampling of audit records and transactions submitted to SSA 

• a walkthrough of the EIEP's data center to observe and document physical security 
s~feguards 

• a demo.nstratlon of the EIEP's Implementation of online exchange of data with SSA 

• discussions with managers/supervisors 

• examination of management control procedures and reports (e.g., anomaly detection 
reports, etc.} 
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• demonstration of technical tools pertaining to user acc;ess control and, If appropriate, 
browsing prevention, specifically: 

o If the design is based on a permission module or similar design, or Is transaction 
driven, the BEP will demonstrate how the system triggers requests for Information 
from SSA. 

o lf the design Is based on a perm'lsslon module, the BEP will demonstrate the process 
by which requests for SSA-provlded Information are prevented for SSNs not present In 
the 'ElEP's system (e.g.; by attempting to obtain Information from SSA using at least 
one, randomly created, fictitious number not known to the ElEP's system}: · 

SSA may also, at Its discretion, perform an ad hoc onsite or remote review for reasons 
Including but not limited to the following: · 

• the BEP has experienced a security breach or Incident Involving SSA-provlded data 

• the BEP has un.resolved non-compliancy lssue(s} 

• to review an EIEP's offslte (relative to the EIEP) contractor's facilities Involving SSA­
provlded data 

·• the ElEP Is a legacy orgahlzat!on that has not yet been through SSA's security certification 
and compllante review programs 

• the EIEP has requested that an 'N & V (Independent Verification and Validation review) be 
performed by SSA 

During the compliance review, SSA, or a certifier acting on Its behalf, may request a 
demonstration of the system's aud.lt trail and retrieval capability. The certifier may request a 
demonstration of the system's capability for tracking the activity of employees that are 
'permitted to view SSA-provlded Information within the EIEP's system. Additionally, the 
certifier may request those EIE~s whose transactions with SSA are mediated AND audited by 
an STC to demonstrate the process( es) by which the EIEP .obtains.audlt Information from the 
STC regarding the EIEP's SSA transactions. 

EIEPs whose transactions with SSA are mediated AND audited by an STC may be required to 
demonstrate both their own In-house audit capabilities AND the process(es) by which the BEP 
obtains audit Information from the STC regardln~ the EIEP's transactions with SSA. 

If the EIEP employs a contractor who will be Involved with the processing, handling, 
transmission, etc. of the EIEP's SSA-provlded Information offslte from the BEP, SSA, at Its 
discretion, may In dude In the onsite compliance review an on site Inspection of the 
contractor's facility. The inspection may occur with or without a representative of the ElEP. 
However, manpower limitations or fiscal constraints could drive an alternative approach, such 
as teleconferencing. In any event, the format of the review In routine circumstances (I.e., the 
compliance review Is not being conducted to address a special circumstance, such as a 
disclosure violation, etc.) will generally consist of reviewing and updating the EIEP's 
compliance with the systems security requirements described above In this document. At the 
conclusion of the review, SSA will Issue a formal report to appropriate EIEP personnel. 
Findings and recommendations from SSA's compliance review, If any, will be discussed In its 
report and monitored for closure. 
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NOTE: Documentation provided SSA by the EleP for compliance reviews Is 
considered senslthle and Is, therefore, handled accordingly by SSA. E.g., the 
Information Is acc:esslble to only a~thorized Individuals who have a ne~d for th• 
information •s It relates tcJ compliance of the ElEP with Its electronic Information 
sharing agreement with SSA and SSA 's associated system security requirements 
and procedures. Additionally, the EIEP's documentation Is retained for only as long 
as required and Is deleted, purged, or destroyed when the requirement for which 
the Information w.ts obtll/ned has expired. 

The following Is a high-level example of the analysts that aids In making preliminary decisions 
as to which review format may be most appropriate. Various additional factors may also be 
factored In determining whether SSA performs an onslte or remote compliance review. 

• High/Medium Risk Criteria 
o undocumented closing of prior review flndlng(s) 
o Implementation cif technical/operational controls that Impact security of SSA provided 

data (e.g., Implementation of new data access method, etc.) 
o reported Pll breach 

• Low Risk Criteria . 
o no prior review flndlng(s) or prior flndlng(s) documented as closed 
o no Implementation of technical/operational controls that Impact security of SSA provided 

data (e.g., Implementation of new data access method, etc.) 
o no reported PII breach 

&.5.1 EIEP Compliance Review Part~clpatlon 0 

During the compliance review SSA may request to meet with the following: 

• a sample of managers and/or supervisors responsible for enforcing and monltorfng 
ongoing compliance to security requirements and procedures to. assess their level 
of training to monitor their employee's use of SSA-provided Information, and for 
reviewing reports and taking necessary acti'on · 

• the Individuals responsible for security awareness and employee sanction functions 
and ·request an explanation of how these responsibllitres are performed 

• a sample of the EIEP's employees to assess their level of training and 
understanding of the requirements and potential sanctions applicable to the use 
and misuse of SSA-provided Information 

• the lndlvidual(s) responsible for management oversight and quality assurance 
funct,lons and request a description of how these responsibilities will be carried out 

• additional Individuals as deemed appropriate by SSA 

&.5.2 Verification of Audit Samples 0 

456-F1311 

Prior to or during the compliance review, SSA will' present to the EIEP a sampling of 
transactions previously submitted to SSA for verification. The EIEP Is required to 
verify whether each transaction was, per the terms of their agreement with SSA, 
legitimately submitted by a user authorized to do so. 
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The BEP must provide SSA a written attestation of the results of the EIEP's review of 
the transactions. The document must provide: 

• confirmation for each sample transaction located In the EIEP's audit flle(s) and 
determined ~o have been submitted by Its employee(s) for legitimate and 
authorized business purposes 

• an explanation for each sample transaction located In the EIEP's audit flle(s) 
determined to have been unauthorized 

• an explanation for each sample transaction not found In the EIEP's· ATS 

When the sample transactions are provided to the BEP, detailed Instructions will be 
Included. Only an official responsible for the EIEP' Is to provide the attestation. 

6.6 SCheduling·the Onsite Review 0 

The SOP must be approved before Its associated onslte review Is scheduled. Notification d 
the approval of a plan will be sent via email. Although there Is no prescribed time frame for: 
arranging the subsequent onslte review (certification review for an EIEP requesting Initial 
access to SSA-provlded Information for an Initial agreement or compliance review for other 
EIEPs), unless there 'are compelling drcumstances precluding It, the onslte review will follow 
as soon as reasonably possible. 

However, the scheduling of the onsite review may depend on additional factors Including: 

• the reason for submission of a plan 

• the severity of security Issues if any 

• circumstances of the previous review if any 

• SSA workload considerations 

Although the scheduling of the review I~ contingent upon approval of the SDP, in extreme 
tlrcumstances, SSA may, at its discretion, perform an onstte review Prior to approval If 
determined necessary by SSA for completion of the evaluation of a plan. 

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY} 
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7. Additional Definitions 0 

Back Button: . 
Refers to a button on a web browser's toolbar, the backspace button on a computer keyboard, a 
progrilmmed keyboard button or mouse button, etc., that retums a user to a previously visited 
web· page or application screen. 

Breach: 
Refers to actual loss, loss of control, compro.mlse, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, or any similar term referring to situations where persons other 
than authorized users and for other than authorized purposes have access or potential access to 
P~ or Covered Information, whether physical, electronic, or In spoken word or recording. 

Browsing: 
Requests for or queries of SSA-provlded data for purposes not related to the performance of official 
job dutles. 

Choke Point: . 
The firewall between a local network and the Intemet Is considered a choke point In network 
securitY, because any attacker would have to come through that channel, which Is typically 
protected and monitored. 

·Cloud Computing: 
The term refers to Internet-based computing and Is derived from the cloud drawing representing 
the Internet In computer network diagrams. Cloud computing providers deliver on-demand online 
computing resources (e.g., services, software applications, data storage, and Information) 
accessible to their customers by means of a web service or browser. 

Cloud Drive: 
A cloud drive Is a Web-based servl<:;e that provides storage space on a remote server. 

CloudAudit: 
CloudAudit Is a specification that provides cloud computing service providers a standard way to 
present and share detailed, automated statistics about performance and security. 

Commingling: 
The process by which an EIEP adjoins specific SSA-provlded data to specific preexisting EIEP 
lnfonnatlon according to a particular data-matching scheme. 

Degaussing:' 
Degaussing Is the method of using a degausser (I.e., a device that generates a magnetic field) ln. 
order to disrupt magentlcally recorded Information. Degaussing can be effective for purging 
damaged media and tnedla with exceptionally large storage capacities. Degaussing Is not effective 
for purging non-magnetic media (e.g.,. optical discs). 

Dial-up: 
Sometimes used synonymously with dial-In, refers to digital data transmission over the wires of a 
local telephone network. 

Function: 
One or more persons or organizational components assigned to serve a particular purpose, or 
perform a particular role. Also, the purpose, activity, or role assigned to one or more persons or 
organizational components. ' 
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Hub; 
As it relates to electronic data exchange with SSA, a hub Is an organization which performs as an 
electronic Information distribution and/or collection point (and may also be referred to as a State 
Transmission Component or STC). 

ICON: 
Interstate Connection Network (various entitles use 'Connectivity' rather than 'Connection') 

IV a. V: 
Independent Verification and Validation 

Legacy System: 
A term usually referring to a corporate or organizational computer system or network that utilizes 
outmoded programming languages, software, and/or hardware that typically no longer receive · 
support from the original vendors or developers. 

Manual Transaction: 
An operation (also referred to as a 'user-Initiated transaction') which Is Initiated at the volition of a 
user rather than system-generated within an automated process. 

Exam pie: A user enters a client's Information Including the client's SSN on an Input screen and 
presses the 'ENTER' key to acknowledge that input of data has been completed. A new screen 
appears with multiple options which Include 'VERIFY SSN' and 'CONTINUE'. The user has the 
option to verify the client's SSN or perform alternative actions. 

Media Sanitization: 
• Disposal: Refers to the discarding (e.Q., recycling) of media that contains no sensitive or 

confidential data. 

• Clearing: This type of media sanltl~tlon Is eonsldered to be adequate for protectlng 
Information from a robust keyboard attacK. Clearing must prevent retrieval of Information by 
data, disk, or file recovery utilities. Clearfng must be resistant to keystroke recovery attempts 
executed from standard Input devices and from data scavenging tools. For example, 
overwriting is an acceptable method for clearing media. Deleting items, however, Is not 
sufficient for clearing. 

1 This process may Include overwriting a!l addressable locations of the data, as well as Its logical 
storage location (e.g., its flle allocation table). The aim of the overwriting process Is to replace 
or obfuscate exlstlnQ Information with random data. Most rewrlteable media may be cleared by 
a single overwrite. This metj1od of sanitization cannot be utlllze.d on unwrlteable or damaged 
media. 

•· Purging: This type of media sanitization Is a process t hat protects Information from a 
laboratory attack. The terms dearing and purging are sometimes considered syn_onymous. 
However, for some media, clearing Is not sufficient for purging (I.e., protecting data from a 
laboratory attack). Although most rewrlteable media may be cleared by a single overwrite, 
purging may require multiple rewrites using different characters for eacf1 write cycle. 

This Is because a ·laboratory attack Involves threats with the capability to employ non-standard 
assets (e.g. , specialized hardware) to attempt data recovery on media outside of that media's 
normal operating environment. 

Degaussing Is. also an example of an acceptable method for purging magnetic media. If purging 
media Is not a viable method for sanitization, the media should be destroyed. 
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• Destruction: Physical destruction of media Is the most effective form of sanitization. Methods 
of destruction Include bumlng, pulverizing, and shredding. Any residual medlllm should .be able 
to wltf1stand a laboratory attack. 

Permission moduie: 
A utility or subprogram within an application which automatically enforces the relationship of a 
request for or query of SSA·provlded i:lata to an authorized process or transaction legitimately 
Initiated; e.g., verification of an SSN for Issuance of a driver license Which can be triggered only 
automatically from within a state's driver license application, requests for Information from SSA by 
an EIEP's employee which cannbt be Initiated unless the EIEP's client system has a record 
containing the. SSN of the Individual for which Information Is sought, etc. 

Screen Scraping: 

Screen scraping Is normally associated with the programmatic collection of visual data from a 
source. Qrlglnally, screen scraping referred to the practice of reading text data from a computer 
display terminal's screen. This was generally done by reading the terminal's memory through Its 
auxiliary port, or by connecting the terminal output port of on~ computer system to an Input port 
on another. The term screen scraping Is also commonly used to refer to the bidirectional exchange 
of data. 

A screen scraper might connect to a legacy system via Tel net, emulate the keystrokes needed· to 
navigate the legacy user Interface, process the resulting display output, extract the desired data, 

· and pass It on to a modern system. 

More modern screen scraping techniques Include capturing the bitmap data from a screen and 
running It through an optical character reader engine, .or In the case of graphical user Interface 
applications, querying the graphical controls by programmatically obtaining references to their 
underlying programming objeqs. 

Security Breach: 

An act from outside an organization that bypasses or contravenes security policies~ practices, or 
procedures. 

Security Incident: 

· A fact or event which-signifies the possibility that-a breach-of security may be taking place, or may 
have taken place. All threats are security lnclden~, but not all security Incidents are threats. 

Security VIolation: 

An act from within an organization that bypasses or contravenes security policies, practices, or 
procedures. 

Sensitive data: 

Information such as PII and Information provided by SSA to an EIEP, the loss, misuse, or 
unauthorized access to or modification of which, could adversely affect the national Interest or the 
conduct of Federal programs, or the privacy to which Individuals are entitled under 5 U.S.C. Section 
552a (the Privacy Act), but that has not been specifically authorized under criteria established by 
an Executive Order or an Act of Congress to be kept classified In the Interest of national defense or 
foreign policy but Is to be protected in accordance with the requirements of the Computer Security 
Act of 1987 (P.L.l00-235). 
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SMDS (Switched Multlmegablt Data Service (SMDS): . 
SMDS is a telecommunications service that provides connectlonless, high- performance, packet­
switched data transport. Although not a pro~ocol, lt.supports standard protocols and 
communications Interfaces oslng current technology. 

SSA-provlded data/Information: , 
Synonymous with 'SSA-supplled data/Information', defines Information under the control of SSA 
provided to an external entity under the terms of an Information exchange agreement with SSA. 
The following are examples of SSA-provtded data/Information Information: 

• SSA's response to a request from an EIEP for Information from SSA (e.g, date of death) 

• SSA's response to a query from an EIEP for Verification of an SSN 

SSA data/information: 
This Is term, sometimes used Interchangeably with 'SSA-provlded data/Information', denotes 
Information under the control of SSA provided to an external entity under the terms of an 
Information exchange agreement With SSA. However, 'SSA data/Information' atso·tnctudes 
Information provide<! to the EIEP by a source other than SSA, but which Is attested by the EIEP to 
have been verified by SSA, or Is coupled with data from SSA as to the accuracy of the Information. 
The following are examples of SSA Information: 

' 
• SSA's response to a request from an EIEP for Information from SSA (e.g., date of death) 

• SSA's response to a query from an EIEP for vertfjcatlon of an SSN 

• Display by the EIEP of SSA's response to a query for verification of an SSN and the 
associated SSN provided by SSA 

• Display by the EIEP of SSA's response to a query for verification of an SSN.and the 
associated SSN provided to the EIEP by a source other than SSA 

• Electronic records that contain only SSA's response to a query for verification ·of an SSN 
and the associated SSN whether provided to the EIEP by SSA or a source other than SSA 

SSN: 
Social Security Number 

STC: 
A. State Transmission Component Is an organization which performs as an electronic Information 
distribution. and/or collection point for one or more other entitles (and may· also be referred to as a 
hub). 

System-generated transaction: 
A transaction automatically triggered by an automated system proce.ss. 

Example: A user enters a client's Information Including the client's SSN on an Input screen and 
presses the 'ENTER' key to acknowledge that Input of data has been completed. An automated 
process then matches the SSN against the user's organization's database and when no match Is 
found, automatically sends an electronic request for verification of the SSN to SSA. 

SyStems process: . 
Refers to a software program module that runs In the background within an automated batch, 
online, or other process. 

25 
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Third Party: 
This term pertains to an entity (person or organization) provided access to SSA-provlded 
Information by an EIEP or other SSA buslne$s partner for which one or more of the following apply: 

• Is not stipulated access to SSA-provlded data by an Information-sharing agreement between 
an EIEP and SSA . 

• has no Information-sharing agreement with SSA · 
• Is not directly authorized by SSA for access to SSA-provided data 

Transaction-driven: 
This term pertains to an automatically Initiated online query of or request for SSA Information by 
an automated transaction process (e.g., driver license Issuance, etc.), The query or request will 
only occur If preScribed conditions are met within the aut?mated process. 

Uncontrolled transaction: 
This term pertains to a transaction that Is not controlled by a permission module (l.e., .not subject 
to a systematically enforced relationship to an authorized process or application or an existing 
client record). · 
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8. Regulatory References 0 

Federal Information Processing Standards (FIPS) Publications 

Federal Information Security Management Act of 2002 (FISMA) 

Homeland Security Presidential Directive (HSPD-12) 

National Institute of Standards and Technology (NlST) Special Publications 

Office of Management and Budget (OMB) arcular A-123, Management's Responsibility for Internal 
Control . 

Office of Management and Budget (OMB) Circular A-130, Appendix m, Management of Federal 
Information Resources 

Office of Management and Budget (OMB) Memo M-06-16, Protection of Sensitive Agency 
Information, June 23, 2006 

Office of Management and Budget (OMB} Memo M-07-16, Memorandum for the Heads of Executive 
Departments and Agendes, May 22, 2007 

Office of Management and Budget (OMB) Memo M-07-17, Safeguarding Against and Responding to 
the Breach of Personally Identifiable Information, May 22, 2007 

Privacy Act of 1974 
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9. Frequently Asked Questions 0 
( Click links for answers or additionallrformatlon) 

1. Q: What Is a~ of data? 
A: Refer also to Security Breach; Security Incident. and Security Vjolation. 

2. Q: What Is employee browsing? 
A: Cllckhyper11nk 

3. Q: Okay, so the SOP was submitted. Can the On site Review be scheduled now? 
A: Refer to Scheduling the Onslte Review. 

4. Q: What Is a 'Permission Module'? 
A: Click hyperlink · 

5. Q: What is meant by Sqeen Scraping? 
A: Click hyper1ink 

6. Q: When does an SOP have to be submitted? 
A: Refer to When the SOP and RA are Reaulred. 

7. Q: Does an SOP have to be submitted when the agreement Is renewed? 
A: The SOP does not have to be submitted bec:ause the agreement between the EIEP 

and SSA was renewed. 'Jl:lere are, however, circumstances that require ao SOP to be 
submitted. Refer to When the SOP and RA are ReqUired. 

8. Q: Is It acceptable to save SSA data with a verified Indicator on a (BEP) workstation as 
long as the hard drive Is encrypted? If not, what options does the agency have? 

A: There Is no problem with an EIEP saving SSA·provlded Information to the encrypted 
hard drives of computers processing the data provided the Information is retained only 
as proVIded for In the EIEP's data-sharing agreement with SSA. Refer to·oata ~nd 
Communications Security. 

9. Q: Is caching of SSA-provlded data on EIEP workstations allowed? 
A: caching during processing Is not a problem. However; SSA-provided data must be 

cleared from the cache when the user exits the application In which the data was used 
or accessed. Refer to oata and Communications Secudty. 

·10. Q: What Is meant by "Interconnections to other systems"? · 
A: As used In SSA's system security requirements document, the term "Interconnections" 

Is synonymous with "connections ... 

11. Q: Is It acceptable to submit the SOP as a PDF file? 
A: No, It Is not. 

12. Q: Should the SOP be written from the standpoint of my agency's SVES access Itself, or 
from the standpoint of access to all data provided to us by SSA? 

A: The SOP Is to encompass your agency's electronic access to SSA-provlded data as per 
the electronic data sharing agreement between your agency and ssA. Refer to 
peyeloplng the SOP. 

i S. Q: Does having a "transaction-driven" system mean that employees cannot Initiate a 
query to SSA and that a permission module is not needed? 

456-F1311 

A: Not necessarily. "Tran~~ctlon driven" basically means that queries, etc. are submitted 
automatically (and it might depend on the transaction). Depending on the system 
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Implementation, queries might not be automatic or, If they are, manual transactions 
might still be permitted (for exampler when something needs to be corrected). Also, 
even if a "transaction-driven" system Is Implemented In such a way that manual 
transactions cannot be performed, If the system does not require the user to be fn a 
particular application and/or the query to be for an existing record In the EI.EP's 
system before the system will allow a query to go through to SSA, It would still need 
a permission module. 

16, Q: What Is an Onslte Compliance B.evlew? 
A; The Onslte Compliance Review Is the process wherein SSA performs periodic site visits 

to Its Electronic Information Exchange Partners (EIEP) to certify whether the EIEP's 
technical, managerial, and operational security measures for protecting data obtained 
electronically from SSA continue to conform to the terms of the ElEPs' data sharing 
agreements with SSA and SSA's assodated system security requirements and 
procedures. Refer to the Comp!lance Review Program and Process. 

17.· Q: What are the criteria for performing an Onslte Compliance Review? 
A: The following are criteria for performing the Onslte Compliance Rev,lew: 

• EIEP Initiating new access or new access method fQr obtaining Information from 
SSA 

• EIEP's cyclical review (previous review was performed remotely) 

• EIEP has made significant change(s) In ItS operating or security platform Involving 
SSA-provided data 

• EIEP experienced a. breach of SSA-provlded personally Identifying Information (PII) 

• EIEP has been determined to be high-risk 

Refer l!lso to the Reylew Determination Mattfx. 

18. Q: What Is a Remote Compll~nce Review? 
A: The Remote Compliance Review Is the process wherein SSA conducts periodic 

meetings remotely (e.g., via col:)ference calls) with its EIEPs to determine wh~ther the 
EIEP's technical, managerial, and operational security measures for protecting .data 
obtained electronically from SSA continue to conform to the terms of the EIEPs' data 
sharing agreements with SSA and SSA's assodated system security requirements and 
procedures. Refer to the Compliance Review Program and Process. 

19. Q: What are the. criteria for performing a Remote Compliance Review? 

456-F1311 

A: Each of the following criteria must be satlsfi.ed for performing the Remote Compliance 
Review: 

• EIEP's cyclical review (previous review was performed onslte without findings or 
Issues for which findings were dted have been satisfactorily resolved). 

• EIEP has made no significant change(s) in Its operating or security platform 
Involving SSA-provld~d data. 

• EIEP has not e~perlenced a breach of SSA-provided personally ldentlfYihg 
Information (PII) since Its previous compliance review. 

• EIEP has been determined to be low-rlsk 

Refer also to the Review Determination Matrix 
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ATTACHMENT 5 

WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS 
OF PERSONALLY IDENTIFABLE INFORMATION 

456-F1311 



 
El Dorado County Agmt #456-F1311

Exhibit A to Agreement 221-S1511

 
14-0517 3B 293 of 303

c 
Exhibit F.:Attachment B 

ATTACHMENT 5 

Worksheet for ~eporting Loss or ·Potential Loss of Penonally Identifiable 
Information 

1. Information about the individual ~aking the report to the NCSC: 

Name: I 
Position: J 
Deputy Commissioner Level Organization: I 
Phone Numbers: 
Worlc I I Cell: I I Home/Other: I 
E-mail Aqdress: I 
Check one of the following: 

Management Official I I Security Officer I I Non-Management 

2.. Information about the data that was lost/stolen: 
Describe what was lost or stolen (e.g., case file, MBR data): 

Which element(s) ofPll did the data contain? 
Name Bank Account Info 
SSN Medical/Health Information 
Date of Birth Benefit Payment Info 
Place of Birth Mother's Maiden Name 
Address Other (describe): 

Estimated volume of records involved: 

3. How wu the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one): 

f If Electronic what t r'J)e o device? 
Laptop Tablet Backup Tape Blackberry 

09127/06 

I 

-

I 
Workstation Server CD/DVD Blackbeny Phone# 
Hard Drive Floppy_ Disk USB Drive 
Other (describe): 
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Additional Questions if Electronic: 
Yes No ·Not Sure 

a. Was the device encrypted? 
b. Was the device password protected? 
c. If a laptop or tablet, was a VPN SmartCard lost? 

Cardholder's Name: 
Cardholder's SSA logon PIN: 
Hardware Make/Model: 
Hardware Serial Number: 

Additional Questions if Paper: 
Yes N_Q Not Sure 

a. Was the information in a locked briefcase? 
b. W is the information in a locked cabinet or drawer? 
c. Was the iliformation in a locked vehicle trunk'! 
d. Was the information redacted? 
e. Other circumstances: 

4. Ifthe employee/contraCtor who was in possession of the data or to whom the 
data was assigned is not the person making the report to the NCSC (as listed in 
#1), information about this employee/contractor: 

Name: I 
Position: I 
Deputy Commissioner Level Ormani7~fion: I 
Phone Numbers: 
Work: I I Cell: I I Home/Other: I 
E-mail Addr~ss: I 

5. Circumstances of the loss: 
a. \Vhen was it lost/stolen? 

b. .Brief description of how the loss/theft occurred: 

c. When was it reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (Include deputy 
commissioner level, agency level, regional/associate. level component names) 
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7. Which reports have been filed? (include FPS, local pollee, and SSA reports) 

Report Filed y~ :N2 Reoort Nwnber 
Federal Protective Service 
Local Police 

Yes No 
SSA-3114 (Incident Alert) 
SSA-342 (Report of Survey) 
Other (describe) 

8. Other pertinent information (include actions under way, as welJ as any contacts 
with other agendes, law enforcement or the press): 
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Exhibit B to Agreement 221-S1511 
HIPAA Business Associate Agreement 

 
This Business Associate Agreement is made part of the base contract (“Underlying 

Agreement”) to which it is attached, as of the date of commencement of the term of the 
Underlying Agreement (the “Effective Date”).  

 
R E C I T A L S  

WHEREAS, County and Contractor (hereinafter referred to as Business Associate 
(“BA”) entered into the Underlying Agreement pursuant to which BA provides services to 
County, and in conjunction with the provision of such services, certain Protected Health 
Information (“PHI”) and Electronic Protected Health Information (“EPHI”) may be disclosed to 
BA for the purposes of carrying out its obligations under the Underlying Agreement; and 

 
WHEREAS, the County and BA intend to protect the privacy and provide for the 

security of PHI and EPHI disclosed to BA pursuant to the Agreement in compliance with the 
Health Insurance Portability and Accountability Act, Pub. L. No. 104-191 of 1996 (“HIPAA”), 
the Health Information Technology for Economic and Clinical Health Act, Public Law 111-005 
(the “HITECH” Act), and regulation promulgated thereunder by the U.S. Department of Health 
and Human Services (the “HIPAA Regulations”) and other applicable laws as may be amended 
from time to time; and 

 
WHEREAS, County is a Covered Entity, as defined in the Privacy Rule and Security 

Rule, including but not limited to 45 CFR Section 160.103 ; and 
 
WHEREAS, BA, when a recipient of PHI from County, is a Business Associate as 

defined in the Privacy Rule, the Security Rule, and the HITECH Act, including but not limited to 
42 USC Section 17938 and 45 CFR Section 160.103; and 

 
WHEREAS, “Individual” shall have the same meaning as the term” individual” in 45 

CFR § 164.501 and shall include a person who qualifies as a personal representative in 
accordance with 45 CFR § 164.202(g);  

 
WHEREAS, “Breach” shall have the meaning given to such term under the HITECH 

Act under 42 USC Section 17921; and 
 
WHEREAS, “Unsecured PHI” shall have the meaning to such term under the HITECH 

Act and any guidance issued pursuant to such Act including, but not limited to 42 USC Section 
17932(h).  

 
NOW, THEREFORE, in consideration of the mutual promises and covenants contained 

herein, the Parties agree as follows: 
 
1. Definitions.  Unless otherwise provided in this Business Associate Agreement, 

capitalized terms shall have the same meanings as set forth in the Privacy Rule, as 
may be amended from time to time. 
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2. Scope of Use and Disclosure by BA of County Disclosed PHI 

A. BA shall not disclose PHI except for the purposes of performing BA’s 
obligations under the Underlying Agreement. Further, BA shall not use 
PHI in any manner that would constitute a violation of the minimum 
necessary policies and procedures of the County, Privacy Rule, Security 
Rule, or the HITECH Act.  

 
B. Unless otherwise limited herein, in addition to any other uses and/or 

disclosures permitted or authorized by this Business Associate Agreement 
or required by law, BA may: 
(1) use the PHI in its possession for its proper management and 

administration and to fulfill any legal obligations. 
(2) disclose the PHI in its possession to a third party for the purpose of 

BA’s proper management and administration or to fulfill any legal 
responsibilities of BA, or as required by law 

(3)   disclose PHI as necessary for BA’s operations only if: 
(a) prior to making a disclosure to a third party, BA will obtain 

written assurances from such third party including:  
(i) to hold such PHI in confidence and use or further 

disclose it only for the purpose of which BA 
disclosed it to the third party, or as required by law; 
and, 

(ii) the third party will immediately notify BA of any 
breaches of confidentiality of PHI to extent it has 
obtained knowledge of such breach.  

(4) aggregate the PHI and/or aggregate the PHI with that of other data 
for the purpose of providing County with data analyses related to 
the Underlying Agreement, or any other purpose, financial or 
otherwise, as requested by County. 

(5) not disclose PHI disclosed to BA by County not authorized by the 
Underlying Agreement or this Business Associate Agreement 
without patient authorization or de-identification of the PHI as 
authorized in writing by County. 

(6) de-identify any and all PHI of County received by BA under this 
Business Associate Agreement provided that the de-identification 
conforms to the requirements of the Privacy Rule, 45 CFR and 
does not preclude timely payment and/or claims processing and 
receipt. 

C. BA agrees that it will neither use nor disclose PHI it receives from 
County, or from another business associate of County, except as permitted 
or required by this Business Associate Agreement, or as required by law, 
or as otherwise permitted by law. 
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3. Obligations of BA.  In connection with its use of PHI disclosed by County to BA, 

BA agrees to: 
 

A. Implement appropriate administrative, technical, and physical safeguards 
as are necessary to prevent use or disclosure of PHI other than as 
permitted by the Agreement that reasonably and appropriately protects the 
confidentiality, integrity, and availability of the PHI in accordance with 45 
CFR 164.308,164.310,164.312, and 164.504(e)(2). BA shall comply with 
the policies and procedures and documentation requirements of the 
HIPAA Security Rule.  

 
B. Report to County within 24 hours of any suspected or actual breach of 

security, intrusion, or unauthorized use or disclosure of PHI of which BA 
becomes aware and/or any actual or suspected use or disclosure of data in 
violation of any applicable federal or state laws or regulations. BA shall 
take prompt corrective action to cure any such deficiencies and any action 
pertaining to such unauthorized disclosure required by applicable federal 
and state laws and regulations.  

 
C. Report to County in writing of any access, use or disclosure of PHI not 

permitted by the Underlying Agreement and this Business Associate 
Agreement, and any Breach of Unsecured PHI of which it becomes aware 
without unreasonable delay and in no case later than five (5) days. To the 
extent the Breach is solely a result of BA’s failure to implement 
reasonable and appropriate safeguards as required by law, and not due in 
whole or part to the acts or omissions of the County, BA may be required 
to reimburse the County for notifications required under 45 CFR 164.404 
and CFR 164.406.  

 
D. BA shall not use or disclose PHI for fundraising or marketing purposes. 

BA shall not disclose PHI to a health plan for payment or health care 
operations purposes if the patient has requested this special restriction, and 
has paid out of pocket in full for the health care item or service to which 
the PHI solely relates. BA shall not directly or indirectly receive 
remuneration in exchange of PHI, except with the prior written consent of 
the County and as permitted by the HITECH Act, 42 USC Section 
17935(d)(2); however, this prohibition shall not affect payment by County 
to BA for services provided pursuant to the Agreement.  

 
4. PHI Access, Amendment and Disclosure Accounting.  BA agrees to: 

A. Provide access, at the request of County, within five (5) days, to PHI in a 
Designated Record Set, to the County, or to an Individual as directed by 
the County. If BA maintains an Electronic Health Record, BA shall 
provide such information in electronic format to enable County to fulfill 
its obligations under the HITECH Act, including, but not limited to, 42 
USC Section 17935(e).  
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B. Within ten (10) days of receipt of a request from County, incorporate any 
amendments or corrections to the PHI in accordance with the Privacy Rule 
in the event that the PHI in BA’s possession constitutes a Designated 
Record Set.  

 
C. To assist the County in meeting its disclosure accounting under HIPAA: 

(1) BA agrees to implement a process that allows for an accounting to 
be collected and maintained by BA and its agents or subcontractors 
for at least six (6) years prior to the request. However, accounting 
of disclosure from Electronic Health Record for treatment, 
payment, or health care operations purposes are required to be 
collected and maintained for only three (3) years prior to the 
request, and only to the extent that BA maintains an electronic 
health record and is subject to this requirement. At the minimum, 
the information collected shall include: (i) the date of disclosure; 
(ii) the name of the entity or person who received PHI and, if 
know, the address of the entity or person; (iii) a brief description of 
PHI disclosed and; (iv) a brief statement of purpose of the 
disclosure that reasonably informs the individual of the basis for 
the disclosure, or a copy of the individual’s authorization, or a 
copy of the written request for disclosure.  

(2) Within in 30 days of notice by the County, BA agrees to provide to 
County information collected in accordance with this section to 
permit the County to respond to a request by an Individual for an 
accounting of disclosures of PHI.  

 
D. Make available to the County, or to the Secretary of Health and Human 

Services (the “Secretary”) , BA’s internal practices, books and records 
relating to the use of and disclosure of PHI for purposes of determining 
BA’s compliance with the Privacy Rule, subject to any applicable legal 
restrictions. BA shall provide County a copy of any PHI that BA provides 
to the Secretary concurrently with providing such information to the 
Secretary.  

 
5. Obligations of County.   

A.  County agrees that it will promptly notify BA in writing of any restrictions 
on the use and disclosure of PHI agreed to by County that may affect BA’s 
ability to perform its obligations under the Underlying Agreement, or this 
Business Associate Agreement. 

 
B.  County agrees that it will promptly notify BA in writing of any changes in, 

or revocation of, permission by any Individual to use or disclose PHI, if 
such changes or revocation may affect BA’s ability to perform its 
obligations under the Underlying Agreement, or this Business Associate 
Agreement. 

 
C.  County agrees that it will promptly notify BA in writing of any known 

limitation(s) in its notice of privacy practices to the extent that such 
limitation may affect BA’s use of disclosure of PHI. 

 
14-0517 3B 299 of 303



                                                                5                                            221-S1511 

 
D. County shall not request BA to use or disclose PHI in any manner that 

would not be permissible under the Privacy Rule if done by County, 
except as may be expressly permitted by the Privacy Rule. 

 
E. County will obtain any authorizations necessary for the use or disclosure 

of PHI, so that BA can perform its obligations under this Business 
Associate Agreement and/or the Underlying Agreement. 

 
6. Term and Termination. 
 

A. Term. This Business Associate Agreement shall commence upon the 
Effective Date and terminate upon the termination of the Underlying 
Agreement, as provided therein when all PHI provided by the County to 
BA, or created or received by BA on behalf of the County, is destroyed or 
returned to the County, or, or if it is infeasible to return or destroy PHI, 
protections are extended to such information, in accordance with the 
termination provisions in this Section. 

 
B. Termination for Cause. Upon the County’s knowledge of a material 

breach by the BA, the County shall either: 
 (1) Provide an opportunity for the BA to cure the breach or end 

the violation and terminate this Agreement if the BA does not cure 
the breach or end the violation within the time specified by the 
County. 

(2) Immediately terminate this Agreement if the BA has breached a 
material term of this Agreement and cure is not possible; or 

 (3) If neither termination nor cures are feasible, the County 
shall report the violation to the Secretary.  

 
C. Effect of Termination. 
 
 (1) Except as provided in paragraph (2) of this section, upon 

termination of this Agreement, for any reason, the BA shall, at the 
option of County, return or destroy all PHI that BA or its agents or 
subcontractors still maintain in any form, and shall retain no copies 
of such PHI.  

 (2) In the event that the County determines that returning or 
destroying the PHI is infeasible, BA shall provide to the County 
notification of the conditions that make return or destruction 
infeasible, and . BA shall extend the protections of this Agreement 
to such PHI to those purposes that make the return or destruction 
infeasible, for so long as the BA maintains such PHI. If County 
elects destruction of the PHI, BA shall certify in writing to County 
that such PHI has been destroyed.  
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7. Indemnity 
A. BA shall indemnify and hold harmless all  Agencies, Districts, Special  

Districts and  Departments of the County, their respective directors, 
officers, Board of Supervisors, elected and appointed officials, employees, 
agents and representatives (collectively “County”) from any liability 
whatsoever, based or asserted upon any services of BA, its officers, 
employees, subcontractors, agents or representatives arising out of or in 
any way relating to BA’s performance under this Business Associate 
Agreement, including but not limited to property damage, bodily injury, or 
death or any other element of any kind or nature whatsoever including 
fines, penalties or any other costs and resulting from any reason 
whatsoever to the extent arising from the performance of BA, its officers, 
agents, employees, subcontractors, agents or representatives under this 
Business Associate Agreement.  BA shall defend, at its sole expense, all 
costs and fees including but not limited to attorney fees, cost of 
investigation, defense and settlements or awards against the County in any 
claim or action based upon such alleged acts or omissions. 

 
B. With respect to any action or claim subject to indemnification herein by 

BA, BA shall, at its sole cost, have the right to use counsel of its  choice, 
subject to the approval of County, which shall not be unreasonably 
withheld, and shall have the right to adjust, settle, or compromise any such 
action or claim without the prior consent of County; provided, however, 
that any such adjustment, settlement or compromise in no manner 
whatsoever limits or circumscribes BA’s indemnification of County as set 
forth herein. BA’s obligation to defend, indemnify and hold harmless 
County shall be subject to County having given BA written notice within a 
reasonable period of time of the claim or of the commencement of the 
related action, as the case may be, and information and reasonable 
assistance, at BA’s expense, for the defense or settlement thereof.  BA’s 
obligation hereunder shall be satisfied when BA has provided to County 
the appropriate form of dismissal relieving County from any liability for 
the action or claim involved. 

 
C. The specified insurance limits required in the Underlying Agreement of 

this Business Associate Agreement shall in no way limit or circumscribe 
BA’s obligations to indemnify and hold harmless the County herein from 
third party claims arising from the issues of this Business Associate 
Agreement.   

 
D. In the event there is conflict between this clause and California Civil Code 

Section 2782, this clause shall be interpreted to comply with Civil Code 
Section 2782.  Such interpretation shall not relieve the BA from 
indemnifying the County to the fullest extent allowed by law.   

 
E. In the event there is a conflict between this indemnification clause and an 

indemnification clause contained in the Underlying Agreement of this 
Business Associate Agreement, this indemnification shall only apply to 
the subject issues included within this Business Associate Agreement. 
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8. Amendment The parties agree to take such action as is necessary to amend this 

Business Associate Agreement from time to time as is necessary for County to 
comply with the Privacy Rule, 45 CFR, and HIPAA generally. 

 
9. Survival The respective rights and obligations of this Business Associate 

Agreement shall survive the termination or expiration of this Business Associate 
Agreement. 

 
10 Regulatory References  A reference in this Business Associate Agreement to a 

section in the Privacy Rule means the section as in effect or as amended. 
 
11. Conflicts  Any ambiguity in this Business Associate Agreement and the 

Underlying Agreement shall be resolved to permit County to comply with the 
Privacy Rule, 45 CFR, and HIPAA generally. 
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EXHIBIT C to Agreement 221-S1511 
Required Signs, Forms, Documents, and Audio 

 
The following Signs, Documents, Forms, and Audio availability information shall be posted 
and/or displayed in a highly visible location in the public waiting room or lobby. 
 
All required information shall be available in the County of El Dorado threshold languages, 
English and Spanish, as a minimum requirement.  Additional information in other languages may 
be provided, based on Client population and ethno-linguistics (shared language or dialect).   
Services will not be denied to clients speaking their preferred language. 
 
A. Required Signs/Flyers: 

1. Right to Free Interpretation 
2. American Sign Language (ASL) services 
3. “ Guide to Medi-Cal Mental Health Services” 
4. “ Mental Health Patient Rights” 

B. Documents: 
1. “El Dorado County Notice of Privacy Practices” 
2. “What is a Grievance?” 
3. “What is an Appeal?” 
4. “California Advance Health Care Directive Explanation” 

C. Forms: 
1. Request for Change of Mental Health Staff Person 
2. California Advance Health Care Directive 
3. Grievance Form 
4. Appeal Form 

D. Audio Information (Compact Disc (CD)) 
1. “ Guide to Medi-Cal Mental Health Services” 

E. Additional Requirements: 
1. County of El Dorado Mental Health Division Self-Addressed envelopes shall be available 

for Client use at all times. 
2. A CD player in working condition available for temporary use by Client when Audio 

information is requested.   
 
 
 
Reference: 1. 42, Code of Federal Regulations, Section 438.10. 

2. El Dorado County Mental Health Contract with State Department of Mental     
Health, Exhibit E, Section 6, and F 

3. Title 9 California Code of Regulations, Chapter 11, and Section 1810.360 
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