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COUNTY of EL DORADO 
Procurement & Contracts r:::::"''' 

ALL INVOICES, PACKING 
LISTS, AND RELATED PAPER 

1 1 15 15 WORK .. 

GOVERNMENT TECHNOLOGY SOLUTIONS, INC. 
4110 BUSINESS DRIVE 
SUITE A 
SHINGLE SPRINGS 

1,460.00 EA 02-30 I.T.: SOFTWARE LICENS 

ANNUAL SUBSCRIPTION LICENSE TO BITS 
SECURITY PLATFORM PER WINDOWS 
DESKTOP/LAPTOP WITH STANDARD 
MAINTENANCE AND SUPPORT 

146.00 EA 02-30 I.T.: SOFTWARE LICENS 

ANNUAL SUBSCRIPTION LICENSE TO BITS 
SECURITY PLATFORM PER WINDOWS 
SERVER STANDARD MAINTENANCE 
AND SUPPORT 

3.00 EA 2-30 I . T. : SOFTWARE LICENS 

ANNUAL SUBSCRIPTION LICENSE TO BITS 
SECURITY PLATFORM PER LINUX 
SERVER STANDARD MAINTENANCE 
AND SUPPORT 

1,500.00 EA 2-30 I . T. : SOFTWARE LICENS 

ANNUAL SUBSCRIPTION LICENSE TO 
CARBON BLACK PER WINDOWS 
DESKTOP/LAPTOP WITH STANDARD 
MAINTENANCE AND SUPPORT 

146.00 EA 2-30 I . T. : SOFTWARE LICENS 

ANNUAL SUBSCRIPTION LICENSE TO 
CONTINUED, NEXT PAGE 

INFORMATION TECHNOLOGIES 
360 FAIR LANE 

PLACERVILLE 

1S.2500 28,105.00 

S7.4000 14,220 . 40 

S7.4000 2S2.20 

1S.2500 28,875.00 

1S.4800 2,844.08 

This Purchase Order. expressly limits acceptance to the terms and conditions stated herein, 
set forth on the reverse side hereof and any supplementary or additional terms and condi· 
tions annexed hereto or incorporated herein by reference. Any additional or different terms 
and conditions proposed by seller are objected to and hereby rejected. 

SFX TOTAL INDEX SUB-OBJECT USER CODE 

VENDOR COPY 

I hereby certify that this purchase order is issued in accordance with 
procedures prescribed by ordinance and BOS Policy C-17 governing 
purchase of such items for the County of El Dorado. 

Purchasing Agent 

(Note: Authorized signature in lieu of Purchasin2_ ~ent for purchase 
less than $5,000.00) R 1 ~ ~ h ~ 
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00 

00 

00 

01 

COUNTY of EL DORADO 
Procurement & Contracts P0201609617 

2 12/15/15 
ALL INVOICES, PACKING 
LISTS, AND RELATED PAPER 
WORK. 

i GOVERNMENT TECHNOLOGY 
4110 BUSINESS DRIVE 
SUITE A 
SHINGLE SPRINGS 

SOLUTIONS, INC. 

CA 95682 

3.00 EA 

1.00 EA 

1.00 EA 

10.00 EA 

CARBON BLACK PER WINDOWS 
SERVER WITH STANDARD 
MAINTENANCE AND SUPPORT 

2-30 I . T. : SOFTWARE LICENS 

ANNUAL SUBSCRIPTION LICENSE TO 
CARBON BLACK PER LINUX 
SERVER WITH STANDARD 
MAINTENANCE AND SUPPORT 

52-01 SVCS:TRAINING 

BIT9 SECURITY PLATFORM 
ADMINISTRATOR TRAINING CLASS 
VIRTUAL OR IN-PERSON DELIVERY, 
PUBLIC COURSE FOR 1 ATTENDEE 

52-01 SVCS:TRAINING 

CARBON BLACK ADMINISTRATOR 
TRAINING CLASS, VIRTUAL OR 
IN-PERSON DELIVERY, PUBLIC 
COURSE FOR 1 ATTENDEE 

20-48 SVCS:SOFTWARE INSTALL 

BIT9 SECURITY PLATFORM 
IMPLEMENTATION PROJECT 
STATEMENT OF WORK 

CONTINUED, NEXT PAGE 

INFORMATION TECHNOLOGIES 
360 FAIR LANE 

PLACERVILLE CA 95667 

19.4800 58.44 

2,200.0000 2,200.00 

1,100.0000 1,100.00 

1,980.0000 19,800.00 

This Purchase Order expressly limits acceptance to the terms and conditions stated herein, 
set forth on the reverse side hereof and any supplementary or additional terms and condi· 
lions annexed hereto or incorporated herein by reference. Any additional or different terms 
and conditions proposed by seller are objected to and hereby rejected. 

SFX TOTAL INDEX SUB·OBJECT USER CODE 

VENDOR COPY 

I hereby certify that this purchase order is issued in accordance with 
procedures prescribed by ordinance and BOS Policy C-17 governing 
purchase of such items for the County of El Dorado. 

Purchasing Agent 

(Note: Authorized signature in lieu of Purchasin9.,.A_gent for purchase 
less than $5,000.00) R 1 11 h h 
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COUNTY of EL DORADO 
Procurement & Contracts 

ALL INVOICES, PACKING 
LISTS, AND RELATED PAPER 

3 12/15/15 WORK. 

GOVERNMENT TECHNOLOGY 
4110 BUSINESS DRIVE 
SUITE A 
SHINGLE SPRINGS 

SOLUTIONS, INC. ~ INFORMATION TECHNOLOGIES 
360 FAIR LANE 

CA 95682 PLACERVILLE CA 95667 

1.00 EA 

SVCS:SOFTWARE INSTALL 

CARBON BLACK QUICK START PACKAGES 
IMPLEMENTATION SERVICES 
STATEMENT OF WORK 

BID ITEM # 9 

0-01 SVCS:FREIGHT; PAID 

FOR THE PURCHASE OF BIT9 SECURITY 
PLATFORM AND CARBON BLACK SOFTWARE 
ON A ONE-TIME BASIS IN ACCORDANCE 
W/ ATTACHED FORMAL BID #16-208-018 

INVOICE TO: 
INFORMATION TECHNOLOGIES 
360 FAIR LANE 
PLACERVILLE, CA 95667 

FOR QUESTIONS, CONTACT: 
JON HENRY AT 530-621-5452 

CONTRACT ADMINISTRATOR: DAVID 
RUSSELL; ASSISTANT DIRECTOR OR 
SUCCESSOR 

EXHIBIT "A" IS INCORPORATED TO 
AND MADE A PART OF THIS PURCHASE 
CONTINUED, NEXT PAGE 

2,200.0000 2,200 .00 

.0001 

This Purchase Order expressly limits acceptance to the terms and conditions stated herein, 
set forth on the reverse side hereof and any supplementary or additional terms and condi
tions annexed hereto or incorporated herein by reference. Any additional or different terms 
and conditions proposed by seller are objected to and hereby rejected. 

SFX TOTAL INDEX SUB·OBJECT USER CODE 

VENDOR COPY 

I hereby certify that this purchase order is issued in accordance with 
procedures prescribed by ordinance and BOS Policy C-17 governing 
purchase of such items for the County of El Dorado. 

Purchasing Agent 

(Note: Authorized signature in lieu of Purchasing Agent for purchase 
less than $5,000.00) Q 1 ~ ~ h 7 

15-1430 A 3 of 28



COUNTY of EL DORADO 
Procurement & Contracts 

ALL INVOICES, PACKING 

P0201609617 4 12115115 ~~~SK. AND RELATED PAPER 

GOVERNMENT TECHNOLOGY 
4110 BUSINESS DRIVE 
SUITE A 
SHINGLE SPRINGS 

SOLUTIONS, INC. ~ INFORMATION TECHNOLOGIES 
360 FAIR LANE 

CA 95682 PLACERVILLE CA 95667 

ORDER CONTRACT. 

EXHIBIT "B" IS INCORPORATED TO 
AND MADE A PART OF THIS PURCHASE 
ORDER CONTRACT. 

TO THE EXTENT THAT THE TERMS AND 
CONDITIONS OF THE VENDOR CONFLICT 
WITH THE TERMS AND CONDITIONS OF 
THE COUNTY, THE TERMS AND 
CONDITIONS OF THE VENDOR SHALL 
PREVAIL. 

NO BUSINESS LICENSE REQUIRED 
NO TANGIBLE PROPERTY OR MEDIA 
RECEIVED 

MEDIA: ELECTRONIC DOWNLOAD ONLY 

THIS PURCHASE ORDER IS BEING 
ISSUED FOR THE ACQUISITION OF 
SOFTWARE LICENSES, SOFTWARE 
MAINTENANCE, UPGRADE PROTECTION, 
AND/OR RENEWALS OF SAME. 

EL DORADO COUNTY DOES NOT ACCEPT 
PHYSICAL MEDIA FOR EITHER THE 
INITIAL PURCHASE OF SOFTWARE 
LICENSES AND/OR ANY SOFTWARE 
MAINTENANCE AND UPDATES. 

CONTINUED, NEXT PAGE 

This Purchase Order expressly limits acceptance to the terms and conditions stated herein, 
set forth on the reverse side hereof and any supplementary or additional terms and condi· 
lions annexed hereto or incorporated herein by reference. Any additional or different terms 
and conditions proposed by seller are objected to and hereby rejected. 

SFX TOTAL INDEX SUB·OSJECT USER CODE 

VENDOR COPY 

I hereby certify that this purchase order is issued in accordance with 
procedures prescribed by ordinance and BOS Policy C-17 governing 
purchase of such items for the County of El Dorado. 

Purchasing Agent 

(Note: Authorized signature in lieu of Purchasina.A..gent for purchase 
less than $5,000.00) R 1 11 h )...{ 
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COUNTY of EL DORADO 
Procurement & Contracts P0201609617 

ALL INVOICES, PACKIN<: 

DP 5 
LISTS, AND RELATED PAPEF 

12/15/15 WORK. 

GOVERNMENT TECHNOLOGY 
4110 BUSINESS DRIVE 
SUITE A 
SHINGLE SPRINGS 

SOLUTIONS, INC. m INFORMATION TECHNOLOGIES 
360 FAIR LANE 

CA 95682 PLACERVILLE CA 95667 

SOFTWARE, MAINTENANCE AND UPGRADE 
PROTECTION WHEN ELECTRONICALLY 
DOWNLOADED ARE NOT SUBJECT TO 
TAXATION PER THE STATE OF 
CALIFORNIA, BOE REGULATION 1502. 

SHOULD EL DORADO COUNTY EVER 
RECEIVE PHYSICAL MEDIA OR 
DOCUMENTATION RELATIVE TO THIS 
SOFTWARE AND/OR SOFTWARE 
MAINTENANCE AND/OR LICENSE UPDATES, 
THE COUNTY SHALL BEAR THE 
COST OF ANY APPLICABLE TAXES 
RELATIVE TO THIS TRANSACTION. 

THIS PURCHASE ORDER REPLACES 
P0201608631, DATED 11/16/2015 
ISSUED DUE TO THE AMOUNT EXCEEDING 
THE PURCHASING AGENTS AUTHORITY, 
AND MUST BE APPROVED BY THE BOS 
ALL OTHER TERMS AND CONDITIONS 
OF PURCHASE ORDER 201608631, 
INCORPORATED HERIN BY REFERENCE 
AND SHALL REMAIN UNCHANGED AND IN 
FULL FORCE AND EFFECT. 

This Purchase Order expressly limits acceptance to the terms and conditions stated herein, 
set forth on the reverse side hereof and any supplementary or additional terms and condi· TOTAL: 
lions annexed hereto or incorporated herein by reference. Any additional or different terms 

99,695.12 
and conditions proposed by seller are objected to and hereby rejected. 

SFX TOTAL INDEX SUB-OBJECT USER CODE 

01 74,395.12 103110 4529 
02 25,300.00 103110 4300 

---------------
99,695.12 

VENDOR COPY 

I hereby certify that this purchase order is issued in accordance with 
procedures prescribed by ordinance and BOS Polley C-17 governing 
purchase of such items for the County of El Dorado. 

Purchasing Agent 

(Note: Authorized signature in lieu of Purchasin2_ Agent for purchase 
less than $5,000.00) R 1 Q Q h Q 
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.. 
EXHIBIT "A" 

Statement of Work for Bit9 Professional Services 
El Dorado County 
Bit9 Security Platform Implementation Project 

November 17,2015 

Statement of Work Reference ##: El Dorado County- 01 

SOW Expiration Date~ 
If this Statement of Work ("SOW" ) is not signed by ElDorado County and submitted to Bit9, Inc. for execution by 
Expiration Date, this SOW shall no longer be valid. 

Table of Contents 

1. lntroduction ... ............. ............. ..... ..... ....... ........... ....... ...... .................. ................................................................ 2 

2. License Summary ............................................................................................. ................. ............ ...... ............. ... 2 

3. Adaptive Implementation Methodology (AIM) ........................................................ ....... ........................... ........ 2 

4. Project Timeline ... ........... ............. ........................................................................................... ..... ...... ......... ..... ... 3 

5. Project Deliverables ........ ... ..................... ............ .................................................................. ....... ............ ........... 3 

6. Customer Roles .......... ................. .............. ..... ..... ............. ....... ............................................................................ 3 

7. Estimated Consulting Days ........................................................................ ......... ..... ...... ....... .............................. 4 

8. lnvoicing ............ ............. ............................... ..................................................................................... .... .. ...... ..... s 

9. Assumptions .............................. ............ ......................... ............. ........... ........................................................ .... 6 

10. Additional Provisions ............. ..... ...... ................... .............................................................. ................. ........... . 7 

Attachment A: Bit9 Security Platform Sea ping Questionnaire ..................... ............................ ................................. 9 
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1. Introduction 

This Statement of Work ("SOW") is entered into by and between Bit9, Inc. ("Bit9") and El Dorado County 

("Customer'') and is effective as of the date last signed below by both parties (" Effective Date" ). The professional 

services specified in this SOW are being procured by Customer through Bit9's authorized reseller GV Tech 

("Partner"). This SOW shall be governed by the terms and conditions of the license agreement between Bit9 and 

Customer; the limitation of liability described therein shall be the fees paid to Bit9 for the professional services 

giving rise to the applicable liability. 

This SOW defines the professional services that Bit9 shall provide to the Customer related to the Bit9 Security 

Platform implementation service offering. The terms of this SOW are limited to the scope of this SOW and shall 

not be applicable to any other SOWs. 

2. License Summary 

Customer has engaged Bit9 to support their implementation of the Bit9 Security Platform. To that end, 

Customer is purchasing the following licenses with the following goals: 

Windows servers 146 Up to 146 Higher enforcement policies 

Linux servers 3 Up to 3 Higher enforcement policies 

3. Adaptive Implementation Methodology (AIM) 

To achieve the project goals, Bit9 will provide consulting services to support the design and implementation of 

the solution using Bit9's Adaptive Implementation Methodology ("AIM"). Approaching the project in this 

manner capitalizes on Customer's expertise and knowledge of their cultural and technical environment, while 

leveraging Bit9's experience in the unique considerations for planning and executing a full implementation of 

the Bit9 Security Platform. 

Bit9 approaches the implementation based upon Customer priorities and business objectives. Bit9's 

implementation methodology can be adapted to integrate with the Customers established project methodology 

or can be used to drive the full implementation. The Bit9 Adaptive Implementation Methodology ("AIM") is 

presented as a set of phases that can be scheduled in an iterative or parallel implementation based upon 

customer goals. 

Bit9 Statement of Work for El Dorado County - CONFIDENTIAL 2 
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4. Project Timeline 

The following high-level milestones have been identified for the project. The schedule must take into 

consideration the Customer resources and time constraints when developing the project t ime line jointly with 

Bit9. These milestones will be reviewed and confirmed at the project kick-off meeting. 

1.0 Project kick-off 

1.1 Conduct project kick-off meeting 

1.2 Develop project definition document 

1.3 Complete infrastructure build and test 

1.4 Conduct design workshop 

Month 1 

2.0 Deploy software with visibility across the designated scope Month 1 - 2 
3.0 Implement target solution on an initial representative group of endpoints Month 1- 2 

4.0 Prepare customer environment for designated scope Month 2 

f--_,(_e.=g. communications, operational pr?cesses, sup _ _,p_o_rt:--m_o-:-d_e_l~,_e_tc_ . .:..) -------t----------i 
5.0 Implement target solution on the remaining group of endpoints Month 2 - 4 

6.0 Transition to operations Month 4 
... ,,.w_ -------·------------·•-··-··---·--··- ·-·---·--•••-••••---·--··-----------··--------·---·-• 

7.0 Project complete Month 4 

The actual duration required for the initial agent rollout is based on Customer's infrastructure capability and 

change and release policies. 

Bit9 will use all commercially reasonable efforts to complete the professional services for Customer within the 

time allotted and to meet Customer's implementation schedule. This assumes that Customer works diligently to 

meet their deliverables and responsibilities because much of the Bit9 Security Platform configuration work is 

contingent upon completion of Customer work. 

5. Project Deliverables 

1 __ , __ -=- ·-·-·· :~~~j'!l~-v~1-~~~~:~~--l-- -·-· - ·-__ t_~~-~-~o_p_~1J:.~~~,_enga._~e_me~-~~9_e!_ a..!!.d. .~_che~_uleJ..~0- ..... . 
Defines the initial Bit9 Security Platform technical configuration design for Design Strategy Document 

1-··----·-------------···---·-··l _t~_e_ de_yj_<:_e.s_t_b_a_t_a!_ej ~ -~~~P.~.: _________________ ·-- - ·-----------· .. ·-·--· _____ .. ___________ 1 
Project Closure Notification Confirms that the project is complete, provides current state of endpoints 
Email and security enforcement policies, a summary of the professional services 

hours and transition to Bit9 customer su ort information. 

6. Customer Roles 

The following table identifies the various Customer roles that are needed during a Bit9 Security Platform 

implementation. A single Customer resource may fill one or many of the roles identified below: 

Bit9 Statement of Work for El Dorado County- CONFIDENTIAL 3 
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Customer Project Manager 
("CPM") or Customer's Primary 
Point-of-Contact 

Bit9 Security Platform 
Administrator 

Change Management Lead 

Software I Hardware Platform 
Lead(s) 

Implementation Architect 

The CPM is responsible for collaborating with the Bit9 project team and 
coordinating Customer's deliverables during the implementation. The CPM 
will ensure that customer deliverables are completed on time and 
coordinate any IT or other resources that may be needed throughout the 

ect. The CPM will serve as an interface to all customer d ents. 
The Bit9 Security Platform Administrator will be responsible for Bit9 Security 
Platform product configuration through the Bit9 Security Platform Console, 
initial ration, and whitelist u tes. 
Change Management Lead will communicate and manage software policies 
and updates to Customer's IT hardware and software configurations as 

uired for the Bit9 Secu Platform im on. 
Software I Hardware Platform Lead(s) w ill define and communicate policies, 
test interoperability and deployment of the Bit9 Security Platform for the 
software licenses in sco 
The Implementation Architect w ill define the implementation approach, 
including risk profile and policy design, agent/sensor rollout, and identify 
operational processes and procedures impacted by Bit9 Security Platform 

~---------·----··-·-·--c·~~------------··-·-·~-i~~~~~n~~ti_o_n_. __ :--·~--~----------~-~-~---~-----·-----------··---i 
IT Security Lead(s) The IT Security Lead will set the security standards for the Bit9 Security 

Help Desk and Support 
Manager 

Software Deployment 
Administrator 

Storage Administrator 

Platform implementation, will approve trust and approval strategies for the 
Bit9 Security Platform, influence and define policies, and develop workflow 
for reviewi software cha 
The Helpdesk and Support Manager (or Service Desk Manager) is 
responsible for the associated support processes, like the software request 
process, problem resolution and other operational processes that may be 
affected by a Bit9 Security Platform implementation. This role will also assist 
with creating Bit9 Security Platform Notifier content, escalation processes 
and neral end user 

The Software Deployment Administrator will be responsible for initial 
software and software update deployments, patch management and 

to the end ints. 
The Storage Administrator will be responsible for proper storage allocation 
assigned to the Bit9 Security Platform server to meet the recommended 

cifications. 

7. Estimated Consulting Days 

The scope of this project will require up to : 

10 Bit9 professional service days 

This estimate is based upon the objectives, assumptions and scope stated in this SOW as well as the responses 

to the Bit9 Security Platform Seeping Questionnaire (Attachment A). If the parties mutually agree to extend the 

SOW to include additional work by Bit9, Bit9 will provide Customer w ith a change order requesting authorization 

for additional funding to cover the additional professional services and travel expenses. The change order shall 

Bit9 Statement of Work for El Dorado County - CONFIDENTIAL 4 
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· .. 

become effective on acceptance in writing by both parties. Additional professional services time may be 

purchased in day increments at the applicable professional services rate. 

All professional services are delivered during normal business hours, Monday- Friday, 8:30AM- 5:30PM, based 

on the delivery location's time zone. 

The following defines how Bit9 tracks time on professional services engagements: 

• One {1) day is eight {8) hours of work. 

• Bit9 tracks time in a minimum of one (1) hour, and then in fifteen {15) minute increments thereafter, for 

planned customer sessions. This includes time necessary to prepare and wrap-up the session. Bit9 tracks 

in fifteen {15) minute increments for ad hoc Customer requests during the implementation. These 

include responding to emails, phones calls and scheduling sessions. Bit9's consultants will track time and 

aggregate to the nearest fifteen {15) minute increment. 

• Any professional services delivered during non-business hours will be billed an additional fee, based on 

time and a half based on the professional services daily rate divided by eight {8). This applies specifically 

to consulting delivery during late evening, night, weekends, and holidays. 

• A minimum of one {1) day is charged for any onsite work. 

• Bit9 will charge Customer for the planned session time for any sessions that are cancelled within four {4) 

hours of the scheduled time. 

• Bit9 will not charge Customer for any time spent researching issues related to any Bit9 Security Platform 

or Carbon Black software product defects. 

• Bit9 will notify Customer prior to researching issues or defects that are discovered to be within the 

Customer's environment. Bit9 will provide an estimate for the effort required and may require a change 

order for an additional fee. 

8. Invoicing 

Services: 

Bit9 agrees to perform and Customer agrees to pay Partner per the sales order executed between the parties, 

for the professional services described in this SOW. 

Travel Expenses: 

Bit9 expects to deliver this work at Customer's facilities, remotely from Bit9 locations, or through a combination 

of both onsite and remote delivery. Should travel be required, Customer agrees to pay Partner travel expenses 

for all onsite professional services provided by Bit9 in accordance with Bit9's travel policies. Bit9 will request 

written approval from the Customer for any planned travel to a Customer-designated site prior to booking 

travel. Bit9 will invoice for any travel expenses that cannot be reversed, such as cancellation fees and changes in 

fares/rates, incurred due to changes in Customer schedule once the agreed upon travel arrangements have 

been made. 

Bit9 Statement of Work for El Dorado County- CONFIDENTIAL 5 
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9. Assumptions 

Customer acknowledges that its participation and cooperation is critical for the success of the project. The 

following assumptions are based on information provided by Customer to Bit9 relating to the project and 

have been used to develop Bit9's current level of effort and fees. Deviations from these assumptions may 

lead to commensurate changes in the timeline and fees: 

1. Communication in English: Bit9 assumes that all communication, verbal and written between the 

Customer and Bit9, will be in English. 

2. Customer Project Commitment: Successful completion of the project requires: 

a. Customer to provide appropriate personnel to fill the roles defined in Section 6 for the 

duration of the project. Any person identified by Customer to work with Bit9 shall be 

considered to be a duly authorized representative of Customer who is fully capable of 

making decisions related to the project; 

b. Customer will provide their best level of effort to complete tasks according to expected 

completion date; 

c. Customer will respond to Bit9's staff request for additional information required to complete 

within one (1) business day of Bit9's original request. 

3. Deployment: Customer can deploy the Bit9 Security Platform to the production environment outside of 

standard maintenance windows, if necessary, based upon Customer's emergency change management 

processes. 

4. Infrastructure: Customer will provide the necessary infrastructure to host the Bit9 Security Platform 

software server and database in accordance with Bit9's Operating Environment Requirements ("OER"). 

5. Onsite Work: Should onsite work be required as part of this SOW, Customer will make resources, 

internet access, and space available for the Bit9 consultant(s). 

6. Software Updates and Distribution Processes: Customer will have knowledge of all software updating 

and distribution processes in its environment. Any unknown aspects may affect the project timeline. 

7. Professional Services Days Term/Expiration: Unless agreed upon by both parties and duly executed in 

writing, the obligation of Bit9 to provide assistance to Customer expires the earlier of any of the 

following conditions being met: 

a. All deliverables in Section 5 have been delivered in support of the project goals; 

b. Twelve (12) months from the Effective Date in this SOW. 

8. Testing: Customer will have a set of test endpoints so that Bit9 can validate acceptable Bit9 Security 

Platform performance before deploying to the production environment. 

9. Out of Scope: The project does not include: 

a. Development of custom documentation outside what is defined in Section 5 of this SOW. 

b. Integration with SIEM tools for event management, other than via syslog. 

c. Remediation/removal of unauthorized, malicious, or unwanted files. 

d. Investigation and analysis of potential malware and threats. 

Bit9 Statement of Work for ElDorado County- CONFIDENTIAL 6 
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10. Training: . Customer will attend the Bit9 Security Platform Administration training prior to the design 

workshop. Customer understands that they need to include all critical personnel in training for its team 

to adequately manage the implementation. 

10. Additional Provisions 

Warranty 
Bit9 warrants that the professional services will be performed in a professional and workmanlike manner 

consistent with industry practice. Customer's sole and exclusive remedy for any breach of the foregoing 

warranty is that Bit9 shall, if written notice is provided not later than thirty (30) days after completion of the 

applicable professional services, re-perform such professional services or refund the Fee for such professional 

services. THE FOREGOING WARRANTIES ARE IN LIEU OF AND EXCLUDE ALL OTHER EXPRESS AND IMPLIED 

WARRANTIES, INCLUDING BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A 

PARTICULAR PURPOSE. 

Work Product 
Any deliverables, work, ideas, inventions, discoveries, processes and improvements, computer programs, 

software products, specifications, operating instructions, notes, and all other documentation created, 

conceived, alone or with others, prior to or in connection with services rendered hereunder to which Customer 

is provided access to and/or use of under this Statement of Work ("Bit9 Materials") will remain the sole property 

of Bit9, and all intellectual property rights related thereto constitute trade secrets and proprietary data of Bit9 

and any third party from whom Bit9 has received sublicensing or marketing rights, and nothing in this SOW w ill 

be construed to convey any title or ownership rights to Customer. Bit9 grants Customer a non-exclusive limited 

license to use the Bit9 Materials for its internal use to the extent necessary to obtain the benefits contemplated 

for the software granted under Customer's existing license agreement with Bit9. Customer may not copy, 

modify, reverse engineer, decompile, disassemble or create derivative works based on the Bit9 Materials, except 

as permitted by applicable law, and to the extent that Bit9 is not permitted by such law to exclude or limit such 

rights. Customer will retain ownership to any of Customer's data, reports and documentation provided by 

Customer to Bit9 in connection with this Statement of Work hereunder. 

Miscellaneous 
Bit9 is an independent contractor. The provisions of this SOW shall not be construed to establish any form of 

partnership, agency or other joint venture of any kind between Customer and Bit9, nor to constitute either party 

as the agent, employee or legal representative of the other. If the performance by a party of any of its 

obligations under this SOW (other than payment obligations) shall be interfered with by reason of any 

circumstances beyond the reasonable control of that party, that party shall be excused from such performance 

while such circumstances exist and such additional period as may be reasonably necessary to allow that party to 

resume its performance. 
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IN WITNESS WHEREOF, the duly authorized representatives of the parties hereto have caused this SOW to be 

duly executed. 

Agreed to and accepted by: 

El Dorado County Bit9, Inc. 

By: By: ___________ _ 

Name: Name: ___________ _ 

Title: Title:. ___________ _ 

Date: Effective Date:. ________ _ 

Bit9 Statement of Work for El Dorado County- CONFIDENTIAL 8 
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Attachment A: Bit9 Security Platform Scoping Questionnaire 

Bit9+~f.&~ 

Will you require a networkoonnectorl 
, enter#of devices in cells right ~ 

Do you have other network devices that you would like future integration 

What Is the culture of your business to IT relationship? 

What is yourlevel ofiT process maturity? 

What is the level of automation of the IT proceues? 

Bit9 Statement of Work for El Dorado County- CONFIDENTIAL 9 
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Home >-' License Agreements » Bitg Security Platform License Agreement 

Bitg Security Platform License Agreement 

This is a legal agreement between the end user ("You" or "Your") and Bitg, Inc .. a Delaware corporation 

("Licensor" or "Bitg"). This Agreement is part of a package (the "Package") that also includes. as 

applicable. executable files that You may download or a CD-ROM or other tangible media. in either case 
containing Bitg's Security Platform software application in object code form only (both referred to herein 

as the "Software") and certain w ritten materials (the "Documentation"). Any patch, update. upgrade, 

modification or other enhancement provided by Licensor with respect to the Software or the 
Documentation shall be included w ithin the meanings of those terms, for the purposes of this 

Agreement. except to the extent expressly provided below. If the Software has been provided to You 

for evaluation purposes ("Evaluation Software"), the terms and conditions set forth below shall apply 
unless specific alternative terms are expressly set forth for the Evaluation Software. 

If the Package is provided in the form of a CD-ROM or other tangible media, such media may contain 

software applications other than the Softw are. This Agreement shall not govern the licensing of such 

separate software applications if such separate software applications are provided under separate 

.--· ~nse agreements. 
~. ~ --, 
rt . DOWNLOADING OR INSTALLING THE SOFTWARE, YOU ACKNOWLEDGE: 
'! 

··-:·~ 

:~·- fOU (EITHER YOU AS AN INDIVIDUAL OR. IF THE SOFTWARE WILL BE USED BY AN ENTITY, ON 

BEHALF OF THAT ENTITY) REPRESENT AND AGREE THAT YOU HAVE THE CAPACITY AND 

AUTHORITY TO BIND YOURSELF OR. IF APPLICABLE, THE APPLICABLE ENTITY. TO THE TERMS OF 
THIS AGREEMENT. THAT YOU HAVE READ ALL OF THE TERMS AND CONDITIONS OF THIS 

AGREEMENT. UNDERSTAND THEM. AND AGREE TO BE BOUND BY THEM: AND 

2) YOU UNDERSTAND THAT. IF YOU PURCHASED THE PACKAGE FROM AN AUTHORIZED RESELLER 

OF BITg, THAT RESELLER IS NOT BITg'S AGENT AND IS NOT AUTHORIZED TO MAKE ANY 
REPRESENTATIONS, CONDITIONS OR WARRANTIES. STATUTORY OR OTHERWISE, ON LICENSOR'S 
BEHALF OR TO VARY ANY OF THE TERMS OR CONDITIONS OF THIS AGREEMENT. 

If You do not agree to the terms of this Agreement. promptly return the entire Package to the place You 

obtained it for a full refund. If You should have any difficulty in obtaining such refund, please contact 

Bitg at +1 (617) 393-7400. 

LIMITED LICENSE: Bitg hereby grants to You. subject to the terms and conditions of this Agreement. a 
non-exclusive. non-transferable right and license to use the Software only for Your own internal 
business purposes. You may not sell or transfer reproductions of the Software or Documentation to 

third parties in any way. You may only use the functionality in the Software available in the type of 

license and for operating system and number of operating systems and/ or endpoints specified in an 
order, quote or invoice from Licensor that has been accepted by You (the "Order"); Evaluation Software 
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may be used solely for Your internal evaluation of the suitability of the Software and in no event for 
production use. You may not use the Software for any purposes not specifically permitted hereunder or 

on operating systems not specified in the Order or make the Software available to more operating 

systems than the number specified in the Order. or. if Evaluation Software. on no more than two 
hundred (zoo) operating systems or endpoints. 

CERTIFICATION AS TO USE: At Licensor's request not more than once annually, You agree to certify to 
Licensor Your compliance with the license terms set forth in this Agreement and to allow Licensor or its 

designee to inspect Your data processing systems and records to verify such compliance, provided that 
any such inspections will be made on not less than ten (10) days written notice and during regular 

business hours and that all information obtained during such inspection shall be kept strictly confidential 

and used by Licensor solely to enforce Bitg's rights under this Agreement. If the inspection reveals an 
underpayment to Licensor of license fees. You shall promptly pay to Licensor the deficit. Licensor shall 

bear the expense of such inspection unless the inspection reveals an underpayment of license fees in 

excess of five percent <s%>. in which case You shall bear all reasonable costs associated with the 

inspection. 

OWNERSHIP; COPYRIGHT: Title to the Software and the Documentation. and patents, copyrights and all 

other property rights applicable thereto, shall at all times remain solely and exclusively with Bitg and 

Bitg's licensors. and You shall not take any action inconsistent with such title. The Software and the 
Documentation are protected by United States and other applicable laws and by international treaty 

provisions. Any rights not expressly granted herein are reserved to Bitg and Bitg's licensors. 

OTHER RESTRICTIONS: You may not cause or permit the disclosure. copying, renting, licensing, 
sublicensing, leasing. dissemination or other distribution of the Software or the Documentation by any 

means or in any form. without the prior written consent of Licensor. You may not use the Software to 

conduct a service bureau or similar business for the benefit of third parties. You may not modify, 

enhance. supplement. create derivative work from. adapt. translate. reverse engineer. decompile. 
disassemble or otherwise reduce the Software to human readable form. 

Ultrahazardous Activities: The Software is not designed, manufactured or intended for use in any 
environment in which the failure of the Software could lead to death, personal injury or severe physical 

or environmental damage, which uses and environments may include. but are not limited to. the design 

or operation of nuclear facilities. aircraft navigation or communication systems, air traffic control. direct 
life support machines or weapons systems or the on-line control of equipment in any hazardous 
environment requiring fail-safe performance ("Ultrahazardous Activities"). You represent and warrant to 

Licensor that You will not install or use the Software for such purposes. 

LIMITED WARRANTY: 

Bitg warrants that for a period of ninety (go) days after the delivery of the Software ("Software Warranty 

Period"), the Software will conform in all material respects to the applicable Documentation. This limited 
warranty: (i) applies to the initial licensee only and may be acted upon only by the initial licensee; (ii) 

does not apply in the event of any alteration of the Software or any use of the Software other than as 
permitted hereby or in accordance with its published specifications; and (iii) does not apply to (x) any 

patch. update. upgrade, modification, or other enhancement provided by Licensor with respect to the 
Software or the Documentation or (y) any information or data. including but not limited to. threat 
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intelligence data originating from third parties and enabled through the Software or by links provided by 

Bitg .. which are provided on an AS IS BASIS ONLY and Bitg hereby disclaims any liability with respect to 

accuracy, completeness and/ or use. 

NOTWITHSTANDING THE FOREGOING, EVALUATION SOFTWARE IS PROVIDED "AS IS" WITHOUT 

WARRANTIES OF ANY KIND. 

EXCEPT AS EXPLICITLY STATED ABOVE, BITg AND BITg'S LICENSORS. RESELLERS AND/OR 

DISTRIBUTORS MAKE NO OTHER WARRANTY OR CONDITION. EXPRESS OR IMPLIED. STATUTORY OR 

OTHERWISE, REGARDING THIS SOFTWARE. INCLUDING WITHOUT LIMITATION THE IMPLIED 

WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE. TITLE, NON

INFRINGEMENT. ERROR FREE OPERATION OR NON-INTRUSION DUE TO HACKING OR OTHER 

SIMILAR MEANS OF UNAUTHORIZED ACCESS. FURTHER. NO REPRESENTATION OR OTHER 

AFFIRMATION OF FACT, INCLUDING BUT NOT LIMITED TO STATEMENTS REGARDING CAPACITY, 

SUITABILITY FOR USE OR PERFORMANCE OF ANY PRODUCTS OR SERVICES PROVIDED BY BITg, OR 

ANY INFORMATION, CONTENT. OR DATA CONTAINED THEREIN, WHETHER MADE BY BITg 

EMPLOYEES OR OTHERWISE. WHICH IS NOT CONTAINED IN THIS AGREEMENT, WILL BE DEEMED TO 

BE A WARRANTY BY BITg FOR ANY PURPOSE OR GIVE RISE TO ANY LIABILITY OF BITg 

WHATSOEVER. 

If You believe You have found any such error or defect in the Software during the Software Warranty 

Period, call Bitg's Customer Service Department at +1 (617) 393-7487 or 877-BITg-og8 between the 

hours of 8:oo a.m. and 8:oo p.m. Monday through Friday (Eastern Time), holidays excluded, and provide 

Your Product number. Bitg's and Bitg's licensors' entire liability and Your exclusive remedy for breach of 

this limited warranty shall be the repair or replacement of the Software with a corrected version of the 

Software, within a reasonable period of time and without charge. 

LIMITATION OF LIABILITY: 

BITg AND BITg'S LICENSORS. RESELLERS AND/OR DISTRIBUTORS SHALL NOT BE LIABLE FOR 

SPECIAL. INCIDENTAL. CONSEQUENTIAL. EXEMPLARY OR OTHER INDIRECT DAMAGES, EVEN IF BITg 

OR BITg'S LICENSORS ARE ADVISED OF OR AWARE OF THE POSSIBILITY OF SUCH DAMAGES. IN NO 

EVENT SHALL BITg'S AND BITg'S LICENSORS. RESELLERS AND/OR DISTRIBUTORS' AGGREGATE 

LIABILITY EXCEED THE PURCHASE PRICE OF THE PACKAGE OR. FOR EVALUATION SOFTWARE. 

$100.00. 

CONFIDENTIALITY: The Software and all information disclosed by Licensor to You hereunder or 

otherwise in connection with the Software. together with. for Evaluation Software. all results of Your 

evaluation (collectively "Confidential Information"), are confidential information of Licensor and shall not 

be disclosed by You to any third party. You shall only use the Confidential Information as expressly 

permitted by this Agreement. and in no other manner. You agree to take all necessary precautions to 

avoid disclosure and misuse of the Confidential Information. You shall promptly notify Licensor if You 

become aware of any breach of this confidentiality obligation and agrees to remedy any such breach. 

TERMINATION: This Agreement is effective until terminated. You may terminate the Agreement at any 

time if there is an uncured material breach of this Agreement by destroying all copies of the Software. 

and all media and documentation and by providing Licensor with written notice and confirmation. The 
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Agreement will terminate immediately without notice from Licensor if You fail to comply with any 
provision of this Agreement. Upon any termination. You must destroy all copies of the Software and all 

media and Documentation and shall pay to Bit9 all sums as set forth in the Order then remaining unpaid. 
The provisions regarding Confidentiality. Limitation of Liability and Evaluation Software Indemnity shall 

survive termination of this Agreement indefinitely. 

EVALUATION SOFTWARE INDEMNITY: You agree to defend. indemnify and hold harmless Bit9 from all 

claims. damages. and Losses, howsoever arising and whether direct, indirect. or consequential. including 
all Legal fees and expenses, arising from claims brought by any third party relating to Your use of the 

Evaluation Software. 

EXPORT AND IMPORT COMPLIANCE: In the event You export the Software from the country in which 

You first received it. You assume the responsibility for compliance with all applicable import. export and 
re-export regulations. as the case may be, including but not limited to. any regulations of the Office of 

Export Administration of the U.S. Department of Commerce, the United States Department of Treasury 

Office of Foreign Assets Control. and other U.S. agencies and the export control regulations of the 
European Union. You acknowledge and agree the Software shall not be used, and none of the 

underlying information, software. or technology may be transferred or otherwise exported or re
exported to countries as to which the United States and/or the European Union maintains an embargo 

(collectively, "Embargoed Countries"), or to or by a national or resident thereof. or any person or entity 
on the U.S. Department of Treasury's List of Specially Designated Nationals or the U.S. Department of 

Commerce's Table of Denial Orders (collectively. "Designated Nationals"). The Lists of Embargoed 

Countries and Designated Nationals are subject to change without notice. By using the Software, You 
represent and warrant that You are not Located in. or are under the control of, or a national or resident of. 

an Embargoed Country or Designated National. You agree to comply strictly with all applicable Laws 

and assume sole responsibility for obtaining Licenses to import. export or re-export as may be required. 

The Software may use encryption technology that is subject to Licensing requirements under the U.S. 

Export Administration Regulations. 15 C.F.R. Parts 730-774 and Council Regulation (EC) No. 1334/2000. 
Bit9 makes no representation the Software is appropriate or available for use in Locations outside the 

United States. If You use the Software from outside the United States, You are solely responsible for 
compliance with all applicable Laws. including w ithout Limitation export and import regulations of other 

countries. Any diversion or use of the Software contrary to United States Law is prohibited. 

You represent and warrant to Bit9 that You will not use the Software or any portion thereof in violation of 

applicable Laws or regulations. and You agree to indemnify and hold Bit9 harmless from and against 
claims. Losses, costs, or liability, arising in connection with Your breach of this Section. 

GOVERNMENT RESTRICTED RIGHTS: The Software and Documentation are "commercial computer 
software" or "commercial computer software documentation." Absent a written agreement to the 

contrary, the U.S. Government's rights with respect to such Software or Documentation are Limited by 
the terms of this Agreement. pursuant to FAR§ 12.212(a) and/or DFARS § 227.7202-1(a), as applicable. 

GOVERNING LAW: This Agreement shall be governed by the Laws of the Commonwealth of 
Massachusetts, U.S.A .. excluding (a) its conflicts of Laws principles: (b) the United Nations Convention on 
Contracts for the International Sale of Goods: (c) the 1974 Convention on the Limitation Period in the 

International Sale of Goods (the "1974 Convention"); (d) the Protocol amending the 1974 Convention. 
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done at Vienna April11, 1980; and (e) the Uniform Computer Information Transactions Act (UCIT A) as 
adopted by any state. You hereby submit to the exclusive jurisdiction of the federal and state courts 

located in Suffolk County. Massachusetts in connection with any dispute arising out of or relating to this 
Agreement and waive any objection to such venue. 

EQUITABLE RELIEF: You agree that. because of the proprietary nature of the Software, Bitg's remedies 

at law for a breach by You of Your obligations under this Agreement will be inadequate and that 

Licensor shall. in the event of a breach or threatened breach. be entitled to equitable relief. including 
injunctive relief. without the posting of any bond, in addition to all other remedies provided under this 

Agreement or available at law. 

GENERAL: This Agreement constitutes the entire understanding between Bitg and You w ith respect to 

subject matter hereof. Any change to this Agreement must be in writing. signed by Licensor and You. 
Terms and conditions as set forth in any order which differ from. conflict w ith. or are not included in this 

Agreement shall not become part of this Agreement unless specifically accepted by Licensor in writing. 
You shall be responsible for and shall pay, and shall reimburse Licensor on request if Licensor is 
required to pay, any sales. use. value added (VAT), consumption or other tax (excluding any tax that is 

based on Licensor's net income), assessment. duty, tariff. or other fee or charge of any kind or nature 
that is levied or imposed by any governmental authority on the Package. 
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EXHIBIT "B" 

Home ,, License Agreements » Carbon Black Quick Start Packages 

Carbon Black Quick Start Packages 

Terms and Conditions 

The Carbon Black Quick Start Packages (the "Packages") provide implementation services to assist You 

with Your Carbon Black software implementation project. 

Bitg, Inc. ("Bitg") agrees to perform and You agree to pay. in accordance with the Sales Order. for one or 

more of the Packages as described below. 

The Package also requires the following: 

• Purchase of a Carbon Black Administrator training seat: and 

• Attendance at training within the first month of commencing the implementation project. 

Qitg w ill work with You remotely from Bitg locations. Travel expenses are not included in the Packages. 
~, ~ u are expected to provide the appropriate personnel to support the implementation servicets working 
'1 

k ;sions. 
(' 

,-;» 

Carbon Black On Premises Carbon Black Cloud 

> s.ooo > s.ooo > s.ooo 
Quantity of 

> 3.000 > 3.000 s 3.000- - - s -
- -

endpoints 3.000 s s.ooo s s 3.000 s 
s s.ooo s s.ooo 

10.000 10,000 10,000 

Maximum days of 30 30 go 30 go 30 30 go 
data retention days days days days days days days days 

DELIVERABLES 

Lead deployment 
-1 

planning call 
-1 -1 -1 -1 -1 -1 ,; 

Produce project 

definition document ,; ,; ,; 
and design strategy 

,; ,; -1 ,; ,; 

document 
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Build Carbon Black One 

One {1) Master Master Master 
server{s) or {1) N/A N/A N/A 

server server server server 
master server server 

Build Carbon Black 
Up to 

Up to 

minion servers 
N/A N/A three One {1) 

six {6) 
N/A N/A N/A 

{3) 

Deploy up to two {2) 

Carbon Black clients 
.; .; .; .; .; .; .; .; 

Configure Carbon 

Black Netw ork Up to .; .; .; .; Up to .; .; 
Integration one (1) one (1) 

Connectors 

Setup syslog/CEF .; .; .; 
for SIEM solution 

.; .; .; .; .; 

Lead user interface .; .; .; .; .; .; .; .; 
{Uil walkthrough 

Provide health .; .; .; .; .; .; .; .; 
metrics document 

Lead one-hour Up to Up to Up to Up to Up to Up to 

tuning I O&A 
Up to 

three three three three 
Up to 

three three 
one {1) one {1) 

working sessions {3) {3) {3) (3) (3) {3) 

Transition to Bit9 

technical support 
.; .; .; .; .; .; .; .; 

Provide project 

closure .; .; .; .; .; .; .; .; 

notification email 

PROFESSIONAL 
Up to Up to Up to Up to Up to Up to Up to 

SERVICES HOURS Up to 9 
9 13 22 18 27 7 11 

INCLUDED IN 
hours hours hours hours hours hours 

hours 
hours 

PACKAGE 

The Packages do not include the follow ing: 
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• Developing custom documentation 

• Building of custom scripts or feeds 

• Performing custom threat feed configuration 

• Remediation/removal of unauthorized. malicious. or unwanted files 

• Investigation and analysis of potential mal ware and threats 

• Troubleshooting integration or product issues when deemed to be non-Carbon Black issues 

Except as may be otherwise expressly provided hereunder. the Packages shall be governed by the 
terms and conditions of the end user license agreement that You entered into with Bitg. with the 

limitation of liability described therein being the fees paid for the Package. 

Bitg warrants that the Package's services will be performed in a professional and workmanlike manner 
consistent with industry practice. Your sole and exclusive remedy for any breach of the foregoing 

warranty is that Bitg shall. if written notice is provided not later than thirty (30) days after completion of 
the applicable services. re-perform such services or refund the fee paid for such services. THE 
FOREGOING WARRANTY IS IN LIEU OF AND EXCLUDES ALL OTHER EXPRESS AND IMPLIED 

WARRANTIES. INCLUDING BUT NOT LIMITED TO. WARRANTIES OF MERCHANTABILITY OR FITNESS 

FOR A PARTICULAR PURPOSE. 

Bitg is an independent contractor. and the above terms and conditions shall not be construed to 

establish any form of partnership. agency or other joint venture of any kind between You and Bitg. nor to 
constitute either party as the agent. employee or legal representative of the other. If Bitg's performance 
of any of its obligations under the Package shall be interfered with by reason of any circumstances 

beyond its reasonable control. Bitg shall be excused from such performance while such circumstances 
exist and such additional period as may be reasonably necessary to allow Bitg to resume its 

performance. 

All written materials. including programs. files. specifications and documentation and any work product. 
patents. information. inventions or copyrightable material that are produced by Bitg as part of the 
services provided shall be the sole property of Bitg. You are granted a limited. non-exclusive license to 
use such material to the extent necessary to obtain the benefits contemplated by the license of the 

Software. 

Capitalized terms used but not defined herein have the meanings assigned to them in the end user 

license agreement. Bitg will schedule the implementation services to be completed no later than 180 

days from receipt of the Sales Order. unless otherwise agreed to in writing by Bitg and You. Bitg's 

obligation to deliver the implementation services shall expire 180 days from receipt of the Sales Order. 
All fees paid under the Sales Order are non-refundable. 

BY PURCHASING THE PACKAGE. YOU REPRESENT AND AGREE (ON BEHALF OF YOUR BUSINESS 
ENTITY) THAT YOU HAVE THE CAPACITY AND AUTHORITY TO BIND YOUR ENTITY TO THESE TERMS. 
THAT YOU HAVE READ ALL OF THE ABOVE TERMS AND CONDITIONS. UNDERSTAND THEM. AND 

AGREE TO BE BOUND BY THEM. 
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Home >-> License Agreements » Bitg Carbon Black License Agreement 

Bitg Carbon Black License Agreement 

This is a legal agreement between the end user ("You" or "Your") and Bitg, Inc., a Delaware corporation 

("Licensor" or "Bitg"). This Agreement is part of a package (the "Package") that also includes, as 

applicable. executable files that You may download or a CD-ROM or other tangible media. in either case 
containing Bitg's Carbon Black software application in object code only (both referred to herein as the 

"Software") and certain w ritten materials (the "Documentation"). Any patch. update. upgrade. 

modification or other enhancement provided by Licensor with respect to the Software or the 
Documentation shall be included within the meanings of those terms. for the purposes of this 

Agreement. except to the extent expressly provided below. If the Software has been provided to You 
for evaluation purposes ("Evaluation Software"), the terms and conditions set forth below shall apply 

unless specific alternative terms are expressly set forth for the Evaluation Software. 

If the Package is provided in the form of a CD-ROM or other tangible media, such media may contain 

software applications other than the Software. This Agreement shall not govern the licensing of such 
separate software applications if such separate software applications are provided under separate 

~nse agreements. 

(.: 

f~ . DOWNLOADING OR INSTALLING THE SOFTWARE. YOU ACKNOWLEDGE: 
(' 

-· fOU (EITHER YOU AS AN INDIVIDUAL OR. IF THE SOFTWARE WILL BE USED BY AN ENTITY. ON 

BEHALF OF THAT ENTITY) REPRESENT AND AGREE THAT YOU HAVE THE CAPACITY AND 

AUTHORITY TO BIND YOURSELF OR. IF APPLICABLE. THE APPLICABLE ENTITY. TO THE TERMS OF 
THIS AGREEMENT. THAT YOU HAVE READ ALL OF THE TERMS AND CONDITIONS OF THIS 

AGREEMENT. UNDERSTAND THEM. AND AGREE TO BE BOUND BY THEM; AND 

2) YOU UNDERSTAND THAT. IF YOU PURCHASED THE PACKAGE FROM AN AUTHORIZED RESELLER 
OF BITg, THAT RESELLER IS NOT BITg'S AGENT AND IS NOT AUTHORIZED TO MAKE ANY 

REPRESENTATIONS. CONDITIONS OR WARRANTIES. STATUTORY OR OTHERWISE. ON LICENSOR'S 
BEHALF OR TO VARY ANY OF THE TERMS OR CONDITIONS OF THIS AGREEMENT. 

If You do not agree to the terms of this Agreement. promptly return the entire Package to the place You 

obtained it for a full refund. If You should have any difficulty in obtaining such refund. please contact 

Bitg at +1 (617) 393-7400. 

LIMITED LICENSE: Bitg hereby grants to You. subject to the terms and conditions of this Agreement. a 
non-exclusive, non-transferable right and license to use the Software only for Your own internal 
business purposes. You may not sell or transfer reproductions of the Software or Documentation to 

third parties in any way. You may only use the functionality in the Software available in the type of 

license and for operating system and number of operating systems and/or endpoints specified in an 
order, quote or invoice from Licensor that has been accepted by You (the "Order"); Evaluation Software 

15-1430 A 23 of 28



may be used solely for Your internal evaluation of the suitability of the Software and in no event for 
production use. You may not use the Software for any purposes not specifically permitted hereunder or 

on operating systems not specified in the Order or make the Software available to more operating 
systems than the number specified in the Order. or, if Evaluation Software, on no more than two 

hundred (200) operating systems or endpoints. · 

CERTIFICATION AS TO USE: At Licensor's request not more than once annually, You agree to certify to 

Licensor Your compliance with the license terms set forth in this Agreement and to allow Licensor or its 
designee to inspect Your data processing systems and records to verify such compliance. provided that 

any such inspections w ill be made on not less than ten (10) days written notice and during regular 

business hours and that all information obtained during such inspection shall be kept strictly confidential 
and used by Licensor solely to enforce Bitg's rights under this Agreement. If the inspection reveals an 

underpayment to Licensor of license fees, You shall promptly pay to Licensor the deficit. Licensor shall 

bear the expense of such inspection unless the inspection reveals an underpayment of license fees in 
excess of five percent (5%), in w hich case You shall bear all reasonable costs associated with the 

inspection. 

OWNERSHIP: COPYRIGHT: Title to the Software and the Documentation. and patents. copyrights and all 

other property rights applicable thereto. shall at all times remain solely and exclusively w ith Bitg and 
Bitg's licensors. and You shall not take any action inconsistent with such title. The Software and the 

Documentation are protected by United States and other applicable laws and by international treaty 
provisions. Any rights not expressly granted herein are reserved to Bitg and Bitg's licensors. 

OTHER RESTRICTIONS: You may not cause or permit the disclosure. copying. renting, licensing, 
sublicensing. leasing. dissemination or other distribution of the Software or the Documentation by any 

means or in any form. without the prior written consent of Licensor. You may not use the Software to 
conduct a service bureau or similar business for the benefit of third parties. You may not modify. 

enhance, supplement. create derivative work from. adapt. translate. reverse engineer. decompile, 
disassemble or otherwise reduce the Software to human readable form. 

Ultrahazardous Activities: The Software is not designed, manufactured or intended for use in any 

environment in which the failure of the Software could lead to death, personal injury or severe physical 

or environmental damage, w hich uses and environments may include. but are not limited to. the design 
or operation of nuclear facilities, aircraft navigation or communication systems, air traffic control. direct 

life support machines or weapons systems or the on-line control of equipment in any hazardous 
environment requiring fail-safe performance ("Ultrahazardous Activities"). You represent and warrant to 

Licensor that You will not install or use the Software for such purposes. 

LIMITED WARRANTY: 

Bitg warrants that for a period of ninety (go) days after the delivery of the Software ("Software Warranty 
Period"), the Software will conform in all material respects to the applicable Documentation. This limited 

warranty: (j) applies to the initial licensee only and may be acted upon only by the initial licensee: (ii) 

does not apply in the event of any alteration of the Software or any use of the Software other than as 
permitted hereby or in accordance with its published specifications: and (iii) does not apply to (x) any 

patch. update, upgrade. modification, or other enhancement provided by Licensor with respect to the 
Software or the Documentation. or (y) any information or data. including but not limited to. threat 
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intelligence data originating from third parties and enabled through the Software or by links provided by 

Bitg, which are provided on an AS IS BASIS ONLY and Bitg hereby disclaims any liability with respect to 

accuracy, completeness and/or use. 

NOTWITHSTANDING THE FOREGOING, EVALUATION SOFTWARE IS PROVIDED "AS IS" WITHOUT 

WARRANTIES OF ANY KIND. 

EXCEPT AS EXPLICITLY STATED ABOVE. BITg AND BITg'S LICENSORS. RESELLERS AND/OR 

DISTRIBUTORS MAKE NO OTHER WARRANTY OR CONDITION, EXPRESS OR IMPLIED. STATUTORY OR 

OTHERWISE. REGARDING THIS SOFTWARE. INCLUDING WITHOUT LIMITATION THE IMPLIED 

WARRANTY OF MERCHANTABILITY. FITNESS FOR A PARTICULAR PURPOSE. TITLE. NON

INFRINGEMENT ERROR FREE OPERATION OR NON-INTRUSION DUE TO HACKING OR OTHER 

SIMILAR MEANS OF UNAUTHORIZED ACCESS. FURTHER. NO REPRESENTATION OR OTHER 

AFFIRMATION OF FACT. INCLUDING BUT NOT LIMITED TO STATEMENTS REGARDING CAPACITY. 

SUITABILITY FOR USE OR PERFORMANCE OF ANY PRODUCTS OR SERVICES PROVIDED BY BITg, OR 

ANY INFORMATION. CONTENT, OR DATA CONTAINED THEREIN. WHETHER MADE BY BITg 

EMPLOYEES OR OTHERWISE. WHICH IS NOT CONTAINED IN THIS AGREEMENT. WILL BE DEEMED TO 

BE A WARRANTY BY BITg FOR ANY PURPOSE OR GIVE RISE TO ANY LIABILITY OF BITg 

WHATSOEVER. 

If You believe You have found any such error or defect in the Software during the Software Warranty 

Period. call Bitg's Customer Service Department at +1 (617) 393-7487 or 877-BITg-og8 between the 

hours of 8:oo a.m. and 8:oo p.m. Monday through Friday (Eastern Time). holidays excluded. and provide 

Your Product number. Bitg's and Bitg's licensors' entire liability and Your exclusive remedy for breach of 

this limited warranty shall be the repair or replacement of the Software with a corrected version of the 

Software. within a reasonable period of time and without charge. 

DATA COLLECTION: In the event that the You affirmatively opt in through the Software. then. 

notwithstanding anything to the contrary set forth herein. Bitg may collect and use (a) but not distribute. 

technical information about Your devices, files. networks, systems. software. and peripherals {"Technical 

Data"), for the sole purpose of supporting Your use of the Software and the support thereof for You. and 

(b) binaries and binary metadata. and other related data ("Binary Data"), for purposes of Licensor's install 

base for the Software. provided that with respect to Technical Data. aggregated and anonymized 

Technical Data may be used for other purposes or distributed to third parties. In the course of using the 

Software. You shall have sole responsibility for the accuracy. quality, integrity, legality, reliability. 

appropriateness. and intellectual property ownership or right to use and transferability to Bitg of all such 

data. and Bitg shall not be responsible or liable for Your. or Licensor's deletion. correction. destruction. 

failure to protect. damage. loss or failure to store any such data. Bitg reserves the right to establish or 

modify its general practices and limits relating to storage of such data. and/ or to delete or destroy any 

or all such data periodically. 

LIMITATION OF LIABILITY: 

BITg AND BITg'S LICENSORS. RESELLERS AND/OR DISTRIBUTORS SHALL NOT BE LIABLE FOR 

SPECIAL. INCIDENTAL, CONSEQUENTIAL EXEMPLARY OR OTHER INDIRECT DAMAGES. EVEN IF BITg 

OR BITg'S LICENSORS. RESELLERS AND/OR DISTRIBUTORS ARE ADVISED OF OR AWARE OF THE 

POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL BITg'S AND BITg'S LICENSORS' AGGREGATE 
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LIABILITY EXCEED THE PURCHASE PRICE OF THE PACKAGE OR. FOR EVALUATION SOFTWARE. 

$100.00. 

CONFIDENTIALITY: The Software and all information disclosed by Licensor to You hereunder or 
otherwise in connection with the Software. together with. for Evaluation Software. all results of Your 
evaluation (collectively "Confidential Information"), are confidential information of Licensor and shall not 

be disclosed by You to any third party. You shall only use the Confidential Information as expressly 
permitted by this Agreement. and in no other manner. You agree to take all necessary precautions to 
avoid disclosure and misuse of the Confidential Information. You shall promptly notify Licensor if You 

become aware of any breach of this confidentiality obligation and agrees to remedy any such breach. 

TERMINATION: This Agreement is effective until terminated. You may terminate the Agreement at any 
time if there is an uncured material breach of this Agreement by destroying all copies of the Software. 
and all media and documentation and by providing Licensor w ith written notice and confirmation. The 

Agreement will terminate immediately without notice from Licensor if You fail to comply with any 

provision of this Agreement. Upon any termination. You must destroy all copies of the Software and all 
media and Documentation and shall pay to Bitg all sums as set forth in the Order then remaining unpaid. 

The provisions regarding Confidentiality, Limitation of Liability and Evaluation Software Indemnity shall 

survive termination of this Agreement indefinitely. 

EVALUATION SOFTWARE INDEMNITY: You agree to defend, indemnify and hold harmless Bitg from all 
claims. damages. and losses. howsoever arising and whether direct. indirect. or consequentiaL including 

all legal fees and expenses. arising from claims brought by any third party relating to Your use of the 

Evaluation Software. 

EXPORT AND IMPORT COMPLIANCE: In the event You export the Software from the country in which 
You first received it. You assume the responsibility for compliance with all applicable import. export and 

re-export regulations. as the case may be. including but not limited to, any regulations of the Office of 

Export Administration of the U.S. Department of Commerce. the United States Department of Treasury 
Office of Foreign Assets Control. and other U.S. agencies and the export control regulations of the 

European Union. You acknowledge and agree the Software shall not be used. and none of the 

underlying information. software. or technology may be transferred or otherwise exported or re
exported to countries as to which the United States and/or the European Union maintains an embargo 
(collectively, "Embargoed Countries"), or to or by a national or resident thereof. or any person or entity 

on the U.S. Department of Treasury's List of Specially Designated Nationals or the U.S. Department of 

Commerce's Table of Denial Orders (collectively, "Designated Nationals"). The lists of Embargoed 
Countries and Designated Nationals are subject to change without notice. By using the Software. You 
represent and warrant that You are not located in, or are under the control of, or a national or resident of. 

an Embargoed Country or Designated National. You agree to comply strictly w ith all applicable laws 
and assume sole responsibility for obtaining licenses to import. export or re-export as may be required. 

The Software may use encryption technology that is subject to licensing requirements under the U.S. 
Export Administration Regulations. 15 C.F.R. Parts 730-774 and Council Regulation (EC) No. 1334/2000. 
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Bit9 makes no representation the Software is appropriate or available for use in locations outside the 
United States. If You use the Software from outside the United States. You are solely responsible for 
compliance with all applicable laws. including without limitation export and import regulations of other 

countries. Any diversion or use of the Software contrary to United States law is prohibited. 

You represent and warrant to Bitg that You will not use the Software or any portion thereof in violation of 

applicable laws or regulations. and You agree to indemnify and hold Bit9 harmless from and against 
claims. losses. costs. or liability. arising in connection with Your breach of this Section. 

GOVERNMENT RESTRICTED RIGHTS: The Software and Documentation are "commercial computer 

software" or "commercial computer software documentation." Absent a written agreement to the 

contrary. the U.S. Government's rights with respect to such Software or Documentation are limited by 
the terms of this Agreement. pursuant to FAR§ 12.212(a) and/or DFARS § 227.7202-1(a). as applicable. 

GOVERNING LAW: This Agreement shall be governed by the laws of the Commonwealth of 

Massachusetts. U.S.A. excluding (a) its conflicts of laws principles: (b) the United Nations Convention on 

Contracts for the International Sale of Goods; (c) the 1974 Convention on the Limitation Period in the 
International Sale of Goods (the "1974 Convention"); (d) the Protocol amending the 1974 Convention. 

done at Vienna Aprilu. 1980; and (e) the Uniform Computer Information Transactions Act (UCITA) as 

adopted by any state. You hereby submit to the exclusive jurisdiction of the federal and state courts 
located in Suffolk County. Massachusetts in connection with any dispute arising out of or relating to this 

Agreement and waive any objection to such venue. 

EQUITABLE RELIEF: You agree that. because of the proprietary nature of the Software. Bit9's remedies 

at law for a breach by You of Your obligations under this Agreement will be inadequate and that 
Licensor shalL in the event of a breach or threatened breach. be entitled to equitable relief. including 

injunctive relief. without the posting of any bond. in addition to all other remedies provided under this 

Agreement or available at law. 

GENERAL: This Agreement constitutes the entire understanding between Bit9 and You with respect to 
subject matter hereof. Any change to this Agreement must be in writing. signed by Licensor and You. 

Terms and conditions as set forth in any order which differ from. conflict with. or are not included in this 

Agreement shall not become part of this Agreement unless specifically accepted by Licensor in writing. 
You shall be responsible for and shall pay. and shall reimburse Licensor on request if Licensor is 
required to pay. any sales. use. value added (VAT). consumption or other tax (excluding any tax that is 

based on Licensor's net income). assessment. duty. tariff. or other fee or charge of any kind or nature 
that is levied or imposed by any governmental authority on the Package. 
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Contract #: P0201608631 

CONTRACT ROUTING SHEET 
Date Prepared: 11/23/15 -------------------- Need Date: RUSH PLEASE! 

PROCESSING DEPARTMENT: CONTRACTOR: 
Department: CAO, Procurement & 

Contracts Division 
Name: Government Technology 

Solutions, Inc. 
Dept. Contact: Eric van Leeuwen Address: 
Phone #: 530-621-5834 --------------------

4110 Business Drive, Suite A 
Shingle Springs, CA 95682 

Department ~\ n 1 ~~ \ \,). . Phone: 
Head Signature: \j\~wtQ Xbt(;\A~ \\.._"1\V\m 

530-677-1333 

CONTRACTING DEPARTMENT: CAO Procurement & Contracts Division on behalf of 
Information Technologies Department 

Service Requested: Review and approval of Bit9 (Exhibit "A") and Carbon Black (Exhibit "B") 
Statement of Work for Implementation Services of security platform software 

Contract Term: One-Time purchase Contract Value: $ 22,000.00 

COUNTY COUNS~L: (Must approve all contracts and MOU's)1 j r c. n // 
Approved: / Disapproved: Date: !l _~D~d1JIS By: <j :.. ~ 
Approved: Disapproved: Date: By: ----------- ------------
Detailed description here (see sample) ________________________________________ _ 

PLEASE FORWARD TO PURCHASING. THANKS! 

Rev. 12/2000 (GS-GVP) 
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