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Information Technologies Department recommending the Board approve and authorize the Chair to
sign Amendment 1 to Agreement 4561 with Liebert Security, LLC for the performance of a network
environment susceptibility test and report, increasing the maximum compensation by $30,000 for a
not-to-exceed amount of $92,500, and maintaining the current term of February 5, 2020 through
February 4, 2021.

FUNDING:  General Fund with partial recovery through the A-87 Cost Plan.
DISCUSSION / BACKGROUND
On February 5, 2020, the Purchasing Agent executed Agreement 4561 with Liebert Security, LLC for
the provision of a security review and report, and 5 hours per month of information security officer
support during the one-year term of the Agreement. The security review and report was based upon
interviews with Information Technologies staff and review of El Dorado Counties policies, practices,
procedures.

Amendment 1 is for the provision of a network environment susceptibility test and report. The test
consists of distributing sensors throughout the County’s network and running simulated malicious
cyberattacks against the County’s network and sensors. The collective results from both
assessments will be used to develop a 3 year Cyber Security Strategy/Plan.

ALTERNATIVES
The Board may elect to not approve the Amendment, which would impact the development of the 3
year Security Strategy, potentially causing risk to the El Dorado County Government Organization.

PRIOR BOARD ACTION
N/A

OTHER DEPARTMENT / AGENCY INVOLVEMENT
N/A

CAO RECOMMENDATION / COMMENTS
Approve as recommended.

FINANCIAL IMPACT
The Information Technology Department has sufficient appropriations in the Fiscal Year 2020-21
Approved Recommended Budget to cover these expenditures.

CLERK OF THE BOARD FOLLOW UP ACTIONS
Clerk to obtain Chair’s signature on two (2) original of Amendment and forward to fully executed
Amendments to the Chief Administrative Office, Central Fiscal Division.

STRATEGIC PLAN COMPONENT
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Good Governance

CONTACT
Tonya Digiorno, Director of Information Technologies
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